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Checking your Spectrum Protect  
solution effectiveness

Ensuring your Spectrum Protect 
solution is running efficiently and 
effectively is critical to protecting 
the mission-critical data that 
powers your business. However, 
over time, many companies find 
that the solution they thought 
was working well might not be 
delivering the performance,  
and therefore the protection,  
they need.

Sometimes it takes a significant risk 
event to highlight problems. Sometimes it 
comes down to a compliance issue in an 
audit. Whatever the catalyst, many turn  
to us for a Spectrum Protect Healthcheck 
to make sure their data stays safe.

During a healthcheck, our experts will 
take an in-depth look at every aspect 
of how you protect your data with 
Spectrum Protect, uncovering issues, 
identifying risks and delivering a tangible 
programme for how to maximise 
performance across multiple metrics.

The following shows five brief examples 
of businesses that have optimised how 
they protect their data through using the 
Spectrum Protect Healthcheck. We’ve 
kept the names anonymous but the 
issues are very real.



A large UK retailer approached 
us when a failed disaster 
recovery test showed that they 
were simply unable to restore 
critical servers in the time 
demanded by the business. The 
Spectrum Protect Healthcheck 
uncovered significant issues with 
the architecture of their Spectrum 
Protect estate. While it had been 
effective in the past, it had simply 
not kept up with changes in the 
wider business.

Our team identified how they could 
develop a more robust DR strategy 
that would better serve the needs  
of the business. We showed them 
how they could get better throughput 
to help them hit their recovery 
objectives and even went outside 
Spectrum Protect to demonstrate  
how they could recover even faster 
using primary storage replication  
on the SAN.

The failed DR test

The resulting enhanced data 
protection enabled the business to 
gain an HADR solution which means 
they are now both secure and 
compliant. More than this, the solution 
also simplifies their current Spectrum 
Protect estate and provides greater 
utilisation of the Spectrum Protect 
Suite for Unified Recovery Licences.

Client: Retail

Headquartered: UK

Turnover: £2,282m

No of Employees: 8,086



This financial institution turned to 
us when they found themselves 
unable to restore NDMP back-
ups (despite the fact that they 
believed Spectrum Protect 
was running efficiently). The 
Spectrum Protect Healthcheck 
demonstrated significant 
inefficiencies that were being 
compounded by an exponential 
rise in data volumes. It also  
found a range of media that  
was sitting outside the library  
and issues with firmware on their 
tape drives.

Following the healthcheck we 
ensured that all firmware and device 
drivers were upgraded and advised 
them on how they could make their 
Spectrum Protect housekeeping far 
more efficient, saving them time and 
protecting their data. Ultimately, they 
can now restore NDMP data and 
meet their RTO targets.

The inability to restore NDMP back-ups

Client: Insurance Carrier

Headquartered: UK

Turnover: £22m

No of Employees: 250



Unlike many businesses that  
wait for a problem to arise, this 
media organisation proactively 
called us in to carry out a  
routine assessment of how well 
Spectrum Protect was protecting 
their business.

Our team quickly established that 
a back-up copy pool command 
had been incorrectly defined in the 
housekeeping script. As a result, over 
86Tb of data was not being copied 
offsite, leaving the business open to 
serious risk.

We developed a plan to rectify 
the issue and help them stage the 
copying of data so that it wouldn’t 
impact their day-to-day running. We 
also deployed our Helix Protect Base 
to greatly improve the visibility of their 
environment. The data is now safely 
copied offsite.

The routine healthcheck

Client: Media

Headquartered: US

Turnover: £4,578m

No of Employees: 18,000



This international oil and gas 
company came to us when they 
found themselves in danger of 
missing their back-up windows. 
The core problem was an issue 
with their WAN connections 
with remote locations and high 
latency issues.

The Spectrum Protect Healthcheck 
led to them implementing our Helix 
Protect Cloud solution enabling them 
to use client- side deduplication 
to a high-bandwidth cloud. This 
delivered high availability, increased 
reliability and gave them added DR 
functionality. It also reduced their 
dependence on tape.

As a result they have significantly 
accelerated their back-up and 
restore speeds by 500%. Their back-
up success rate now exceeds 99%. 
And with these improvements, they 
have restored faith in the back-up 
environment and have completed 
successful DR tests into the Helix 
Protect Cloud infrastructure.

The problem of remote locations

Client: Oil & Gas Services

Headquartered: UK

Turnover: £800m

No of Employees: 4,500



A major healthcare provider’s 
security and compliance policy 
dictated that they must test 
restores from random nodes 
every two weeks. However, when 
they scheduled a Spectrum 
Protect Healthcheck, it showed 
that no restores at all had 
been attempted in the previous 
60 days. This created both a 
significant compliance issue and 
potentially put critical data at risk.

As a result of the findings, we helped 
them implement automatic restore 
testing together with in-depth weekly 
reporting that ensured they met  
their compliance responsibilities.  
It meant that not only could they 
prove that restores were happening 
but, because it was automated, it also 
freed up their people to get on with 
other tasks.

The compliance issue

Client: Pharmaceutical

Headquartered: Israel

Turnover: £12,710m

No of Employees: 46,000



Hindsight is always 20:20. However, it’s far better 
to spot issues with Spectrum Protect before they 
become problems for your business.

Speak to us about a full Spectrum Protect 
Healthcheck. This comprehensive service will 
help you ensure your data is protected and that 
your business is ready to face the future. Every 
healthcheck is carried out by our team of dedicated 
Spectrum Protect experts. In just 7 days, you’ll get 
the full picture of precisely how to transform your use 
of Spectrum Protect to fully protect your data and 
better support the core needs of your business.

Book your Spectrum Protect Healthcheck

Find out more

http://tectrade.com/
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At Tectrade, we live and breathe data. 
It’s in our DNA. And we’re relentless  
in finding the solution that’s right for  
your business. With teams in Europe,  
and the US, we can deliver projects  
and managed services on a truly  
global scale.
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