
A workbook to help you regain control of 
your security and compliance obligations

Getting Smarter 
with Data Security



Getting compliance right is 
all about nailing down your 
duties. Both those imposed 
by other people (i.e. pesky 
– but ultimately necessary – 
regulators), and by your own 
organisation’s principles and 
common sense.

From how (and how long) you’re 
required to keep data under national 
and international law, to how quickly you 
need to be able to recover data when 
it’s lost, this stuff is fundamental – and 
really getting to grips with it can even 
deliver unexpected benefits. 

Internal data policies and external 
data regulations alike have the 
power to reveal new efficiencies and 
opportunities, by forcing you to take a 
long, hard look at the way you handle 
this invaluable resource.

Proactive compliance.
It’s better for everyone.

This workbook will help you 
document your data duties, and keep 
compliant with:

• The external data regulations that 
apply to your business

• The internal data policies you need 
to uphold

It also features a quick checklist of data 
security best practices, giving you an 
instant picture of how seriously you’re 
taking this indisputably serious issue.

Ready? OK, it’s time to take control…



Taking a proactive approach 
to data security won’t just 
help you stay on the right  
side of the law. It’ll also help 
you keep data safe and 
available, identify risks –  
and opportunities – early on, 
and save time and money. 

While the specifics of your 
approach will be shaped  
by the individual needs 
and circumstances of your 
organisation, there are a  
few universal best practices…

The Data Security Checklist:

See how many of the following you can 
answer with a confident ‘yes’. (Ideally, it 
should be all of them.):

• Are we compliant with – or working 
towards compliance with – ISO27001 
Information Security Standard?

• Are these policies reviewed at 
least once a year, and updated as 
needed?

• Are employees required to sign an 
agreement verifying they have read 
and understood security policies and 
procedures?

• Do we have an appointed Data   
Protection Officer?

• Do we have an appointed Security 
Manager?

• Have physical security site surveys or 
assessments ever been performed at  
our data centres and/or computer 
rooms? Have the results been 
implemented?

• Have we created Gold, Silver and 
Bronze data protection categories (or 
similar), enabling us to quickly and 
efficiently decide how to treat data?

Data Security
– A Short, Best Practice Checklist



Data regulations can be 
complex, confusing – 
and even contradictory. 
Sometimes, it can even 
seem like it’s worth risking 
the occasional rap on the 
knuckles if doing so saves  
you the effort and expense  
of diligently unknotting so 
much red tape. 

But the consequences of 
sweeping data responsibilities 
under the carpet always run 
far deeper than the potential 
financial penalties.

Fail to establish a clear, consistent 
approach to regulatory compliance, and 
you’re highly likely to:

• Squander your own budget – making 
regular, ad-hoc storage hardware 
purchases to cover your back (the 
classic, and almost always ill-advised, 
‘throwing money at the problem’ 
technique)

• Miss out on opportunities – since 
you’ve now reduced the budget 
available for smarter, and more 
profitable investments

• Misuse your current resources – by 
keeping data you don’t need to, or 
for longer than you need to

• Waste your time – as recovering data 
to present to regulators becomes a 
major, energy-sucking exercise

The first step to avoiding all of the 
above is to know exactly which 
regulations you’re subject to, and what 
demands they make.

Complying with data regulations



Some key regulations – at a glance

• The Data Protection Act – 
The UK’s 1998 Act concerning 
identifiable personal data. One 
key principle is that data is ‘kept 
for no longer than is absolutely 
necessary.

• PCI DSS – Created to help 
protect cardholder data and 
combat fraud, the Payment Card 
Industry Data Security Standard 
applies to all organisations 
handling cards from the world’s 
major credit card brands.

• HIPAA – If you handle Protected 
Health Information in the US, 
you’re probably well acquainted 
the Health Insurance Portability 
and Accountability Act, and its 
requirements regarding data 
privacy and security.

• Sarbanes-Oxley Act (SOX) – 
Since 2002, all publicly listed US 
companies have been facing  
harsh penalties (including  
executive imprisonment) should 
they fail comply with this 
‘Accounting Reform and Investor 
Protection Act’, and ensure 
electronic records and audit trails 
can be produced on demand.

Creating your regulatory compliance  
cheat sheet

Use the table on the following page 
to create a comprehensive list of the 
data regulations your organisation is 
expected to observe, and the provisions 
each requires in terms of physical 
security, logical security and data 
retention.

When you’re done, you’ll have 
much better idea of your official 
responsibilities – including where and 
how they overlap. This understanding 
is crucial to taking a smart, efficient 
approach to doing your duty, keeping 
your costs low, and your life simple.

Complying with data regulations



Regulation 
(e.g. Data Protection Act)

Physical Security Requirements 
(e.g. Do you have to store data onsite?
Does that site have to have locks? 
Who’s allowed to access it?)

Logical Security Requirements 
(e.g. Does it need to be encrypted?
Do you need to have a system that
restricts access by user?)

Data Retention Requirements 
(e.g. What data do you need to retain?
For how long?)

Your Regulatory Compliance Cheat Sheet



Creating and following your 
own rules. It’s simply good 
business sense. 

Every organisation has a host 
of unique data protection 
needs, that stem from its own 
unique circumstances – from 
how long it can operate 
for without its key data, to 
the promises it’s made to 
employees, customers and 
other parties about how their 
data will be handled, to how 
frequently (and exactly when) 
it’s smart for this data to be 
backed up.

If you don’t take the time to codify – 
and stick to – your own data policies, 
you’re taking a pretty big risk with 
your operations. Every day. You’re 
also in danger of:

• Losing business – while you struggle 
to rapidly recover data after a 
disaster

• Compromising your brand – keeping  
your organisation up and running, 
isn’t just better for your bottom line, 
it’s better for your reputation

• Accepting huge inefficiencies – with 
fragmented and inconsistent data 
protection processes

Building your data protection 
catalogue

It’s time to reach for your pen again. On 
the next page you’ll find an example of 
a data protection catalogue – our tool 
for recording the various requirements 
an organisation has around the various 
different types of data it relies on. 

We’ve completed this table with some 
typical policies, so you can see how it’s 
meant to look. On the following page 
you’ll find a blank version, for you to 
print and complete yourself.

(As with the Regulatory Compliance 
Cheat Sheet, if this seems rather 
daunting, don’t be afraid to seek 
professional help.

Complying with your own data  
protection policies



Data Protection Catalogue – Complete Example

Recovery Point Objective = frequency of the backups  * = Data Capacities up to 1TB at a speed of 200 GB/Hr
Recovery Time Objective = the time taken to restore data  ** = Data Capacities up to 1TB then at a speed of 300 GB/Hr

Data
Classification

Target Schedule Recovery
Point
Objective

Recovery
Time
Objective

Start Time Sched Day Backup
Versions

Retention Change
Rate %

T1 / T2 / NAS
Unstructured

Disk -> Tape Daily Incr 24 hrs 6 hrs * 20:00 Mon-Sun 28 1 month 2%

Disk -> Tape Monthly Incr 1 month 6 hrs * 20:00 Sun 12 12 months 10%

T3
Unstructured

Disk -> Tape Weekly Incr 7 Days 6 hrs * 20:00 Fri 4 1 month 5%

Disk -> Tape Monthly Incr 1 month 6 hrs * 20:00 Sun 12 12 months 10%

T4
Unstructured

Disk -> Tape Monthly Incr 1 month 6 hrs * 20:00 Fri 12 12 months 10%

SQL / Mail
(Structured
data)

Disk -> Tape Daily Incr 24 hrs 6 hrs * 20:00 Mon – Fri +
Sat/Sun

28 1 month 2%

Disk -> Tape Weekly Full Weekly Full 6 hrs * 20:00 Sat / Sun n/a

Disk -> Tape Monthly Full 1 month 6 hrs * 20:00 Fri 1 month 12 months n/a



Data
Classification

Target Schedule Recovery
Point
Objective

Recovery
Time
Objective

Start Time Sched Day Backup
Versions

Retention Change
Rate %

Data Protection Catalogue

Recovery Point Objective = frequency of the backups  * = Data Capacities up to 1TB at a speed of 200 GB/Hr
Recovery Time Objective = the time taken to restore data  ** = Data Capacities up to 1TB then at a speed of 300 GB/Hr



If you’ve successfully completed each section of this 
workbook, you should have a great idea of what your 
internal and external compliance obligations are. 

The next step is to find out whether or not you’re actually 
living up to them. (And if you could be doing so in a 
smarter, more efficient way). 

At Tectrade, we’re experts in helpingorganisations to 
answer these questions – by getting to know them, and 
their needs, better than they do themselves.

Your next steps

Find out more

http://tectrade.com/
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At Tectrade, we live and breathe data. 
It’s in our DNA. And we’re relentless  
in finding the solution that’s right for  
your business. With teams in Europe,  
the US and Australia, we can deliver 
projects and managed services on  
a truly global scale.
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