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COLLEGE
PRIVACY NOTICE — STUDENTS AND APPRENTICES

1. WHAT INFORMATION DO WE HOLD ABOUT YOU?

Information we collect from you

1.1. You provide us with personal data when you apply and enrolt with the College via the
online or paper-based routes. This includes your name, address, date of birth,
contact information, gender, next of kin/parent/carers for under 18s and under 25s
students with special educational needs or disabilities, previous education and
qualifications, any medical or support needs, and ethnicity. We also collect
information about criminal offences

Other information

1.2. We also hold other information about you including your academic work, attendance,
progress and any disciplinary or behaviour records; records of applications for
support and bursaries; information, advice and guidance; records of tutorials; work
experience; exam achievement; and any other information collected as part of your
education and training programme. We may make video or audio recordings of you
to provide evidence to support your course work and assessment.

1.3. We may keep information contained in any correspondence by post, email or
other electronic communication. We may record phone or video calls. We will not
record on-line meetings without your consent. We may record on-line teaching
sessions for the purpose of providing effective support to students who require
this.

1.4. This may also include copies of your Education and Health Care Plan if you
have one or other detailed information about you that enable us to support you
effectively. If you attend counselling sessions, personal information will also be
discussed and recorded to enable the counsellor to support you.

1.5. We may also obtain other information about you permitted by law from other sources.
This may include from previous educational institutions, social services, the police or
other agencies.

2. WHY DO WE COLLECT THIS INFORMATION?
2.1. We collect information in order to enable us to fulfil our legal obligations in relation to
providing further education in line with the Further and Higher Education Act 1992, to

comply with the requirements of government funding agencies, and to meet other
statutory requirements.
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3. WHO MIGHT WE SHARE YOUR INFORMATION WITH? m
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3.1. We will keep this information about you confidential but in some instances, we
may need to share your data. We will share the information with government
funding and other agencies (the Education and Skills Funding Agency, the Office
for Students, the Student Loan Company, UCAS) in order to comply with our legal
duties. We may also share the information with exam boards, end point
assessment organisations and other regulatory bodies, national bodies for the
purposes of monitoring and research and with host employers in the case of work
experience/placements. For students aged under 19, we will share information
with your parents/carers unless you ask us not to. For apprentices of all ages, we
may need to share information with your employers. If you are an apprentice and
access support, we may also share some of your information with your employer.
This is to allow them to support you in the workplace.

3.2. We may be asked to share data with other third parties where there is a lawful
reason for their request. These may include: the police, social services, legal firms
acting on your, or the College’s behalf, debt collection companies, insurance
companies acting on your, or the College’s behalf, HMRC, or other government
agencies.

3.3. We will not share your details with any other third party including commercial
companies without your consent to do so.

4. WHAT DO WE DO WITH YOUR INFORMATION?

4.1. We collect this information in order to process your application/enrolment, ensure
you are studying on an appropriate course, receive the necessary support, and to
support your studies.

4.2. The information is held on College data management systems and may be used by
teaching and support staff in order to support your education and training, to report
on overall College performance and to safeguard you and other students, staff and
visitors.

4.3. As part of the overall data we hold about all students, we will use the information to
analyse and report, in line with Government requirements, on the College’s overall
performance against several indicators. As aggregated data it will be used to support
the College’s claims for government funding and as aggregated and anonymised it
will be used by the Department for Education and its agencies to calculate and
publish performance data about the College.

Transfer of your personal data outside of the European Economic Area (EEA)
4.4. We do not transfer your personal data outside the EEA.
5. HOW DO WE PROTECT YOUR DATA?

5.1. We take the security of your data seriously and have internal policies and controls
in place to try to ensure that your data is not lost, accidentally destroyed, misused or
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disclosed inappropriately. m
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5.2. Where we engage third parties to process personal data on our behalf, we do so on
the basis of written instructions, are under a duty of confidentiality and are obliged to
implement appropriate technical and organisational measures to ensure the security
of data.

6. HOW LONG DO WE KEEP THIS INFORMATION ABOUT YOU?

6.1. We keep information in accordance with our document retention policy. Retention
periods are in line with the length of time we need to keep your personal information
in order to manage and administer your education and training and handle any future
information issues. They also take into account our need to meet any legal, statutory
and regulatory obligations. These reasons can vary from one piece of information to
the next. In all cases our need to use your personal information will be reassessed on
a regular basis and information which is no longer required will be disposed of.

7. HOW CAN I ACCESS THE INFORMATION YOU HOLD ABOUT ME?
Subject access requests

7.1. The Data Protection Act 2018 grants you the right to access particular personal data
that we hold about you. This is referred to as a subject access request. We will
respond within one month from the point of receiving the request and all necessary
information from you. Our formal response will include details of the personal data we
hold about you, including the following:

e Sources from which we acquired the information
e The purposes for processing the information, and
e Persons or entities with whom we are sharing the information.

7.2. You can make a subject access request by completing the request form on
our website or by emailing it to dataprotection@yorkcollege.ac.uk.

8. WHAT ARE MY RIGHTS?
Subject access requests

8.1. The Data Protection Act 2018 grants you the right to access particular personal data
that we hold about you. (See above)

Right to rectification

8.2. You have the right to obtain from us, without undue delay, the rectification of
inaccurate personal data we hold concerning you. Taking into account the purposes
of the processing, you have the right to have incomplete personal data completed,
including by means of providing a supplementary statement.
Right to erasure

8.3. You have the right to obtain from us the erasure of personal data concerning you
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Right to restriction of processing

8.4. Subject to exemptions, you have the right to obtain from us restriction of processing
where one of the following applies:

e The accuracy of the personal data is contested by you and is restricted until the
accuracy of the data has been verified;

e The processing is unlawful and you oppose the erasure of the personal data and
instead request the restriction in its use;

e We no longer need the personal data for the purposes of processing, but it is
required by you for the establishment, exercise or defence of legal claims;

e You have objected to processing of your personal data pending the verification of
whether there are legitimate grounds for us to override these objections.

Notification obligation regarding rectification or erasure of personal data or
restriction of processing

8.5. We shall communicate any rectification or erasure of personal data or restriction of
processing as described above to each recipient to whom the personal data has
been disclosed, unless this proves impossible or involves disproportionate effort. We
shall provide you with information about those recipients if you request it.

Right to data portability

8.6. You have the right to receive your personal data, which you have provided to us, in a
structured, commonly used and machine-readable format and have the right to
transmit this data to another controller, without hindrance from us.

Right to object

8.7. You have the right to object, on grounds relating to your particular situation, at any
time to the processing of personal data concerning you, including any personal
profiling; unless this relates to processing that is necessary for the performance of a
task carried out in the public interest or an exercise of official authority vested in us.
We shall no longer process the personal data unless we can demonstrate compelling
legitimate grounds for the processing, which override the interests, rights and
freedoms of you or for the establishment exercise or defence of legal claims.

Right to not be subject to decisions based solely on automated processing

8.8. We do not carry out any automated processing leading to an automated decision
based on your personal data.

Accuracy of information
8.9. In order to provide the highest level of customer service possible, we need to keep
accurate personal data about you. We take reasonable steps to ensure that accuracy

of any personal data or sensitive information we obtain. We ensure that the source of
any personal data or sensitive information is clear, and we carefully consider any
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it is necessary to update the information, such as name or address ~ ©©LLEGE
changes and you can help us by informing us of these changes when they occur.

9. WHO CAN I CONTACT IF | HAVE ANY QUESTIONS OR CONCERNS?

9.1. If you have any questions or queries which are not answered by this Privacy Notice,
or have any potential concerns about how we may use the personal data we hold,
please write to the Data Protection Officer at York College, Sim Balk Lane,
Bishopthorpe, York YO23 2BB or email dataprotection@yorkcollege.ac.uk

9.2. If your complaint is not resolved to your satisfaction and you wish to make a formal
complaint to the Information Commissioner’s Office (ICO), you can contact them on
0303 123 1113 or contact us via live chat on their website. You also have the right to
judicial remedy against a legally binding decision of the ICO where you consider that
your rights under this regulation have been infringed as a result of the processing of
your personal data. You have the right to appoint a third party to lodge the complaint
on your behalf and exercise your right to seek compensation

10. PRIVACY NOTICE CHANGES

10.1. This Privacy Notice is regularly reviewed. This is to make sure that we continue to
meet the highest standards and to protect your privacy. We reserve the right at all
times, to update, modify or amend this Notice. We suggest that you review this
Privacy Notice from time to time to ensure you are aware of any changes we may
have made, however, we will not significantly change how we use information you
have already given to us without your prior agreement. The latest version of this
Notice can be found on the College’s website.
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