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POLICE AND CRIME COMMISSIONER FOR CAMBRIDGESHIRE
AND CAMBRIDGESHIRE POLICE
Internal Audit Progress Report
28 January 2021
This report is solely for the use of the persons to whom it is addressed.
To the fullest extent permitted by law, RSM Risk Assurance Services LLP
will accept no responsibility or liability in respect of this report to any other party.
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1 Introduction
The internal audit plan for 2020/21 was approved by the Joint Audit Committee at the April 2020 meeting. This report provides an update on progress against that plans and
summarises the results of our work to date. The Executive Summary and Key Findings of the assignments below are attached to this progress report.
We have finalised two Cambridgeshire only reports and three Collaborative reports since the last meeting.

2 Reports
2.1

Progress against the internal audit plan 2020/21 Cambridgeshire only

Assignment

Status / Opinion issued

Actions agreed

Target timing as per plan

Low

Medium

High

Cash, Banking, and Treasury Management
(1.20.21)

Final Report
Reasonable Assurance

4

2

0

Q2

General Ledger (2.20/21)

Final Report
Substantial Assurance

0

0

0

Q3

Payroll (4.20/21)

Final Report
Reasonable Assurance

4

3

0

Q3

Payments & Creditors (3.20/21)

Draft Report

Q3

Business Planning

Planned
1 February 2021

Q4

Ethics & Culture **

Planned
24 February 2021

TBC

Planned
18 March 2021

Q4

Follow Up
** Please see appendix B
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2.2 Progress against the internal audit plan 2020/21 Bedfordshire, Cambridgeshire and Hertfordshire
Collaborative
Assignment and Organisation Lead

Status / Opinion issued

Actions agreed

Target timing as per plan

Low

Medium

High

Cloud Security Management

Hertfordshire

Final Report
Advisory

2

5

0

Q1

Occupational Health

Cambridgeshire

Final Report
Advisory

0

1

0

Q2

Procurement – 7Force

Essex

Final Report
Reasonable Assurance

8

4

0

Q2

Health & Safety

Bedfordshire

Final
Substantial Assurance

4

0

0

Q2/3

Risk Management

Bedfordshire

Draft Report
Q2

Procurement - BCH

Cambridgeshire

Remote Working**

Hertfordshire

Fieldwork in Progress

Q3

Planned February 2021

n/a

** Please see appendix B
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Appendix A – Other matters
Changes to the 2020/21 audit plan
There have been no changes to the audit plan since the last meeting.
We have reported the following changes to the JAC previously:
Note

Auditable area

Reason for change

1

BCH - Remote Working

Due to the increased risks surrounding remote working, management requested RSM to complete an
additional review in the area of Remote Working including Cyber Security links.

2

Ethics & Culture

This was moved from quarter 3 to quarter 4 at the request of management as the Chief Officer Team are
launching a new organisation-wide cultural reform piece of work on the 15th October 2020. Therefore,
most of the areas within the scope of the audit will be part of this reform work.

Other Assurances
As reported previously, the we were requested by the Director of Essex and Kent Support Services to undertake a review of the controls in place at the Regional Distribution
Centre (supporting the procurement and distribution of all PPE as a result of the pandemic for the 7 Forces in the East of England) which has been set up in Essex. The report
has been issued in final and we understand that the Director of Essex and Kent Support Services has shared the findings with all Forces and OPCCs.

Annual Opinion 2020/21
The JAC should note that the assurances given in our audit assignments are included within our Annual Assurance report. In particular the JAC should note that any negative
assurance opinions will need to be noted in the annual report and may result in a qualified or negative annual opinion. We have not issued any negative opinions to date for
Cambridgeshire only or BCH reviews, so we anticipate at this stage issuing positive opinions at the year end, subject to completion of the remaining work. We will provide a
further update to the CFOs as the remaining reports are finalised and to the next JAC. .
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Annual Governance Statement 2020/21
We have been requested by the OPCC & Force to update and draft the Annual Governance Statements for 2020/21, this will be completed outside of the audit plan and
quality assurance will be completed by a separate Internal Audit Manager and Partner to ensure no conflict of interest from the core team. The statements remain the
responsibility of the Police and Crime Commissioner and Chief Constable and will be reviewed, amended and signed off by the Chief Constable and Police and Crime
Commissioner.

Added value work
We have issued the following client briefings since the last Joint Audit Committee:


RSM Business Continuity Planning – COVID-19 – November 2020



Emergency Services New Briefing – December 2020

Quality assurance and continual improvement
To ensure that RSM remains compliant with the IIA standards and the financial services recommendations for Internal Audit we have a dedicated internal Quality Assurance
Team who undertake a programme of reviews to ensure the quality of our audit assignments. This is applicable to all Heads of Internal Audit, where a sample of their clients
will be reviewed. Any findings from these reviews being used to inform the training needs of our audit teams.
The Quality Assurance Team is made up of; the Head of the Quality Assurance Department (FCA qualified) and an Associate Director (FCCA qualified), with support from
other team members across the department.
This is in addition to any feedback we receive from our post assignment surveys, client feedback, appraisal processes and training needs assessments.
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Appendix B – Executive summaries and action plans from finalised reports
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EXECUTIVE SUMMARY- GENERAL LEDGER
With the use of secure portals for the transfer of information, and through electronic communication means, remote working has meant that we have been
able to complete our audit and provide you with the assurances you require. It is these exceptional circumstances which mean that 100 per cent of our audit
has been conducted remotely. Based on the information provided by you, we have been able to complete sample test.

Why we completed this audit
An audit of the General Ledger was undertaken as a part of the 2020/21 approved internal audit plan to enable management to take assurance on the
controls in place to ensure that the Constabulary’s financial system is appropriately managed and that financial transactions are accurately recorded.
The Bedfordshire, Cambridgeshire and Hertfordshire (BCH) Finance Systems Administrators Team are comprised of two System Administrators and have
responsibilities for the oversight of the Constabulary’s financial accounting system, e-Financials. The general ledger module is backed up as part of the wider
Oracle database by the collaborated ICT Team.

Conclusion
Overall, we identified that the Constabulary had robust and well-designed controls in place, including a set of Financial Regulations that clearly defines the
roles and responsibilities of key staff regarding the maintenance of general ledger; a financial accounting system restricted to only appropriate members of
staff with a user guide embedded therein. There was a clear segregation of duties in; the creation and posting of journals, the preparation and approval of
reconciliations, the requesting and authorising changes to the Chart of Accounts and month-end processes ensuring timely closedown of the general ledger.
Internal audit opinion:
Taking account of the issues identified, the Constabulary and OPCC can take substantial
assurance that the controls upon which the organisation relies to manage this area are
suitably designed, consistently applied and operating effectively.

2
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Key findings
During the course of the audit, we deemed the following controls to be well designed and operating effectively:
Financial Regulations
We confirmed that through review of the Financial Regulations that they clearly defined the roles and responsibilities of key staff, such as the
Constabulary’s Chief Finance Officer, regarding the maintenance of accounting records and general ledger. We confirmed through review of the
Business Coordination Board meeting minutes for July 2020 that the Financial Regulations was last updated in May 2020 and had been approved
by the Board. We also confirmed through review of the Constabulary’s public website that the Financial Regulations had been made available.
Procedural Documentation
We confirmed through review of a screenshot of the e-Financials Help menu that a system user guide and procedural documentation was available,
we confirmed that guidance regarding Chart of Accounts (both account codes and cost centres) and journals had been embedded within the
financial accounting system. We also confirmed through review of a screenshot of the Constabulary’s shared drive that an example procedural
document on the performance of suspense accounts reconciliations had been made available to staff.
Access to Finance System
Through testing of a sample of 15 users added to e-Financials between 1 April and 31 October 2020, we confirmed that in all instances a User
Access Request Form had been completed, retained on file and authorised by both the Line Manager and an Accountant within the BCH Finance
Systems Administrators Team. Through testing of a sample of five leavers we confirmed access was removed from e-Financials, we confirmed that
in all instances an email had been sent to the BCH Finance Systems Administrators Team requesting access to be removed. Through review of the
system-generated User Audit Report we confirmed that user access had been set up or removed accordingly.
Staff Training for Use of Finance System
We were advised by the Head of Finance that ad-hoc training is provided to new users of e-Financials, depending on the complexity of the new
user’s roles and the extent to which they require e-Financials to perform their duties, and that such training is provided by the BCH Finance
Systems Administrators. Since system user guide had been made available within e-Financials we deemed ad-hoc training to be sufficient to
support new users in using the financial accounting system. No issues noted.
Backup
The general ledger module is backed up as part of the wider Oracle database by the Constabulary’s ICT Team, with a full backup of the database
undertaken every Sunday and an incremental backup undertaken every other day. We confirmed through review of the full and incremental Oracle
database backup logs dated 1 and 2 November 2020 respectively that backups had been undertaken for the seven days commencing 26 October
2020.
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Chart of Accounts
Through testing of a sample of 10 account codes, including five new and five amendments, between 1 April and 26 October 2020, we confirmed
that in nine instances a request had been made via the workflow system within e-Financials, authorised by a BCH Accountant and subsequently
actioned by the BCH Finance Systems Administrators Team. For the remaining instance relating to an amendment for a collaborated unit requiring
authorisation from all three Constabularies, we confirmed that a request had been made via the workflow system and authorised by only the
Bedfordshire and Cambridgeshire Constabularies, and therefore was pending and not active within e-Financials, in line with the Chart of Accounts
processes.
Through testing of a sample of 10 cost centres, including five creation and five amendments, for the same juncture, we confirmed that in eight
instances a request had been made via the workflow system, authorised by an authorised signatory and subsequently actioned by the BCH
Finance Systems Administrators Team within e-Financials. In one instance, we confirmed that a request had been made via email to deactivate a
duplicate cost centre which had not processed any transactions in the last three years, did not require a formal request and authorisation and was
actioned by the BCH Finance System Administrators Team. For the remaining instance relating to an amendment with no request having been
made and authorised, we confirmed was an amendment required by the Home Office’s annual Policy Objective Analysis, which is a data collection
for analysing individual police expenditure, no issues noted.
Journals
Through testing of a sample of 20 journals processed between 1 April and 26 October 2020, we confirmed that in 18 instances the journal had been
recorded with adequate narratives, originated by a nominated member of staff within the Cambridgeshire Constabulary Finance Department and
authorised by one of either the Principal Financial Accountant and Head of Finance. For the remaining two instances, we noted that the journals
relating to payroll had been originated and posted within the system by the same Finance System Administrator. However, through review of the
corresponding emails containing the relevant payroll reports, we confirmed that the journals had been authorised by the Financial Accountant prior
to posting and that the journal amounts matched the payroll reports. No issues noted.
Month-End Timetables
We confirmed through review of email correspondence consisting of month-end timetable for July, August and September 2020 that in all instances
the month-end timetables had been communicated to all e-Financials users for action. We confirmed through review of the associated systemgenerated reports of e-Financials that the general ledger, and purchase and sales sub-ledgers had been closed in line with the respective
timetables for July, August and September 2020. In addition, we also confirmed through review of screenshots of e-Financials that the budget cycle
for September had been closed and that for October 2020 had been created in line with the month-end timetable for September 2020.
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Control Accounts Reconciliations
We confirmed through review of the bank accounts and petty cash reconciliations for July, August and September 2020 and the associated email
correspondence that they had been prepared by a member within the Treasury Department and authorised by the Financial Accountant. Noting that
purchase and sales ledgers are automatically reconciled monthly by e-Financials, which has been configured to reject non-zero balance
reconciliations, we confirmed through review of the associated system-generated reports of e-Financials that the purchase and sales ledgers had
been closed and they satisfied a zero-balance reconciliation.
Suspense Accounts Reconciliations
We confirmed through review of the suspense accounts reconciliations for July, August and September 2020 and the associated email
correspondence that they had been prepared by the Finance Officer within the Treasure Department and authorised by the Principal Financial
Accountant.
Trial Balances
We confirmed through review of the trial balance reconciliations for July, August and September 2020 and the associated email correspondence,
that they had been prepared by the Finance Officer within the Treasury Department, as part of the suspense accounts reconciliations, and
authorised by the Principal Financial Accountant, subject to segregation of duties. In addition, the trial balances all equated to zero in these months.
Moreover, we confirmed that the following agreed management action arising from the 2018/19 General Ledger internal audit has been fully
implemented – ‘The Financial Accountant will ensure that monthly trial balance reviews are undertaken and are evidenced as such within the
Suspense Account reconciliation presented to the Principal Financial Accountant. These will be retained centrally on the shared drive’.
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EXECUTIVE SUMMARY - PAYROLL
With the use of secure portals for the transfer of information, and through electronic communication means, remote working has meant that we have been
able to complete our audit and provide you with the assurances you require. It is these exceptional circumstances which mean that 100 per cent of our audit
has been conducted remotely. Based on the information provided by you, we have been able to undertake our sample testing.

Why we completed this audit
An audit of Payroll was undertaken as part of the 2020/21 approved internal audit plan to allow management to take assurance that payroll is correctly
processed in a timely manner, with adequate controls in place. The (BCH) Bedfordshire, Cambridgeshire and Hertfordshire collaborated HR team have
recently been through a restructure and as a consequence, starter, leaver and amendment forms are no longer subject to individual independent checks. A
new sampling process was due to commence in September 2020, however due to issues with data imported to the Computer Aided Resource Management
(CARM) system, this has been delayed until 31 December 2020.
Cambridgeshire Constabulary uses the iTrent payroll management system which has been in place since July 2019, aligning the Constabulary with
Hertfordshire Constabulary and Bedfordshire Police Force. HR and Payroll Teams both have access to the system to make changes to staff details and are a
shared service department across the two Constabularies and one Force.
The CARM system has been introduced for all three organisations, with Cambridgeshire going live once the data issues have been rectified. This will enable
the Constabulary to manage claims for overtime and unsocial hours payments through an online time management system, rather than using paper forms.

Conclusion
Our review confirmed that various controls were generally well designed and complied with, which included unsocial hours, overtime claims and payments,
overpayments, pensions for leavers and current staff, payroll reconciliations and backups of the iTrent system.
However, we did find a number of controls that required improved design and or compliance, which included those in relation to processing starters, leavers
and amendments, exception reporting and processing the payroll. More specifically, we found that starters processed since September 2020 were not yet
subject to independent sample checking, two starters processed in May and June 2020 had not been independently checked and responsibilities in relation to
the leavers process had not been documented.
We also found that the amendment form for one change in our sample had not been retained and therefore we could not confirm it had been appropriately
approved, variation reports were not subject to independent review and the payroll run was processed without confirmation that all prior payroll related checks
and tasks had been completed.
Overall, we have agreed three medium and five low priority management actions, which has informed our opinion below:

2
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Internal audit opinion:
Taking account of the issues identified, the Constabulary and OPCC can take reasonable
assurance that the controls upon which the organisation relies to manage this area are suitably
designed, consistently applied. However, we have identified issues that that need to be
addressed in order to ensure that the control framework is effective in managing this area.

Key findings
We identified the following weaknesses, leading to three medium priority management actions being agreed:
Starters (Testing)
Through review of a sample of 20 starters since April 2020, we found in four cases that an independent check of the starter form to the system had not
been undertaken. For two of these, we noted that the forms were processed after September 2020 and therefore did not require an independent check
as these would be reviewed as part of the new independent sample checking process due to commence in November 2020.
During review of the remaining two, we found that they had been processed in May and June 2020 and should have been subject to an independent
check. There is a risk that the Constabulary will suffer financial losses, for example where salaries, working hours or staff details have been input
incorrectly and not identified, and as such we have agreed a medium priority action to implement the new sampling process and backdate this
sampling to April 2020. (Medium)
Amendments (Testing)
We were informed by the Head of BCH Payroll & Pensions that currently iTrent is not able to run a report of all amendments made to members of staff
or officer payroll information. Therefore, we selected all amendments from the payroll variation reports for July, August and September 2020 noting
that there were 13 manual changes. Through review of the 13 amendments, we found in 12 cases that a request for the change had been made and
appropriately approved with a segregation of duties. For the remaining one, the request or form used could not be located. As such, we were unable to
test whether the request had been subject to appropriate approval or that the change on the system was accurate per the original request.
In addition, we noted in one case, that an independent check had not been undertaken and the change had been made by the Postings team. We
were informed that when the Postings team make a change to iTrent, they must notify Payroll to enable them to check the change, however in this
case a notification had not been sent. If Payroll are not notified of changes to staff roles or pay, there is a risk that changes are made inaccurately,
which could lead to overpayments and financial losses for the Constabulary. (Medium)
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Pay Run
We were informed by the Head of Payroll and Pensions that they do not check whether each task on the payroll monthly checklist has been completed
before approving the pay run. We were also informed that as long as the pay runs have been produced to be processed, it is assumed these checks
have been undertaken. There is a risk that inappropriate payments are made to staff which could lead to financial losses for the Constabulary if it is not
confirmed that monthly tasks have been carried out, prior to approving the pay run. (Medium)

We noted the following controls to be adequately designed and operating effectively:
Unsocial Hours
We were informed by the Head of Payroll and Pensions that unsocial hours shifts are not approved in isolation as they are worked according to the
staff members' roster which is produced as part of workforce planning and are paid automatically for shifts worked. As such, we have not tested the
approval of unsocial hours payments.
Through review of a sample of 10 unsocial hour payments made since April 2020, we found the following in all cases:
•
•

the unsocial hours rate used had been calculated correctly at 10 per cent of the staff members' effective or actual hourly rate; and
the payment made on the payslip was consistent with the hours worked and the unsocial hours rate.

Overtime
During testing of a sample of 10 overtime claims made since April 2020, we found the following in all cases:
•
•
•
•

a claim on the Corporate Overtime System had been completed and submitted;
the claim had been appropriately authorised by the staff member's line manager or, for officers, another officer at least one rank higher;
the payment made to the staff member on their payslip was consistent with the approved claim; and
the overtime rate paid corresponded to the officer's effective or actual hourly rate and the overtime multiplier.

As part of the IDEA data analytics testing undertaken as part of the audit, we identified five possible duplicates in overtime claims. As part of our
additional testing we were satisfied that each was not indeed a duplicate payment.
Overpayments
We found through review of a sample of five overpayments that adequate chasing attempts had been made in recovering the overpayments as the
staff members involved were still in employment with the Constabulary and the overpayments were being recovered via monthly deductions from their
payslips.
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We were informed by the Head of Payroll and Pensions that the level of overpayments had been falling since April 2020. We were also informed that
there was an increase as a result of changing to the iTrent system however these issues have been resolved causing the level to fall.

Pensions (Leavers and Current Staff)
Through review of our sample of 20 leavers since April 2020, we found that each staff member had been removed from their pension scheme in a
timely manner, a final pension payment had been made on their last payslip and there were no further payments made for time worked after their
leaving date and therefore testing of whether additional deductions had been made was not applicable.
We selected a sample of 10 current staff members who were enrolled in a pension scheme at the time of the audit in November 2020. Through review
of our sample for August, September and October 2020 we confirmed that pension deductions had been made in accordance with each staff
members' applicable deduction rate, determined by their staff type, salary and joining date.
Pensions (Starters)
Through review of our sample of 20 starters since April 2020, we noted that each staff member had been contractually enrolled into either the Local
Government Pensions Scheme (LGPS), for police staff, or the PPS, for police officers.
Through further review of our sample, we found in two cases that the staff members had opted out of their pension schemes. We found during review
of these that in both cases the opt out form had been retained. For the remaining 18, we found in 17 cases that contributions had been deducted from
the staff members' first payslips and these deductions were accurate when compared to the LGPS and PPS pension scheme deduction tables.
For the remaining one, we found that a deduction had been made, however the staff member worked part time and their contribution banding had
been determined based on their full time equivalent (FTE) salary. As a result, we found that a deduction had been incorrectly made of £112.45, which
should have been £100.34. We confirmed that this had already been identified within the Payroll Dept as part of their regular checks so we have not
suggested any further action.
Gross to Net Reports
We confirmed through review of the gross to net reconciliations for August, September and October 2020 that each had been produced and
independently reviewed following the relevant month's payroll, and each reconciliation totalled £0.
iTrent Backups
We confirmed through review of an extract of a test and restore log that a check of whether backups had occurred and testing of iTrent backups had
been undertaken on a weekly basis for the last five weeks commencing 26 October and 2, 9, 16 and 23 November 2020. We confirmed through review
of a screenshot of backups for the last five days, the 25 to 29 November 2020, that backups had been completed on a daily basis.
We have also agreed four low priority management actions, which can be found in the detailed findings section of the report.
5
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2. DETAILED FINDINGS AND ACTIONS
This report has been prepared by exception. Therefore, we have included in this section, only those areas of weakness in control or examples of lapses in
control identified from our testing and not the outcome of all internal audit testing undertaken.
Starters - Independent review
Control

When a member of staff or officer joins the Constabulary, a New Starter Form and Starter Declaration is
obtained from the candidate. The New Starter Form is authorised from a member of staff named within
the Authorised Signatories List and HR Transactional Team do not process new starters without
appropriate approval. The forms are processed by HR with details input into iTrent including:
•
•
•

Findings /
Implications

Contracted hours;
Allowances; and
Increment Date.

Assessment:
Design

✓

Compliance

×

We selected a sample of 20 starters who had joined the Constabulary since April 2020. We confirmed the following:
•
•
•
•

a new starter form had been completed with key information, such as the individual's bank details, address, hours and salary;
the starter form had been authorised in line with the authorised signatory list;
the form had been submitted to and processed by Payroll in a timely manner; and
the information on each starter form had been accurately input to the system.

During review of our sample, we found in 14 cases that an independent check of the information input to iTrent had been carried out. Of
these 14 we found in 11 cases this was indicated by a signature on the form and in three cases it was indicated via email due to home
working during the pandemic.
For the remaining six, we found the form had not been signed to indicate a second check. For two of these, we were informed by the
Transactional Team Leader that second checks had been undertaken however, we were not provided with any evidence to confirm this.
For the remaining four, we found that no independent checks had taken place. Whilst the new sampling process of forms processed by
staff of grade A2 or above was due to commence in September 2020, we were advised by the Transactional Team Leader that this had
been delayed until December 2020 due to discrepancies in the data imported to CARM and a lack of reporting functionality in iTrent with
regard to amendments. We noted during testing that two of these had been input by a member of staff of above grade A2 after September
2020 and therefore an individual check would have been required.
We were also informed that independent check sampling of forms was to be backdated to September 2020 once the process begins.
For the remaining two, we found that they had been processed in May and June 2020 and should have been subject to an independent
check. We were informed by the Transactional Team Leader that these forms had not been checked and would not be part of the new dip
sampling process as they were processed before September 2020.
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As such, there is a risk that the Constabulary will suffer financial losses, for example where salaries, working hours or staff details have
been input incorrectly.
If independent checks of starters, leavers and amendments are not undertaken in a timely manner, there is a risk that the Constabulary
will suffer financial losses as a result of incorrect and inappropriate payments to current and former staff.
Management
Action 2

The process for regular sample testing of starters, leavers and
amendments processed by staff on the authorised list will be
finalised and implemented, including backdated sample testing
from September 2020 to the date of implementation of the
sampling process.

Responsible Owner:

Date:

Priority:

Deborah Turrell-Oldacre,
Transactional Team Manager

31 March 2021

Medium

Sarah Brent, Recruitment and
Attraction Manager

Amendments
Control

Amendments to standing data can be made by individual staff and officers through the Employee Self
Service system.

Assessment:

A member of staff and officers can also request an amendment to personal data through a change form
or by sending an email. This is retained by HR to support the change.

Design

✓

Contractual changes are authorised by the individual and their line manager through the iQuery or
iManage systems. Documentation is held in the Case Management System.

Compliance

×

Where changes are made by the HR Postings team, they issue a notification to Payroll of the change.
Findings /
Implications

Progress towards producing full amendment reports has been discussed as part of the finding above. We selected all amendments from
the payroll variation reports for July, August and September 2020, noting there were 13. We confirmed the following for 12 of our sample
of 13 amendments:
•
•
•

supporting documentation had been maintained, for example an amendment form;
the change had been approved by the staff member's line manager or other more senior member of staff in the same line
management chain; and
the change on the system was accurate to the initial request or form.

For the remaining one, we were informed by the Transactional Team Leader that the form requesting the change could not be located and
there was no particular reason for this. If an adequate audit trail is not maintained, there is a risk that changes to staff pay are
inappropriately made which could lead to financial losses for the Constabulary.
Through review of our sample of 13 amendments, we found that in 12 cases that an independent check of the original request to the
change on the system had been undertaken. For the remaining one, we were informed by the Transactional Team Leader that an
independent check had not been undertaken and the change had been made by the Postings team. We were also informed that when the
7
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Postings team make a change to iTrent, they must notify Payroll to enable them to check the change, however in this case a notification
had not been sent.
If Payroll is not notified of changes to staff roles or pay, there is a risk that changes are made inaccurately, which could lead to
overpayments and financial losses for the Constabulary. Whilst this is the case, there is a reduced risk as during testing we found that the
original request was accurate to the system.
Management
Action 4

A reporting function will be implemented that allows reports to be
produced from iTrent of all changes made by each HR team each
month. A sample will be selected and the change will be checked
back to the original form or request.

Responsible Owner:
Karen Morgan, Pay and Reward
Manager

Date:

Priority:

th

Medium

30 April 2021

The Workforce Planning Manager will undertake a review of the
amendment identified during sample testing to ensure that the
change was appropriate, had been approved and the system was
accurately updated.
In addition, the Constabulary will review a sample of amendments
made by the Postings team since April 2020, to check whether a
notification was issued to Payroll. Where a notification was not
issued, Payroll will be notified immediately so that an independent
check can be undertaken.

Payroll Run
Control

Findings /
Implications

Payment authorisation is obtained before the payroll run is processed. Proposed payroll reports are
subject to verification checks.

Assessment:

Authorisation of the payroll for payment is evidenced via dated signature by the Payroll Manager on the
payroll month end checklist.

Design

✓

Compliance

×

We noted during review of the payroll monthly checklists for August, September and October 2020 that the monthly pre-payroll tasks had
been completed. However, we noted during review of the checklists that they had not been signed by the Head of Payroll and Pensions to
indicate that they were satisfied that the necessary checks had been undertaken prior to running the payroll.
We were informed by the Head of Payroll and Pensions that they do not check whether each task on the checklist has been completed
before approving the pay run. We were also informed that as long as the pay runs have been produced to be processed, it is assumed
these checks have been undertaken.
8
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If the payroll is run without confirming that necessary pre-payroll tasks have been completed, such as verifying a sample of exceptions
through variation reports, there is a risk that overpayments are made to staff which could lead to financial losses for the Constabulary.
We confirmed through review of the pay run for the Police and Crime Commissioner, officers and staff for August, September and October
2020 that the Head of Payroll and Pensions had completed the runs, indicating their approval.
Management
Action 7

The Head of Payroll and Pensions will, prior to processing of the
BACS payment file each month, sign the monthly payroll checklist
to confirm they are satisfied that all required tasks have been
completed and reviewed.

Responsible Owner:

Date:

Priority:

Jackie Ingle, Head of Payroll and
Pensions

31 December 2020

Medium

9
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EXECUTIVE SUMMARY- COLLABORATION – OCCUPATIONAL HEALTH
AND WELLBEING
With the use of secure portals for the transfer of information, and through electronic communication means, remote working has meant that we have been
able to complete our audit and provide you with the assurances you require. It is these exceptional circumstances which mean that 100 per cent of our audit
has been conducted remotely. Based on the information provided by you we have been able to sample test.

Why we completed this audit
This advisory audit was designed to review the arrangements in place within the collaborated Occupational Health Unit and the arrangements for promoting
wellbeing across the collaborated organisations of Bedfordshire, Cambridgeshire and Hertfordshire Police (BCH).
The Occupational Health Team is led by the Head of Occupational Health who has three senior staff members:
•
•
•

A Senior Psychological Adviser with a staff of four advisors;
A Business Support Officer with a staff of nine including one agency staff member; and,
A Senior Occupational Health Advisor with a staff of eight including two agency staff members.

A new system was implemented towards the end of this review, iKeepWell (eOPAS), that is expected to improve the data quality of reporting which is noted
as an issue within this report. These include:
•
•
•

Management referrals (with live updates being provided online);
TRIM (Trauma Risk Management) assessments; and,
Psychological screening questionnaire.

There are Wellbeing leads within each force, which are supported by their own Wellbeing Boards. The Wellbeing Boards jointly work to progress a joint
Wellbeing Plan and an Engagement and Wellbeing Communication Working Strategy, and they subsequently report into the BCH Engagement and Wellbeing
Board.
We also issued a questionnaire to staff and Officers who had used the Occupational Health services, asking questions based on their understanding and
experience of the services. The responses were predominately positive and have been summarised in Appendix A.
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Conclusion
Our review found no significant weaknesses in the design or the application of the control framework surrounding Wellbeing. There was an effective
governance structure at local and BCH levels with clear plans and a strategy. Also, we noted that for Occupational Health, there is a clear team structure,
policies and procedures and reporting of key performance indicators through the scorecard. In addition, we received positive responses to the questionnaire
issued.
We did however find a weakness in relation to reconciling performance data, due to the manual systems used to calculate performance and the lack of
retained information supporting those calculations. Overall, we have agreed one medium priority management action relating to this.

Key findings
Our review identified the following weakness resulting in one medium priority management action being agreed:
We confirmed BCH had in place health and wellbeing Key Performance Indicators (KPIs) which we noted were reported via quarterly
performance scorecards. We found KPIs were reported against areas such as human resources, leadership, and operational
effectiveness. To assess the accuracy of KPIs, we obtained the previous three quarterly performance scorecards and selected the
following statistics:
•
•
•
•
•

TRiM referrals;
Force Medical Advisor (FMA) appointment referrals;
Psychological Health Advisor (PHA) appointment referrals;
Occupational Health Advisor (OHA) appointments offered; and
Psychologist appointment offered following management referral.

Through discussion with the individuals responsible for producing the FMA, PHA, and TRiM referral KPIs, we were advised in all
instances, that statistics were calculated manually and source data was not retained to substantiate figures reported.
Whilst we confirmed a master spreadsheet was maintained for the OHA KPIs across Q3 and Q4 of 2019/20, and Q1 2020/21, we
confirmed in only one instance the Southern Hub Q1 2020/21 KPI reconciled to source data.
Without retaining source data and the calculations made to produce key performance indicators, there is a risk of inaccurate figures being
reported and which cannot be substantiated or validated. There could also be a risk of inaccurate KPIs being reported without backing
documentation. (Medium)
We noted the following areas to be adequately designed and operating effectively:
From our review, we confirmed that the Engagement and Wellbeing Communication Working Strategy was designed to support the
objectives set out within the Health and Wellbeing Plan. We also confirmed that within the Strategy, the key themes and aims were
documented.
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Through review of the BCH Workstreams Action Plan, we found it clearly captured a set of objectives with activities to achieve them.
These were aligned to the themes in the strategy, including Promote, Prevent, and Detect and Support.
We noted the objectives detailed were supported by actions allocated across BCH, with monthly updates recorded with leads and
activities performed. Through review of the BCH Engagement and Wellbeing Board Terms of Reference we found the Health and
Wellbeing Plan was to form part of the Board’s standing agenda items, which we confirmed was being reported against.
We also confirmed that these themes and objectives were communicated through BCH and Local Leads via the BCH Engagement and
Wellbeing Board as well as Local Boards and wider to staff and officers. We found this was clearly evidenced through minutes of the
Boards and the BCH Workstreams Action Plan.
Through discussion with the Assistant Director of Human Resources, we were advised that a self-assessment against the College of
Policing Blue Light Wellbeing Framework in 2017 had been performed, with the results of the assessment being used to inform the
current Action Plan.
We reviewed the completed assessment and noted that a scoring of red, amber or green (RAG) had been used for each Force to assess
their collaborated systems and processes. We confirmed that there was a detailed explanation to support the rating together with
embedded documents as evidence. We selected five areas, where there was a red assessment score, these were:
•
•
•
•
•

Healthy eating;
Physical activity;
Alcohol awareness;
Mental Health awareness training; and
Awareness of legal obligations.

We confirmed that each of these areas had been captured within the BCH Workstreams Action Plan for monitoring through the BCH
Engagement and Wellbeing Board with specific actions and owners for each of the priority areas. We confirmed actions had been
updated each month with the most recent being in August 2020 with previously assessed ‘red’ areas noted as ‘green’.
We also confirmed from a review of the minutes of the BCH Engagement and Wellbeing Board from November 2019 to August 2020 that
training activity and training needs were being monitored.
BCH has in place an iQuery facility which enables staff across the Tri-Force to search for answers to frequently asked questions (FAQs).
We therefore obtained a guidance and FAQ listing for both occupational health and wellbeing documents recorded as being published on
iQuery. As at September 2020, we noted 353 documents were reported as uploaded to iQuery which were collectively viewed 2,329
times. We selected a sample of 20 documents from the upload report and confirmed in all instances, they were published to iQuery. We
found in all instances, key details pertaining to the respective areas were detailed.
We confirmed that Bedfordshire and Hertfordshire had local Health and Wellbeing Plans, which were established in 2018. We confirmed
that these were aligned to the BCH Health and Wellbeing Plan and were used to guide the establishment of the local responsibilities and
the local Health and Wellbeing Boards.
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We noted Cambridgeshire continued with their own high-level Wellbeing Plan covering the themes of Prepare, Promote and Prevent.
Below this were a set of objectives with an explanation on how they will be met covering:
•
•
•
•
•
•

Leadership;
Absence Management;
Creating the environment;
Protecting the workforce;
Personal resilience; and
Mental Health.

We confirmed that the plans of each Force were consistent with the themes and objectives within the BCH Health and Wellbeing Plan and
the Blue light Assessment. We also confirmed, as noted below, that each Force had their own Board to monitor local activity and
progress, with reporting to the BCH Engagement and Wellbeing Board.
From our review of the terms of reference for each of the local Boards we confirmed that each shared the similar responsibilities, which
were clearly and appropriately described in supporting the health and wellbeing initiatives set out at BCH level and implemented locally.
We also confirmed from a review of the last three meetings for each group that the terms of reference were reflected within the activity
across the meetings, and at a local level supported the BCH plans.
From a review of the BCH Engagement and Wellbeing Board quarterly meeting minutes, we noted that in August 2019 the Engagement
and Wellbeing Communication Working Strategy was presented with the BCH Workstreams Action Plan in draft and it was noted that
progress against the plan would be discussed at subsequent meetings. We noted from the November 2019 and May 2020 meetings that
there was feedback from local boards on progress. In May 2020, we confirmed that there was review of the new Action Plan which
provided a calendar of upcoming activities against the objectives. We also confirmed that other business recorded at these meetings was
consistent with the terms of reference with any actions agreed recorded within the minutes and followed up through an action tracker at
each meeting.
Due to the restrictions introduced to manage the impacts of COVID-19, mainly the increase of remote working, we were advised by the
Business Support Officer and Head of Occupational Health that occupational health referral backlogs had formed. We obtained a BCH
Occupational Health (OH) Service Delivery Recovery report presented to the COVID-19 Collaborated Gold Group and found as at July
2020, 247 Northern and 182 Southern OH Hub backlogged referrals had formed as a result of the revised working conditions. We noted
this was equivalent to 383 hours’ worth of Occupational Health Advisory (OHA) work.
To support the management of the backlog, we found a Practice Nurse was recruited in June 2020 to undertake the COVID-19 workload.
Furthermore, BCH were in the process of recruiting a second Nurse to further assist with this backlog.
In addition to the 429 backlogged referral cases identified, we found BCH also anticipated an increase in the backlog by 143 cases (128
OHA hours) across July 2020. To address the current backlog of referrals, we noted three options were considered:
•
•

Source additional resources using a third-party provider;
Adopt a hybrid model; or,
5

Page 24 of 41

•

Use a third-party occupation health provider for all backlogged cases.

Whilst taking the three options available into consideration, we noted it was reported that due to the limited capacity of resource
availability, a recommendation was placed to outsource all of the backlogged cases. Through review of the July 2020 Service Delivery
Recovery and Risks Report, we noted that the report also stated that an independent OH provider was to be commissioned to undertake
all of the backlog. This was further corroborated through discussion with Assistant Director of Human Resources as we were informed
PAM Group were appointed to address the backlog formed.
We reviewed the quarterly Performance Scorecards for Q3 and Q4 2019/20 and Q1 2020/21, and noted reporting of KPIs against HR
areas such as:
•
•
•
•
•

Attract, Retain, and Reward;
Leadership;
Developing and Supporting;
Transformational; and,
Organisational Effectiveness.

Through review of the previous three quarterly performance scorecards, we noted that there was consistent and clear measurement of
Occupational Health KPIs. These included a target performance level and a RAG rating based on actual performance with a split where
appropriate between the North and South Hubs, these included:
•
•
•
•

Referrals with number of days to decision of pathway, appointment and report;
Health Questionnaires for recruitment;
TRiM (Trauma Risk Management) referrals and offered an appointment within 5 days; and
Force Medical Advisor appointment within 3 weeks.

We confirmed that reports are issued to the Joint Chief Officers Board (JCOB) meetings for onward reporting to the Strategic Alliance
Summit meetings, this is by exception and is merged into a report covering all the units within the Operational Support collaborated
portfolio.
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DETAILED FINDINGS AND ACTIONS
This report has been prepared by exception. Therefore, we have included in this section, only those areas of weakness in control or examples of lapses in
control identified from our testing and not the outcome of all internal audit testing undertaken.
Indicators
Control

Findings /
Implications

Assessment
A set of performance indicators for occupation health are reported quarterly through the Human Resources
scorecard.

Design



The scorecard reports performance against a number of HR KPIs and is reviewed by the JCOB each quarter.
It includes specific KPIs relating to Occupational Health.

Compliance

×

Through review of the Performance Scorecards, we selected the following KPIs reported across the previous three quarters (Q3 and Q4
2019/20 and Q1 2020/21:
•
•
•
•
•

TRiM (Trauma Risk Management) referrals;
Force Medial Advisor (FMA) appointment referrals;
Psychological Health Advisor (PHA) appointment referrals;
Occupational Health Advisor (OHA) appointments offered; and
Psychologist appointment offered following management referral.

Through discussion with the Business Support Officer, we were advised that the performance indicators for FMA, PHA, and Psychologist
appointments were calculated manually by reviewing individual files and calculations were not retained. Due to this, we could not provide
assurance that statistics were accurately reported within performance scorecards as we could not reconcile figures to source data.
Similarly, through discussion with the Senior Psychological Health Advisor we were advised that TRiM referrals were manually calculated
by reviewing referral emails received. Due to the sensitivity of TRiM referrals, a count of referrals received was provided at the time of the
audit in an attempt to reconcile the number of email referrals received to the KPIs reported. As distinctions were not made between the
TRiM referrals received from the HR northern and southern Hubs, we could not reconcile the statistics within the performance scorecards
to the source data.
Without retaining source data and the calculations made to produce key performance indicators, there is a risk of inadequate audit trails
as report figures cannot be substantiated. There could also be a risk of inaccurate KPIs being reported without backing documentation.
We also reviewed the source data for the Occupational Health Advisor (OHA) appointments across Q3, Q4 2019/20, and Q1 2020/21
which we noted was captured within a master management referral spreadsheet. We confirmed in but one instance, the Southern Hub Q1
2020/21 that the reported figure reconciled to source data. In the remaining instances, we noted the KPI figures reported in the
Performance Scorecards did not reconcile to source data captured within the management referral spreadsheet.
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We found:
•
•
•

Q3 North reported 50 per cent of referrals were seen within three weeks, however, source data illustrated 49 per cent had been
achieved. Similarly, South reported 25 per cent, however, source data showed 35 per cent;
Q4 North reported 44 per cent of referrals were seen within three weeks, however, source data illustrated 22 per cent had been
achieved. Similarly, South reported 89 per cent, however, source data showed 86 per cent was achieved; and
Q1 North reported 74 per cent of referrals were seen within three weeks, however, source data showed 80 per cent had been
achieved.

Furthermore, we noted original calculations used to produce the quarterly performance scorecard statistics had not been retained.
Failure to retain original calculations used to produce statistics within the quarterly Performance Scorecards presents the risk of inaccurate
information being reported.
Management
Action

BCH will ensure that all source data and calculations are retained
to support the statistics reported within Quarterly Performance
Scorecards.

Responsible Owner:

Date

Priority:

Head of Occupational Health Unit

1 February
2021

Medium
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EXECUTIVE SUMMARY – 7 FORCE PROCUREMENT
With the use of secure portals for the transfer of information, and through electronic communication means, remote working has meant that we have been able to
complete our audit. It is these exceptional circumstances which mean that 100 per cent of our audit has been conducted remotely. Based on the information
provided by you, we have been able to sample test, or complete full population testing using data analytics tools.

Why we completed this audit
An audit of the 7 Force Procurement function was undertaken as part of the respective Force and Commissioners audit plans for 2020/21, with the aim of assessing
the processes and controls within the service, including controls around the contract register, undertaking of tender exercises and pipeline activities for recognising
upcoming procurement projects.
The 7 Force Procurement function's aim is to use the collaborative buying power of the seven forces (Bedfordshire, Cambridgeshire, Essex, Hertfordshire, Kent,
Norfolk and Suffolk) to obtain better value for money when acquiring contracts. All procurements of £50k and above are managed by the 7 Force Procurement team,
with procurements under £50k undertaken locally, with 7 Force Procurement input where necessary. Joint Contract Standing Orders have been developed detailing
the required delegated authorities at the various procurement levels, including the required procurement approach which includes the approach below £50k.
The Procurement function is currently in the process of acquiring the Atamis system to ensure improve pipeline management and to better identify upcoming projects
through monitoring contract spend against overall approved and upcoming expiring contracts.
The Strategic Procurement Governance Board (SPGB) meets on a monthly basis, and membership includes each of the Police (Fire) and Crime Commissioners, a
Chief Finance Officer representative from each force, the Chief Officer from the Lead Force for procurement (Essex/Kent), along with the Strategic Head of 7 Force
Procurement, Head of 7 Force Governance and Standards, and the Programme Manager - 7 Force Team. The savings and costs of operating the function are
apportioned based on the Net Revenue Expenditure of each Force.
As part of the review we have undertaken a survey of the membership of the Board with regards to its effectiveness, the results of which can be found in Appendix A.

Conclusion
We identified through testing that the 7 Force Procurement Function have a signed agreement between the seven forces in place, along with Contract Standing
Orders setting out the procurement requirements at various expenditure levels. We also confirmed a communication strategy was in place detailing how the function
communicates with the seven forces, and confirmed that updates had been disseminated aligned to this as well as the Head of Strategic Procurement attending and
providing regular updates at the 7 Force Chief Constable meetings and Deputy Chief Constable meetings.
However we identified a number of weaknesses in the design and application of controls within the function, including a lack of targeted key performance indicators
(KPIs) for monitoring performance, the level of involvement 7 Force Procurement with regards to sub £50k contracts, and the retention of evidence for the
procurement processes undertaken for contracts over the value of £50k. We also noted more minor issues with regards to single tender actions, project pipeline,
documentation of the process relating to purchase orders, and the process for requesting the procurement functions involvement.
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Internal audit opinion: Taking account of the issues identified, the Forces and OP(F)CCs can
take reasonable assurance that the controls upon which the organisations rely on to manage
this area are suitably designed, consistently applied.
However, we have identified issues that that need to be addressed in order to ensure that the
control framework is effective in managing this area.

Key findings
We identified the following weaknesses which resulted in the agreement of four medium priority management actions:
Service Level Agreement
We noted through the information currently presented at the SPGB that KPIs had not clearly been put in place for measuring the performance of the 7
Force Procurement function. We were informed by the Head of Strategic Procurement that there is currently no Service Level Agreement (SLA) in
place between the Forces and the 7 Force Procurement function to outline the quality of the services that will be provided along with the relevant KPIs.
We were informed that this is a work in progress, and that a rough draft for an SLA was in the process of being developed. We were provided with the
document, and confirmed that it set out the service standards, specific roles and KPIs to be used. Although work was being undertaken to put an SLA
in place, there is a risk that without setting out the expected requirements of the 7 Force Procurement Function along with relevant KPIs, the function
may not be appropriately monitored to ensure it is achieving intended goals. (Medium)
Sub £50,000 Procurement
We selected a sample of 35 contracts representing five from each Force from January 2020 to present to review the processes in place for
procurements under £50k. We received just four out of 25 of the sample relating to Bedfordshire, Cambridgeshire, Hertfordshire, Kent and Essex, (two
from Essex, one from Bedfordshire and one from Cambridgeshire) and eight out of ten of the sample for Norfolk and Suffolk (four received from
Norfolk, and four from Suffolk) and as a result we were unable to fully test this area.
We additionally reviewed whether a sample of five procurements within 10-15 per cent of the £50k threshold had been reviewed by 7 Force
Procurement to confirm that the procurement process was appropriate, a requirement of the Contract Standing Orders. We were informed that 7 Force
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Procurement are not sighted on these procurements, with responsibility lying locally with the approver of the purchase order to involve the 7 Force
Procurement team.
There is a risk that procurements have not had appropriate involvement from 7 Force Procurement at values under but close to £50k, which may result
in appropriate practices not being undertaken. (Medium)
Competitive tender process
We selected a sample of 33 procurements valued over £50k representing five per force, except for Bedfordshire and Norfolk who had each only
entered into four procurements over £50k since January 2020. In one case, relating to a contract selected for Hertfordshire, we were not provided with
any information relating to the procurement of the contract. Of the remaining 32 contracts for which evidence was received we confirmed in 30 cases
that sufficient evidence for the procurement had been retained, including advertisement of the contract, multiple tenders received, and an appropriate
selection process undertaken whether through scoring or direct award through a framework.
In one case, relating to a Cambridgeshire contract, we were provided with the final signed contract, but were not provided with any evidence of the
procurement process.
In the final case, relating to an Essex contract, we noted through review of the Contract Award Approval document that there was only one supplier,
SAP UK Limited, that could undertake the process. However, we were not provided with evidence that a single tender action had been used. As stated
above, we were also not provided with the evidence for two of the procurements undertaken.
There is a risk that if evidence of the appropriate procurement process undertaken is not retained, contracts may be entered into without appropriate
due diligence which may lead to contracts not representing value for money. Furthermore, because we were not provided with the evidence for two of
the sample we cannot provide assurance that the correct processes were followed, and therefore there is a risk that contracts may have been entered
into without the appropriate checks and approvals, which may lead to contracts not representing value for money for the organisation and potential
reputational risk.
Scoring Evaluation
We also reviewed the 20 cases where a tender or mini competition had taken place and confirmed that in 17 cases the allocation weighting for the
decision to award was at least 50 per cent based on cost or had suitable evidence to authorise the reduction of the weighting. In the remaining three,
representing one contract from Bedfordshire, one contracts from Cambridgeshire and one for Norfolk, we did not receive evidence to confirm that the
reduction in weighting was appropriate / had been approved. We were informed that in these three cases the procurement processes pre-dated 7
Force Procurement involvement, however the contracts were not entered into until the 7 Force Procurement function had been established. There is a
risk that inappropriate winning tenders have been selected where the selection methodology has not been followed. (Medium)
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Contract Documentation
For the sample of 32 high value contracts that we received evidence of the Procurement process for, we confirmed that in nine cases a call off
contract, obtained as a result of the contract being awarded through a direct award from a framework, was in place that was not required to be signed.
In the remaining 23 cases we identified five cases (relating to two Essex contracts, one Kent, a Cambridgeshire contract and a Suffolk contract) where
the contract had been signed but lacked a sign-off date, or had been signed off after the contract start date. In one case, for a Cambridgeshire
contract, we noted that against a contract start date of 1 January 2020 the contract was signed on 30 July 2020. For one of the 23, for a
Cambridgeshire contract, we were provided with the scoring evaluation stage, however we did not receive the signed contract.
In addition, we confirmed that of the 22 standard contracts received, 20 had been signed by the appropriate delegated authority as per the Contract
Standing Orders. However, we noted two cases where sign off had not been provided by the authority stated in the CSO. In one of the two cases,
relating to a Hertfordshire contract, whilst we confirmed that the contract award document had recorded the appropriate authority, the contract itself
was signed off by someone below the required authority level. In the final case, for a Cambridgeshire contract the supplier had not signed and dated
the contract provided, and as a result it is unclear how the contract was entered into.
There is a risk that if signed contracts are not in place. The Force may not be in the best commercial position if they wanted to hold suppliers to
account of their obligations or if a legal dispute was to arise. (Medium)
In addition, we have found additional areas for improvement resulting in a further eight low priority management actions being agreed, these have been
detailed in section two of this report.
We noted the following controls to be adequately designed and operating effectively:
Section 22a
Through review of the Section 22a agreement we confirmed it had been signed by a representative of each Force and Police and Crime Commissioner
as of January 2019, and that it detailed definitions of key procurement terms, the purpose of the agreement including the Chief Constables’ wish to
implement a single management and governance structure for procurement across the 7 Forces, as well as outlining the responsibilities of the
Collaborated Function.
We further confirmed that the agreement detailed the 7 Force governance structure, which is included as Terms of Reference. We confirmed that the
structure for the single procurement function had been documented, setting out the tier approval levels utilised by the Contract Standing Orders for
delegated authority for contract approval.
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Strategic Procurement Governance Board (SPGB)
We obtained the meeting minutes and related papers for the SPGB meetings held in June, July and August 2020. We confirmed that the frequency of
the meetings was appropriate having been held monthly as required by the terms of reference. Through review of the meeting minutes we confirmed
that aspects including procurement approvals, requesting further information where required to ensure that approvals are appropriately provided, and
the procurement pipeline were reviewed each month. Furthermore, we confirmed that the Single Tender Action Report was presented in June in line
with quarterly reporting, and confirmed scrutiny and review was provided for procurement elements, in line with the Board’s terms of reference.
Norfolk and Suffolk Sub £50k
We selected a sample of 10 contracts valued under £50k as part of testing for Norfolk and Suffolk. We did not receive evidence for two of the sample
as mentioned above, however for the remaining eight, in each case we confirmed appropriate evidence was retained for the procurement processes
including mini competition or direct award through a framework, and a contract was in place for each.
Sign and seal process
In our sample of 33 selected contracts, we identified that five were valued over £1m and would therefore be required to follow the sign and seal
process. For one of the five contracts, we found that it had been awarded by direct award through a framework and as a result there was no formally
signed contract in place.
For the remaining four (relating to contracts for Bedfordshire, Cambridgeshire, and two contracts for Suffolk) we confirmed that each had been
approved in line with the CSOs with regards to the contract sign-off, however we were not provided with evidence of the SPGB's review of the
procurement process to confirm this was appropriate. This was also the case for the contract awarded through direct award for an Essex contract. We
were informed that for each of the five the procurement process pre-dated 7 Force involvement. We noted that the contract start dates of all five were
between March and July 2020, and as a result it was unclear whether they should have received input from the 7 Force Procurement function with
regards to the procurement process and their expertise. As this situation was unique to the handover period, we have not agreed an action.
Data Analytics
As part of the review we undertook a review of contracts with the same supplier where the value totalled over £50k to review whether they should have
been procured together. We selected a sample of five such contractors and were informed by the Head of Governance and Standards that each had
been procured appropriately, either through a call off contract, through a collaborative arrangement but recorded separately on the contract register for
individual elements, or due to the procurement pre-dating 7 Force Procurement.
We additionally selected a sample of purchase orders above £50k that did not appear to have buyer approvals. Through discussion with the Head of
Governance and Standards we were informed that each had buyer approval and were provided with the name of the approver through screenshots
from the system.
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2. DETAILED FINDINGS AND ACTIONS
This report has been prepared by exception. Therefore, we have included in this section, only those areas of weakness in control or examples of lapses in
control identified from our testing and not the outcome of all internal audit testing undertaken.

Service Level Agreement
Control

There is no Service Level Agreement (SLA) in place for the 7 Force Procurement function to allow monitoring
of its performance by the seven forces.

Assessment:
Design
Compliance

Findings /
Implications

×
N/A

We obtained the meeting minutes of the SPGB from May, June and July 2020 and noted that the number of live projects and the number
of contracts that have been awarded was reported in each month, with the percentage share that had been awarded to Small and Medium
Enterprises included. It was not clear from the meeting minutes as to whether any detail is sought as to how this performance aligns
against target and previous months, however we noted that the procurement update document detailed the month on month KPIs for
Procurement Pipeline and Contract Awards in the June update.
As a result, there is a risk that although the indicators are being presented, they may not be effectively utilised in measuring performance
of the procurement function where targets, narrative and discussions are not evidenced.
We were informed by the Head of Strategic Procurement that there is currently no SLA in place between the Forces and 7 Force
Procurement function to outline the services that will be provided along with the relevant KPIs in order to measure the function’s
performance. We were informed that this is a work in progress currently as part of the review of the employment model which will be
presented to the SPGB at the end of the year.
We were informed by the Head of Strategic Procurement that a rough draft for the SLA was in the process of being developed. We were
provided with the early draft. Through review of the document we confirmed that it set out the service standards, and specific roles in 7
Force Procurement. We further noted that the planned SLA's appendix set out the KPIs to be utilised. Each of these had a performance
target and included aspects such as percentage of third party spend through competition, delivery of savings through procurement, and all
contracts signed sealed and scanned against 100 per cent compliance.
Although work is being undertaken to put a SLA in place, there is a risk that without an SLA in place setting out the expected requirements
of the 7 Force Procurement Function along with the relevant KPIs, the function may not be appropriately monitored to ensure it is
achieving intended goals.
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Service Level Agreement
Management
Action 4

We will ensure that Service Level Agreement between the 7 Force
Procurement Function and the Local Forces is developed and put
in place, including the identification of the key performance
indicators and intended monitoring of the procurement function’s
targets.

Responsible Owner:

Date:

Priority:

Head of Strategic Procurement

April 2021

Medium

Contracts – Sub £50k
Control

Bedfordshire, Cambridgeshire, Hertfordshire, Kent and Essex have aligned procurement procedures up to
£50k. Norfolk and Suffolk have separate procedures under £50k but aligned for above this level. Sub £50k
procurements are required to be carried out locally, and do not require 7 Force Procurement input.
Where it is estimated that spend by any of the 7 Forces will be within 10 to 15 per cent of the threshold limit,
consideration should be given to undertaking the procurement approach as per the threshold limit of the next
level up.

Findings /
Implications

Assessment:
Design



Compliance

×

We selected a sample of 35 contracts, five from each organisation, to review the processes in place for low value procurement processes,
for procurement under £50k from January 2020 to present. The testing was split due to Norfolk and Suffolk having slightly different
processes, and Bedfordshire, Cambridgeshire, Hertfordshire, Kent and Essex having aligned processes.
As the procurement of contracts under £50k is undertaken by the organisations themselves rather than with involvement from 7 Force
Procurement function, we needed to obtain information and evidence from each of the seven forces directly. However, we were not able to
obtain all evidence for our samples not all of it was provided.
For the 25 cases relating to Bedfordshire, Cambridgeshire, Hertfordshire, Kent and Essex we obtained evidence for just four of our
selected sample, relating to two Essex Contracts, one Bedfordshire and one Cambridgeshire contract, and as a result we have not been
able to fully test this area. We were additionally unable to obtain sufficient evidence for two out of ten of the sample for Norfolk and
Suffolk.
We noted through review of the CSOs that where the estimated spend is within 10-15 per cent of the threshold limits, consideration should
be given to undertaking the procurement activity in accordance with quotation/tender requirements at the higher band. Using data
analytics we selected a sample of five procurements that were close to the 50k threshold, at which point 7 Force Procurement should
have been involved.
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Contracts – Sub £50k
We were informed that presently 7 Force Procurement are not sighted on procurements that fall within this range, and that the
responsibility would lie with the approver of the purchase order locally to ensure their involvement had been considered. There is a risk
that value for money may not be achieved where as a result that procurements have not had appropriate involvement from 7 Force
Procurement function for at values under but close to £50k.
Management
Action 6

7 Force Procurement Function will explore the use of the
e-tendering system in sub 50k procurements with local
Forces to ensure compliance with the contract standing
orders.
b) Local forces will train relevant staff to ensure there is
awareness of the need to involve the 7 Force
Procurement Function in procurements that fall within this
range.
a)

Responsible Owner:

Date:

Priority:

a) Head of Strategic Procurement

April 2021

Medium

b) Local force CFOs

High Value – Competitive tender process
Control

Findings /
Implications

As part of the tendering process, tenders are evaluated (including scoring) as how they perform in price and
quality terms against the other tenderers. The overall percentage allocated to cost is required to be at least
50 per cent, however in exceptional circumstances the Procurement Function staff at Tier 1 and 2 may agree
an alternative cost and quality ratio after discussing with the lead stakeholder on the programme if the
deliverables are complex or critical in nature. Any changes are required to be recorded for audit purposes.

Assessment:
Design



Compliance

×

Tendering
For the 32 contracts for which we received evidence that a contract process had been carried out, we confirmed 30 were through a
competitive tender with appropriate advertisement, or through a framework and awarded through direct, through mini competition, or
through an appropriately approved STA.
In the first of the remaining cases, relating to Essex Police, we noted through review of the Contract Award Approval document that there
was only one supplier, SAP UK Limited, who could provide the service. However, we were not provided with any evidence that an STA
had been set up. For the final case, for a Cambridgeshire contract, although we were provided with the signed contract we were not
provided with the evaluation stage of the procurement.
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High Value – Competitive tender process
There is a risk that if evidence of the appropriate procurement process followed is not retained, contracts may be entered into without
appropriate due diligence which may lead to contracts not representing a value for money for the organisation.
Scoring Evaluation
We reviewed the 20 cases where either a tender or a mini competition took place and identified that in 17 cases the allocation to cost was
above the required 50 per cent or had been reduced and evidence of the reduction had been retained. In the remaining three cases,
representing one contract from Bedfordshire, one contract from Cambridgeshire and one for Norfolk, the overall score allocated to cost
had been reduced below 50 per cent but appropriate evidence for the approval of the reduction had not been retained. We were informed
that in these three cases the procurement processes pre-dated 7 Force Procurement involvement, however the contracts were not
entered into until the 7 Force Procurement function had been established. We were not able to obtain evidence that the pricing percentage
reduction for scoring had been appropriately approved.
There is a risk that inappropriate winning tenders (and therefore suppliers) could be selected where the selection methodology is not
followed.
Management
Action 8

All procurement over £50k is managed by 7FP and we will ensure
that evidence is retained for the procurement approach
undertaken when procuring contracts. This will include completed
single tender actions as well as evidence of any approval needed
to adjust the scoring for tender evaluations through a signed off
PCPD/Gateway 1 document.

Responsible Owner:
Head of Governance and Standards

Date:

Priority:

April 2021

Medium

Contracts
Control

The delegations for entering to the contracts are:
•
•
•
•

For contracts between £50k and £100k Tier 3 Procurement Personnel have delegated authority for
approving the contract.
Between £100k to £150k, Tier 2 Procurement Personnel staff have delegated authority for approving the
contract
From £150k to £250k, Tier 1 Procurement Personnel (7 Force Head of Procurement or nominated
deputy) have delegated authority for entering the contract.
From £250k up to £1m, the relevant Chief Officer/ Director from the respective Force who has delegated
authority to enter the contract have delegated authority.

Assessment:
Design



Compliance

×
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Contracts
•

Findings /
Implications

Above £1m the delegated authority for entering into the contract is under seal of each PCC/PFCC once
confirmation from Strategic Governance Board that a compliant tender exercise has been completed,
and they are satisfied that best value has been achieved.

For the sample of 32 high value contracts where evidence was received, we confirmed that in all but one cases a contract was in place.
This was either through a formally signed contract or through a call off as a result of the contract having been procured by direct award
through a framework. Where a call off contract was utilised, these were unsigned, however we reviewed the terms and conditions to
confirm these were appropriate. In the final case, relating to a Cambridgeshire contract, we were provided with evidence of the evaluation
stage of the procurement, however we were not provided with the signed off contract.
We further sought to confirm that the contracts were in place in advance of the contract's commencement. Of the 31 contracts, nine
related to call off contracts; the remaining 22 represented standard contracts.
We identified five cases, relating to two Essex contracts along with one contract each for Kent, Cambridgeshire and Suffolk, where the
contract had been signed either after the start date of the contract or lacked a date for the sign off of the contract. For the Cambridgeshire
contract we noted that the contract had a start date of 1 January 2020 but was signed on 30 July 2020.
In addition, we identified that of the 22 standard contracts, 20 had been signed by the appropriate delegated authority as per the CSOs.
We identified the following exceptions:
•

•

For a Hertfordshire contract valued at £600k we identified that it was unclear that the contract had been awarded following the
appropriate process. We identified that a Tier 2 Procurement staff had signed the contract, with the Contract Award document
providing approval from the Director or Resources, however it was unclear whether this was appropriate based on the CSOs, which
specify that the contract should be awarded by the relevant Chief Finance Officer or Director from the Force. The CSOs did not
specify whether there would be delegated authority to sign the formal contract where a Contract Award document is completed.
For Cambridgeshire we identified one case where the supplier had not signed the contract provided, and as a result it was unclear
how the contract had been entered into.

There is a risk that if appropriate processes are not in place to ensure that contracts are retained, signed prior to the start of a contract and
by the appropriate authority, contracts may be entered into without having been appropriately reviewed and approved. This could result in
contractual and legal disputes and disruption to services.
Management
Action 9

We will review the contract standing orders for sections 3.9 to
3.14 to ensure that the responsibilities as to who can award a
contract and sign off the contract are clear and documented.

Responsible Owner:

Date:

Priority:

Head of Governance and Standards

April 2021

Medium
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EXECUTIVE SUMMARY – COLLABORATION HEALTH AND SAFETY
With the use of emails for the transfer of information, and through electronic communication means, remote working has meant that we have been able to complete
our audit and provide you with the assurances you require. It is these exceptional circumstances which mean that 100 per cent of our audit has been conducted
remotely. Based on the information provided by you, we have been able to undertake our sample testing

Why we completed this audit
The objective of this audit was to follow up on actions agreed in two previous reports, Health and Safety 01.19/20 and Health and Safety follow up 04.19/20. In
repeating the sample testing completed in the first of those reviews the purpose of was also to enable the Forces to take assurance that new process had been
embedded across the collaborated organisations of Bedfordshire, Cambridgeshire and Hertfordshire (BCH) Police.
The BCH Health and Safety Team consists of three local Health and Safety Advisors who represent each Force, all of whom are overseen by the BCH Health and
Safety Manager. The Health and Safety Manager and Advisors liaise with both Health and Safety Senior Responsible Persons (SRPs) and Health and Safety Single
Point of Contacts (SPOCs) to ensure Health and Safety standards across BCH are maintained. Where significant Health and Safety matters arise, these are reported
at the appropriate local Health and Safety Board meetings and where necessary, are escalated to the overarching BCH Health and Safety Board.
As at October 2020 a new system, iKeepWell, went live across the Bedfordshire, Cambridgeshire, and Hertfordshire Forces to improve the reporting and monitoring
of Health and Safety matters. This was achieved through an eSafety module which enables users to report key information such as accidents, incidents, and near
misses. With this revised approach, users are required to enter data into set text fields which resemble the traditional template submission method. However, users
cannot submit incidents unless all mandated fields are completed. Using the data submitted by staff and officers, eSafety enables management to produce key
reports which capture the number incidents reported and facilitates the review investigation updates following such incidents. Furthermore, Key Performance
Indicators (KPIs) have been embedded within iKeepWell to facilitate quarterly performance reporting across local and the overarching BCH Health and Safety Board
meetings. To support staff and officers with the transition from traditional based reporting to iKeepWell, the BCH Health and Safety Manager and local Health and
Safety Advisors have delivered seven walkthrough sessions across BCH.

Conclusion
Our review found that BCH had in place a governance structure to support the reporting of health and safety matters from the local Health and Safety Boards to
senior management within the overarching BCH Health and Safety Board, in addition to both People Board and JCOB (Joint Chief Officers Board). We confirmed an
annual Health and Safety report was produced and found this formed the base of the 2020/21 Health and Safety Action Plan. We found this was reviewed by the
BCH Health and Safety Board. We also confirmed that in response to outstanding actions, significant improvement had been made, health and safety audits were in
place together with training and although KPI’s had been established within iKeepWell, the system had not yet been populated with sufficient data to enable
reporting. We have identified some improvements with three low actions, we have also replaced a previous medium action with a new low action covering the
completion of KPI reporting.
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Internal audit opinion:
Taking account of the issues identified, the Forces and OPCCs can take substantial
assurance that the controls upon which the organisation relies to manage the identified
area(s) are suitably designed, consistently applied and operating effectively.

Key findings
We noted the following controls to be adequately designed and operating effectively:
Governance Arrangements
We confirmed a BCH Health and Safety Board was in place to oversee the health and safety activities across the BCH organisations. Through review
of the February and April 2020 quarterly board minutes, we confirmed regular updates were received from the local Health and Safety Boards. We
noted performance data was reviewed and discussed frequently and found updates on the Health and Safety Audit Programme were provided.
In addition to the BCH Health and Safety Board, we found a People Board was in place which met on a quarterly basis. Through review of the March
and June 2020 minutes, we confirmed discussions occurred in line with the terms of reference and noted updates from the BCH Health and Safety
Board were included as part of the Human Resources Report presented at each meeting.
We noted BCH health and safety matters were reported to the Joint Chief Officers Board (JCOB). Through review of the July, August, and September
2020 meeting minutes, we found such matters were reported on an exception basis only. We did, however, note that a formal health and safety report
was presented in July 2020, that included an update on the Health and Safety Workstream Delivery Plan Key Objectives and Health and Safety
performance information.
Annual Health and Safety Reporting
We reviewed the annual 2019/20 Health and Safety Report which captured performance data from April 2019 to March 2020. We found the report
captured key information such as the total number of accidents, incidents, and near misses, environmental agency interventions, and updates against
prior audits. We obtained the 2020/21 health and safety action plan and noted the 2019/20 annual report formed the base for that plan. We confirmed
the plan clearly captured priorities which were in line with those within the annual report. Furthermore, we obtained the July 2020 BCH Health and
Safety Board minutes and confirmed the board were sighted on the action plan.
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Training
Due to the challenges presented by COVID-19, we were informed by the BCH Health and Safety Manager that that face-to-face training was paused
due to wider safety concerns. We found training performance was monitored by the BCH Health and Safety Advisors through a BCH Training Matrix
and weekly National Centre for Applied Learning Technologies (NCALT) compliance reports.
Through review of the phase two matrix, we found it captured the training to be completed by staff and officer roles and the frequency at which training
is to be completed. Through discussion with the BCH Health and Safety Manager, we were informed that the matrix was utilised by the BCH Learning
and Development Team to identify gaps in staff and officer development. In the event that additional is training required, third-party courses would be
procured to support staff and officer.
We obtained the previous five weekly National Centre for Applied Learning Technologies (NCALT) training statistics reported by the Health and Safety
Advisors. As at 12 October 2020, we noted the following training compliance percentages were reported:
•
•
•

Bedfordshire: 80 per cent;
Cambridgeshire: 85 per cent; and
Hertfordshire: 73 per cent.

We were advised by the BCH Health and Safety Manager that due to a significant increase in the number of staff and officers recruited within the
Hertfordshire Force, the 80 per cent target had not yet been met. However, we noted training compliance monitored within the July 2020 Hertfordshire
Health and Safety Board meeting and we were informed by the Hertfordshire Health and Safety Advisor that meetings are to be set up with line
managers to ensure training is completed.
Risk Assessments
To support the management of risk assessments, we noted there was a Risk Assessment Procedure which we found was last reviewed in September
2020. We confirmed the procedure was available to staff and officers via the Constabulary’s intranet facility. To support the procedure, we found a
BCH Model Task Risk Assessment (MTRA) guidance document was in place. Through review of the MTRA guide we found, through the use graphic
and narrative information it clearly explained how MTRAs are to be completed.
We selected a sample of 20 risk assessments based on MTRAs across Bedfordshire, Cambridgeshire, Hertfordshire, and JPS (Joint Protective
Services). Through review of the risk assessments, we confirmed in all instances they were up to date and were clearly available on the risk
assessment library. We noted risks were clearly defined and were supported by next review dates which were also captured within the risk
assessment library.
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At the time of the audit, we noted the iKeepWell system went live and we were advised by the Health and Safety Manager that risk assessment would
be captured there going forward. We were informed by the BCH Health and Safety Manager that iKeepWell will feature action boxes to capture
improvements to be made to controls to strengthen risk mitigation where high residual risks were present. This was confirmed through observation of
dummy risk assessment data captured within iKeepWell
Local Health and Safety Boards
We confirmed local governance arrangements were in place in the form of Health and Safety Boards across Bedfordshire, Cambridgeshire, and
Hertfordshire Forces with quarterly meetings. We therefore obtained the January, April, and July 2020 minutes for each Force. We confirmed in all
instances, health and safety matters were consistently discussed. We noted this included the number of accidents, incidents, and near misses that had
occurred within the respective quarters in addition to current training compliance with the BCH Learning and Development 80 per cent target.
We noted that accidents, incidents, and near misses reported within local Health and Safety Boards were captured within a trend analysis. Through
review of the July 2020 report, we found the number of accidents that had occurred from 2017 to date were captured. We noted this supported by a
detailed appendix which recorded all incidents and corresponding severity levels. We were informed by the BCH Health and Safety Manager that the
report produced was shared with the Learning and Development Team to improve training courses to ultimately prevent the reoccurrence of such
incidents.
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For more information contact
Dan Harris, Head of Internal Audit
daniel.harris@rsmuk.com
Tel: 07792 948767

Suzanne Rowlett, Senior Manager
Suzanne.rowlett@rsmuk.com
Tel: 07720 508148

rsmuk.com
The matters raised in this report are only those which came to our attention during the course of our review and are not necessarily a comprehensive statement of all the
weaknesses that exist or all improvements that might be made. Actions for improvements should be assessed by you for their full impact. This report, or our work, should not
be taken as a substitute for management’s responsibilities for the application of sound commercial practices. We emphasise that the responsibility for a sound system of
internal controls rests with management and our work should not be relied upon to identify all strengths and weaknesses that may exist. Neither should our work be relied
upon to identify all circumstances of fraud and irregularity should there be any.
Our report is prepared solely for the confidential use of Police and Crime Commissioner for Cambridgeshire and Cambridgeshire Constabulary and solely for the purposes set
out herein. This report should not therefore be regarded as suitable to be used or relied on by any other party wishing to acquire any rights from RSM Risk Assurance
Services LLP for any purpose or in any context. Any third party which obtains access to this report or a copy and chooses to rely on it (or any part of it) will do so at its own
risk. To the fullest extent permitted by law, RSM Risk Assurance Services LLP will accept no responsibility or liability in respect of this report to any other party and shall not
be liable for any loss, damage or expense of whatsoever nature which is caused by any person’s reliance on representations in this report.
This report is released to you on the basis that it shall not be copied, referred to or disclosed, in whole or in part (save as otherwise permitted by agreed written terms), without
our prior written consent.

