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Introduction 
The internal audit plan for 2019/20 was approved by the Joint Audit Committee at the April 2019 meeting. This report provides an update on progress against that plan and 
summarises the results of our work to date. The Executive Summary and Key Findings of the assignments below are attached to this progress report.   
We have finalised two Cambridgeshire only and one Collaboration report since the last meeting shown in bold in the tables below.  

Reports 
2.2 Progress against the internal audit plan 2019/20 Cambridgeshire only 

Assignment  Status / Opinion issued Actions agreed Target start date 
(target JAC) Low Medium High 

Budgetary Control (1.19/20) 
Final report 

Substantial Assurance 
2 1 0 Q2 (Nov 2019) 

Capital Programme (2.19/20) 
Final report 

Substantial Assurance 
1 0 0 Q2 (Nov 2019) 

Income & Debtors (3.19/20) 
Final report 

Substantial Assurance 0 1 0 Q3 (Feb 2020) 

Payroll & Expenses (4.19/20) 
Final Report  

Partial Assurance 0 2 1 Q3 (Feb 2020) 

Governance In Quality Assurance     Q2 (Nov 2019, now April 2020) 

Risk Management In Quality Assurance    Q4 (April 2020) 

Victim Satisfaction In Progress    Q4 (April 2020) 

Health and Safety Follow up  Added to Audit Plan  
12 February 2020    (April 2020) 
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Assignment  Status / Opinion issued Actions agreed Target start date 
(target JAC) Low Medium High 

Follow up** 
Planned  

14 April 2020    Q4 (July 2020) 

 

2.3 Progress against the internal audit plan 2019/20 Bedfordshire, Cambridgeshire and Hertfordshire 
Collaborative  

Assignment and Organisation Lead Status / Opinion issued Actions agreed Target start date 
(target JAC) Low Medium High 

Fraud Risk Assessment 
(Lead Hertfordshire) 

Final report  
Advisory 

Advisory – no formal actions Q1 (Nov 2019) 

Health and Safety 
(Lead Cambridgeshire) 

Final 
No Assurance 

 5 6 1 Q1 (Nov 2019) 

Business Continuity Plan & IT Disaster Recovery 
(Lead Hertfordshire) 

Final Report 
Reasonable 

0 4 0 Q2 (Nov 2019) 

Procurement – Contract Management 
(Lead Cambridgeshire) 

Draft - 15 October 2019 
Revised Draft Report - 

05 December 2019 

   Q2 (Nov 2019) 

Benefits Realisation ** 
(Lead Bedfordshire) 

Planned  
10 February 2020 

   Q3 (April 2020) 
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Appendix A – Other matters 
Changes to the audit plan 
Changes reported previously 

Note Auditable area Reason for change

1 Governance Management requested the date of this review to be put back in the diary due to a 
current internal review of governance structures.  The revised date would allow time 
for any changes to be implemented. This was originally planned for Q2 and is now 
planned for December 2019 / January 2020. 

 
Changes since the last meeting 

Note Auditable area Reason for change

1 BCH Benefits Realisation Management requested that the start date has been put back one month to allow 
time for the completion of activities and enable the full scope of the audit to be 
covered.  

2. Health and Safety Follow Up The follow up of actions agreed in the Health and Safety report will be followed up in 
February to allow progress to be reported before the end of the financial year. 

 

Page 5 of 26



 
 

  

 

Police and Crime Commissioner for Cambridgeshire and Cambridgeshire Police Progress Report  
 

 

Annual Opinion 2019/20 
The JAC should note that the assurances given in our audit assignments are included within our Annual Assurance report. In particular the JAC should note that any negative 
assurance opinions will need to be noted in the annual report and may result in a qualified or negative annual opinion.  We have finalised one negative opinion to date in 
relation to BCH Health and Safety, this will impact our opinions, but will not in isolation qualify the opinions. 

Quality assurance and continual improvement  
To ensure that RSM remains compliant with the IIA standards and the financial services recommendations for Internal Audit we have a dedicated internal Quality Assurance 
Team who undertake a programme of reviews to ensure the quality of our audit assignments. This is applicable to all Heads of Internal Audit, where a sample of their clients 
will be reviewed. Any findings from these reviews being used to inform the training needs of our audit teams. 

The Quality Assurance Team is made up of; the Head of the Quality Assurance Department (FCA qualified) and an Associate Director (FCCA qualified), with support from 
other team members across the department.   

This is in addition to any feedback we receive from our post assignment surveys, client feedback, appraisal processes and training needs assessments. 

Added value work 
We are due to issue our next emergency services client briefing in early February 2020. 
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Appendix B – Executive summaries and action plans from finalised reports 
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Why we completed this audit 
A review of Income and Debtors was completed to enable management to take assurance over the controls in place to ensure debts due are identified and 
received by the Force within agreed timescales. 

Sales invoices are raised where payment is owed to the Constabulary for services such as, use of facilities and purchase of road traffic accident reports. 
Raising of sales invoice is restricted to three Finance Officers who will raise invoices following an email request with appropriate authorisation obtained from 
the Head of Business Support, or the Budget Manager. 

As at October 2019, 97 per cent of aged debts were less than 30 days old with income expected to be received. £17k of debts were over 31 days with  £113 
of debt over 91 days. Force Financial Instructions (FFIs) are in place which include guidelines for income generation, along with procedures for raising sales 
invoices and credit notes.  

Conclusion  
We found that our sample of sales invoice, and credit note requests were authorised appropriately in line with FFIs and raised within the finance system E-
Financials in a timely manner following receipt. We also confirmed recording and banking of a sample cash and cheques in a timely manner, with supporting 
documentation retained. For a sample of those aged debts over 37 days, we found that chasing attempts were made in line with the stipulated timeframes 
with evidence recorded on E-Financials. 

We identified one debt where write off approval was not in place for member of staff in the FFIs who authorised a write off, and we have agreed one medium 
priority action with management to address this issue. 

Internal audit opinion: 

Taking account of the issues identified, the Force and OPCC can take substantial assurance 
that the controls upon which the organisation relies to manage the identified area are suitably 
designed, consistently applied and operating effectively. 

 

 

 

INCOME AND DEBTORS - EXECUTIVE SUMMARY 
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Key findings 
We identified the following weakness: 

 

 

Through sample testing of five bad debts written off since April 2019, we identified one bad debt for £112.20 which was written off following approval 
from the Principle Financial Accountant although this authority was not in line with the FFIs. Through discussions with the Principle Financial 
Accountant, it is considered that the FFIs require updating to include this authority. There is a risk that inappropriate debts are write offs resulting in 
loss of monies if there is not up to date and authorised list of approvers and limits. Medium 

We noted the following controls to be adequately designed and operating effectively: 

 

 

The Financial Regulations for BCH and the FFI’s specifically for Cambridgeshire Constabulary contained roles and responsibilities with regards to 
income and were consistent with each other. The FFIs contained a list of the Budget Holders for the 2019/20 year and the members of the Finance 
Team who were able to raise sales invoices and credit notes. 

 

Through sample testing of 20 sales invoices raised since April 2019 from the Force and OPCC, we confirmed that email requests were authorised 
appropriately in line with FFIs, corresponding invoices were accurately raised on Cedar E-Financials by the Finance Supervisor, and suppliers were 
automatically emailed the invoice following submission on Cedar E-Financials. This included one off debtor invoices, and recurring debts which were 
found to be raised and processed promptly. 

 We also sample tested 20 credit notes raised since April 2019 and confirmed authorised email requests, accurate and appropriate raising of credit 
notes on E-Financials by the Finance Supervisor, and prompt communication of the credit note with the supplier via email. 

 
For a sample of 10 cash and cheque receipts since April 2019, we confirmed issue of a receipt for cash payments, and timely banking of receipts in 
batches, in line with the FFIs. We confirmed the receipt batches appropriately corresponded to income in the Force bank account, and receipts were 
accurately recorded in E-Financials. 

 
Through sample testing of 10 aged debts, we found that reminder letters and chasing attempts were made for all in a timely manner in line with the 
stipulated timeframes. We confirmed that evidence of chasing was recorded on E-Financials for each attempt, and other methods of chasing were also 
recorded within the notes. 
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2. DETAILED FINDINGS AND ACTIONS 
This report has been prepared by exception. Therefore, we have included in this section, only those areas of weakness in control or examples of lapses in 
control identified from our testing and not the outcome of all internal audit testing undertaken. 

Debt Write-off  

Control 
 

The bad debt write-off limits are detailed in the FFIs and are as follows; 
• Finance Supervisor < £100; 
• Head of Finance < £1000;  
• Chief Constable's Chief Finance Officer < £10,000; and 
• Chief Constable <£10,000. 

All supporting documentation is printed and stored with the copy of the sales invoice to provide an audit 
trail to ensure that the bad debt was written off in line with the FFI's. 

Assessment: 

Design 
 
Compliance 

 

 
 

× 

Findings / 
Implications 

Through sample testing of five bad debts written off since April 2019, we identified that approval from the Finance Supervisor was in place 
for the four debts which were under £100. This was in line with the FFIs. 
We however identified one bad debt for £112.20, which was written off following approval from the Principle Financial Accountant although 
this authority was not recorded in the FFIs. Through discussions with the Principle Financial Accountant and Head of Finance, we were 
informed that the FFIs require updating to include this authority. 
There is a risk that inappropriate debts write offs resulting in loss of monies if there is not up to date and authorised list of approvers and 
limits. 

Management 
Action 

The Force will ensure that the FFI’s contain the latest approved 
write off authorities, and write offs are only accepted based on 
those authorities. 

Responsible Owner: 
Principle Financial Accountant 

Date: 
30 November 2019 

Priority: 
Medium 
 

Page 10 of 26



 

 
 

 

Categorisation of internal audit findings 

Priority Definition 

Low  There is scope for enhancing control or improving efficiency and quality. 

Medium Timely management attention is necessary.  This is an internal control risk management issue that could lead to: Financial losses which 
could affect the effective function of a department, loss of controls or process being audited or possible reputational damage, negative 
publicity in local or regional media. 

High Immediate management attention is necessary.  This is a serious internal control or risk management issue that may lead to: 
Substantial losses, violation of corporate strategies, policies or values, reputational damage, negative publicity in national or 
international media or adverse regulatory impact, such as loss of operating licences or material fines. 

 

The following table highlights the number and categories of management actions made as a result of this audit. 
 

 

 

 

 

 

 

* Shows the number of controls not adequately designed or not complied with. The number in brackets represents the total number of controls reviewed in this area. 

 

 

 

APPENDIX B: CATEGORISATION OF FINDINGS 

Area Control 
design not 
effective*

Non 
Compliance 

with controls*

Agreed actions
Low Medium High 

Income and Debtors 0 (7) 1 (7) 0 1 0 

Total 0 1 0 
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Why we completed this audit 
This audit was completed to allow management to take assurance that payroll is correctly paid in a timely manner, and to evidence that there are adequate control 
mechanisms in place regarding the payroll and associated systems. Bedfordshire, Hertfordshire and Cambridgeshire police Constabulary’s have a collaborated 
payroll system ‘iTrent’, and Cambridgeshire have been live on the new system since September 2019. iTrent is used the manage the following payroll services: 

• Starters, leavers and amendments; 
• Pension scheme enrolment; and 
• Payment run processing. 

Starters leavers and amendments are processed through iTrent with roles and responsibilities split between staff working in the Human Resources Service Centre 
(HRSC), Payroll, and Resourcing Management Units (RMU). Staff and Officers are automatically enrolled onto the corresponding Local Government Pension 
Scheme (LGPS) upon starting at the Constabulary, and the pension scheme type depends on the new hire being set up. Staff and officers and Police and Crime 
Commissioner (PCC) staff are enrolled onto the CARE Pension scheme, and officers are enrolled onto the CARE2 Pension scheme. Upon leaving the Constabulary, 
staff and officers are removed from their LGPS, with last payment made in their final salary. 

Conclusion  
We identified that the Constabulary had a number of controls in place including the use of an authorised signatory list, as well as processes in place for ensuring 
pensions are appropriately set up, and additional payments including overtime, expenses and bonuses are appropriately approved and evidenced.  

We however noted multiple exceptions during testing, including a lack of evidence with regards to the independent review of data in iTrent, as well as ensuring that 
information on the new starter forms had been appropriately documented. We noted that no information could be provided with regards to amendments to the payroll 
system, which increases the risk that changes to staff and officer details could be actioned without appropriate approval, in error or potentially fraudulently.  

Internal audit opinion: 

Taking account of the issues identified, the OPCC and Constabulary can take partial 
assurance that the controls upon which the organisation relies to manage this area are suitably 
designed and consistently applied. Action is needed to strengthen the control framework to 
ensure this area is effectively managed.  

 

 

PAYROLL AND EXPENSES - EXECUTIVE SUMMARY 

Page 12 of 26



    

 
 

 

 

Key findings 
We identified the following weaknesses / findings which resulted in the agreement of one high and four medium priority management actions: 

 

Amendments 

We were informed by the Head of BCH Payroll & Pensions that currently iTrent is not able to run a report of all amendments made to staff and officer 
payroll information. As a result, we were not able to undertake testing that all changes were appropriate and carried out without error. There is a risk 
that staff and officer information could be changed without appropriate authorisation, which may lead to financial implications if staff and officers are 
paid incorrectly. (High) 

 

Starters 

We identified for our sample of 20 new starters that 13 exceptions were identified during our testing. This led to new starter hours not having been 
recorded prior to entry onto the system. However, we confirmed that this did not lead to any incorrect payments being made. For one of the 13 we also 
identified that address details included on the starter form did not match the address input on the system. There is a risk that if appropriate information 
is not recorded on the forms, the new starter information will not be recorded correctly in the system which may lead to inappropriate payments being 
made. Also, if correct contact details are not entered into iTrent, there is a data risk where correspondence is sent incorrectly. (Medium) 

 

Leavers 

We identified that for 11 out of a sample of 20 leavers, annual leave adjustments were made in final payments without appropriate backing 
documentation being in place for the payments / change. Through discussions with an Assistant Manager at HRSC, we were informed that annual 
leave calculations for Cambridgeshire Constabulary are not currently calculated at HRSC as they do not have access to the appropriate duty 
management systems. We were informed that the process would be aligned for BCH from March 2020, however we were informed that responsibility 
for this has not yet been assigned and as a result it is unclear as to who will carry out this function in the meantime. We could therefore not, during our 
review, confirm whether the payments were right, as these are paid on an assumption that they have been calculated correctly. In addition, if the 
leavers process responsibilities are not prescribed prior to implementation of the new duty management system, there is a risk that required tasks are 
not completed which could have financial implications where payments are made incorrectly. (Medium) 

We noted the following controls to be adequately designed and operating effectively: 

 We confirmed that the HRSC have a signatory list in place documenting those required to provide approval for pay related changes. Those included on 
the list were all current staff and related only to HR Team Leaders and above. Through discussion with the payroll team, we were informed that any 
changes would be required to be received by HR Team Leaders only, which reflected the document held by HRSC. Testing on this has been 
completed elsewhere in our report. 
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 Through sample testing of 10 additional payments including bonus, honorarium and assessor payments, we confirmed authorisation was obtained 
from a team leader in HRSC, and correct payment in the corresponding payslip was evidenced. In each case, we confirmed that appropriate evidence 
had been retained to document the reasons and approval of the payments. We found that the six bonus and honorarium payments were appropriately 
authorised by line management. For the remaining four assessor payments, line management approval was not applicable as these payments are for 
additional assessment work completed, and we confirmed the appropriate request had been received by HRSC. 

 Through sample testing of 10 expense claims paid since September 2019, we confirmed expenses were submitted by the claimant on iTrent, 
authorisation was obtained appropriately through the iTrent workflow, and expenses were paid in line with the claim submitted for all. We confirmed 
that the receipts were available for the expenses sampled. Additionally, through sample testing of 10 overtime claims since September 2019, we 
confirmed that the overtime request was submitted on the employee timesheet, approval was obtained by line management; and overtime was paid 
correctly in line with hours worked and overtime payment rate within corresponding staff or officer payslip. 

 Through sample testing of five overpayments since September 2019, we confirmed that all were recorded within a record of payroll overpayments and 
chasing attempts which included the sending of formal letters, emails and phone calls to recover overpayments. We found that the overpayments were 
recovered in full for two of the sample, with repayment agreements in place for the remaining three. We confirmed for each of the remaining three that 
continued payments had been received. 

 We reviewed the Errors and Warnings Reports, and Element Differences Reconciliation exception reports for September, October and November 
2019 and confirmed through inspection of each that they had been run for the relevant period and had been ticked and signed by the Payroll Manager 
as completed on the payroll checklist. We confirmed through inspection of the exception reports that they included evidence of independent annotated 
review by the Payroll Manager. 

 We confirmed for the sample of 20 starters that in each case the new starter had been set up with the relevant pension upon commencing work at the 
Constabulary. We confirmed that in each case pension deductions were present for each of the employee’s payslips. We further noted for each of the 
20 leavers that no further deductions for pensions were present following their final payslip. 

 

We confirmed that payroll gross to net reconciliations were completed for each month through to November 2019. Through review of the 
reconciliations held electronically we confirmed that they were completed by the Financial Accountant and checked by the Principal Financial 
Accountant. We confirmed that reconciliations were completed for basic pay, deductions, contributions and pension payments for all eight months 
reviewed, and all had reconciled to zero with no exceptions noted.  

 ICT confirmed by email at the time of our review that nightly backups are performed.   They also confirmed to the Head of Payroll and Pensions that 
these backups are performed and have been tested, verifying the backups has not been included in the scope of our review. 
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2. DETAILED FINDINGS AND ACTIONS 
This report has been prepared by exception. Therefore, we have included in this section, only those areas of weakness in control or examples of lapses in 
control identified from our testing and not the outcome of all internal audit testing undertaken. 

Starters  

Control 
 

When a member of staff or officer joins the Constabulary, a New Starter Form and Starter Declaration is 
obtained from the candidate. 
The New Starter Form is authorised by a those recorded on the Authorised Signatories List and HRSC do 
not process new starters without appropriate approval. 
The forms are processed by HR with details input into iTrent including: 

• Contracted hours; and, 
• Allowances. 

Assessment: 

Design 
 
Compliance 

 

 
 

× 

Findings / 
Implications 

We selected a sample 20 new starters since April 2019 and confirmed that in all cases a starter form had been completed, including a 
signed declaration by the new starter. We confirmed in all cases that the new starter had been set up prior to the payroll cut off for their 
first payslip and authorisation was obtained from a HR Team Leader. 
We identified that in seven cases relevant details relating to address, bank, hours and salary had been appropriately input from the new 
starter forms. We however, identified the following exceptions: 

• For 13 out of 20, we found that the new starter forms did not record hours as a standardised new starter template was not used; 
and 

• For one of the 13 exceptions, we found that address details on the starter form did not match the address input on the system. We 
were not able to evidence any reasoning for this and there was no evidence of the persons who input and reviewed the data in 
iTrent; 

We noted that within the above cases, this did not lead to any further issues or incorrect payments being made. There is a risk that if 
appropriate information is not recorded on the forms, the new starter information will not be recorded correctly in the system which may 
lead to inappropriate payments being made. Also, if correct contact details are not entered into iTrent, there is a data risk where 
correspondence is sent incorrectly. 

Management 
Action 1 

We will update the new starter forms to include evidence of 
persons who input and review the data in iTrent.  
We will also ensure consistent use of the new starter form across 
staff and officers which includes required hours. 

Responsible Owner: 
HRSC Manager 

Date: 
December 
2019 

Priority: 
Medium 
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Leavers  

Control 
 

When a member of staff or officer leaves the Constabulary, the Human Resources Service Centre is notified 
by email or form. 
Once a leaver has been confirmed, an email pay notification form is sent out by the Human Resources 
Service Centre to the member of staff or officer outlining their annual leave days. 

Assessment: 

Design 
Compliance 

 

 
× 

Findings / 
Implications 

Through sample testing of 20 leavers, we found that seven leavers were staff or officers who were transferred from Cambridgeshire 
Police, to Hertfordshire Police as a batch ‘Transfer of Undertakings Protection of Employment’ (TUPE). We confirmed through review of a 
spreadsheet of seven staff and officers who were transferred and within our sample the HRSC had shut down the corresponding record 
on iTrent. 
For the remaining 13 leavers, we confirmed that a leavers form was completed with authorisation obtained from their line manager, and 
iTrent was updated accurately to reflect the leaving date.  
We however identified 11 leavers where annual leave adjustments were made in final payments without these adjustments recorded 
within the email pay notification form from HRSC, we understand this was obtained from the Duty Management Team, but no evidence 
was retained to support or check these. Through discussions with an Assistant Manager at HRSC, we were informed that annual leave 
calculations for Cambridgeshire Police are not calculated at HRSC as they do for Hertfordshire Police due to different duty management 
systems used. 
The process for annual leave calculation for leavers is due to change in March 2020 when a duty management module will be 
implemented within iTrent, however we were informed that responsibility for this has not yet been assigned in the meantime, with the 
required access rights granted to the new system. 
If leavers process responsibilities are not prescribed prior to implementation of the new iTrent module, there is a risk that required tasks 
are not completed which could have financial implications where payments are made incorrectly. 

Management 
Action 2 

We will prescribe responsibilities for the leavers process upon 
implementation of the new duty management system in March 
2020.  
Access rights on the system will also be appropriate for roles 
assigned. 

Responsible Owner: 
Head of Payroll and Pensions 

Date: 
31 March 2020 

Priority: 
Medium 
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Amendments  

Control 
 

Amendments to standing data can be made by individual staff and officers through the ‘MyView’ portal of the 
Constabulary which is managed by the HRSC. However, amendment reports cannot be produced. 
A member of staff or officer can also request an amendment to personal data through a change form or by 
sending an email. This is retained by HR, to support the change. 
Contractual changes are authorised by the individual and their line management. Documentation is held in 
the Customer Relationship Management (CRM) system. 

Assessment: 

Design 
 
Compliance 

 

x 
 

N/A 

Findings / 
Implications 

We were informed by the Head of BCH Payroll & Pensions that currently iTrent is not able to run a report of all amendments made to 
member of staff or officer payroll information. As a result of the lack of reporting, the organisation is not able to verify the changes that 
have been made to the Payroll system. In addition, we were not able to undertake testing that changes were appropriate and carried out 
without error.  
We were informed that information relating to bank details of employees would be undertaken through self-checkout, however there is still 
a risk that staff or officer information such as salaries or salary dates could be changed without appropriate approval being provided, 
which could result in financial loss or misappropriation. 

Management 
Action 3 

We will investigate the iTrent capabilities to run amendment 
reports and consider undertaking routine reviews of amendments 
to confirm their legitimacy. 

Responsible Owner: 
Head of Payroll and Pensions 

Date: 
31 March 2020 

Priority: 
High 
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Why we completed this audit 
This audit was carried out to review the processes in place designed to ensure key operational systems used by Bedfordshire, Cambridgeshire and Hertfordshire 
(BCH) Forces can be continued with minimal disruption in the event of a disaster.  

The Information and Communication Technology (ICT) unit for the BCH Forces, officially launched in June 2018, has developed a Business Continuity Plan (BCP) 
which incorporates the Business Impact Assessment (BIA). The following seven activities were recorded as critical functions with an impact score of five indicating 
catastrophic effects for the function: 

Critical Function Target time for restoration 

To ensure there is sufficient number of staff to carry out urgent activities across BCH.  Immediate 

To ensure continuous working of Mobile Telephony across BCH. This includes mobile communications i.e. 
smartphones and working with o2 and EE. 

Within 4 working hours 

To maintain the networks within the tri-force area. This includes WAN/LAN and Firewall Services. Within 4 working hours 

To ensure smooth running of telephony, including voicemail and voice directory services.  Within 4 working hours 

To maintain the server fleet, including administration necessary to manage user databases and data storage. Within 4 working hours 

To keep all Mission Critical systems running within the live environment.  Within 4 working hours 

To ensure smooth running of all desktop computers and mobile devices (including laptops and tablets).  Within 4 working hours 

 

A project was initiated in 2019 to develop and introduce an updated IT DR planning framework with the objective of bringing more structure to the IT DR environment 
and update IT DR processes where necessary. An initial target date of October 2019 was set for the completion of this project. 

BUSINESS CONTINUITY PLAN AND IT DISASTER RECOVERY - 
EXECUTIVE SUMMARY
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Conclusion  
A number of ICT business continuity controls exist, in particular a BCP for ICT plan is in place which includes an overall operational wide Business Impact 
Assessments (BIA) and corresponding risk assessment framework. The BCP for ICT was found to be last updated and approved by the Director of ICT in April 2019 
and based upon the results of a Business Continuity Workshop run in December 2018. We also found that resiliency and contingency control arrangements were 
documented for the ICT infrastructure and network connectivity arrangements.  Moreover, IT disaster recovery resilience and redundancy measures are taken by 
BCH which include regular data restoration to backup servers and utilisation of backup sites. A formal process for failing over IT systems to a secondary replicated 
version of a virtual machine is also in place for referral to in the event of a total loss of service in the Hosting Datacentre.  

However, we did find that the updated ICT DR plan, that was due to be completed by the end of October 2019, had still not been completed and updated business 
impact assessments were on-going at the time of this review. Corresponding IT DR testing arrangements still need to be finalised, although we do acknowledge the 
Forces stated intention to complete these test plans following the finalisation of the updated ICT DR Plan.  

A total of four medium priority actions have been agreed with the BCH Forces as documented below and under the Detailed Findings and Actions section. 

Internal audit opinion: 

Taking account of the issues identified, the Board can take reasonable assurance that the 
controls in place to manage this risk are suitably designed and consistently applied.  

However, we have identified issues that need to be addressed in order to ensure that the 
control framework is effective in managing the identified risk(s) designed, consistently 
applied and operating effectively.  
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Key findings 
We identified the following weaknesses / findings resulting in the agreement of four medium priority management actions: 

 

We found that the Disaster Recovery Plan is currently in draft stage and is yet to be completed. The planned completion date was the end of October 
2019 and the version presented at the time of the audit only provided a structure of an ICT DR plan and did not include detailing planning 
arrangements. Moreover, whilst the BCP for ICT sets out evidence of business impact assessments, these were still work in progress at the time of 
this review. If the Disaster Recovery Plan for BCH is not finalised to cover all key IT DR controls arrangements and formally approved, there is a risk 
that appropriate measures are not taken following a disaster event, thereby impacting the ability to recovery systems and operations in an efficient 
manner. (Medium) 

 

Through review of the Disaster Recovery Test Process document, we found that this was in draft format and dated April 2019. The document is 
currently work in progress and is yet to be finalised for review and approval. If the Disaster Recovery Test Process document is not completed and 
finalised, there is a resulting lack of an assurance mechanism that the disaster recovery arrangements will be effective in practice. (Medium) 

 

At the time of the audit no cyclical IT DR Testing schedule had been completed setting out the critical systems in place and a corresponding date for IT 
DR testing. Evidence presented identified that the CLIO2 system underwent IT DR testing in July 2019. However, no planned IT disaster recovery 
testing has been undertaken for other systems. For example, no IT DR testing has been undertaken over the last 12 months for the eFinancials, iTrent, 
Fotoware, i2 iBase, Northgate Compass and STORM Command and Control systems. If disaster recovery arrangements for critical IT systems are not 
tested on a regular basis, the risk of unidentified weaknesses in the systems recovery process is increased. (Medium) 

 

The Disaster Recovery Test Plan Checklist includes sections designed to detail recovery arrangements, recovery procedures, tests to be completed, 
and pre/post test results. Although identified improvements are required to be recorded on the Disaster Recovery Test Plan Checklist, there is no 
formal and central action planning/monitoring process designed to ensure completion of actions in a timely manner. (Medium) 
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We noted the following controls to be adequately designed and operating effectively: 
 The BCP for ICT was last updated in June 2019 by the ICT Assistant Business Partner - Business Continuity and Disaster Recovery. This provides an 

overarching framework for ICT based business continuity planning. Through review of the role profile for the ICT Assistant Business Partner, we 
confirmed that this included leading the design and maintenance for the ICT BCP. The contents of the BCP was found to include up to date processes 
and details in line with current BCH practices. We also confirmed availability of the BCP by staff through OneNote, and final approval from the Director 
of ICT. 

 We confirmed that the BCP for ICT detailed designated urgent overall activities for the ICT department, and these were assigned a target time for 
restoration, along with an impact score following a business impact assessment (BIA) process. In addition, risk ratings in line with a separate risk 
matrix setting out impact and likelihood are documented in the plan.  

 Through review of the documented process; failing to a Secondary replicated Virtual Machine, we found that this was last revised in May 2019 and 
detailed with step by step instructions with screenshots to guide the failover process.  

A planned process for server data restores is in place. The remit of this server restore process in includes Network Shares, SQL Database, VM 
servers and networking infrastructure. To test compliance with this control, we reviewed a log of data restores from October 2018 to September 2019 
which set out that regular data restores are being undertaken.  

 Through review of the BCH Network Diagram, we found that the document highlighted connections passing through an encrypted tunnel and 
services/devices where resiliency measures have been implemented, for example the use of Proxy Servers, Intrusion Detection Systems (IDS) and 
Network Segmentation. We also confirmed that design documents for key systems detailing the architecture and security measures had all followed a 
standardised template, which included sections for BCP, data back-up and infrastructure resilience arrangements. 

 We confirmed that the ICT Major Incident Process was last reviewed by the Director of ICT in March 2019 with the arrangements for invoking a major 
incident, along with roles and responsibilities of staff and teams involved. 

 We reviewed the BCH ICT Change process document and found that the stages from change request through to implementation was detailed. We 
also confirmed that roles and responsibilities of key persons/teams such as the Change Manager, SMT and the CAB were detailed, along with their 
involvement in the ICT change process.  

Page 21 of 26



 

 
 

 

2. DETAILED FINDINGS AND ACTIONS 
This report has been prepared by exception. Therefore, we have included in this section, only those areas of weakness in control or examples of lapses in 
control identified from our testing and not the outcome of all internal audit testing undertaken. 

1. Disaster Recovery Plan  

Control 
 

A new Disaster Recovery Plan for BCH is currently being created to amalgamate the previously 
separate IT Disaster Recovery Plans for individual Forces, which are now out of date. However, this 
has not been completed and is in draft stage.  
The draft Disaster Recovery Plan includes reference to data backup and recovery, along with 
reference to backup sites and a framework to provide continuity management. 
The planned completion date was the end of October 2019 and the version presented at the time of 
the audit only provide a structure of an ICT DR plan and no detailing planning arrangements were 
included. Moreover, whilst business impact assessment at the detailed application level and 
corresponding critical systems have been undertaken, this is still to be completed. 
In mitigation, the disaster recovery planning arrangements that are to be replaced provide a degree 
of assurance of the organisations ability to recovery from a loss of IT systems. 

Assessment: 

Design 
 
Compliance 

 

× 
 

N/A 

Findings / 
Implications 

If the Disaster Recovery Plan for BCH is not finalised, reviewed and approved, there is a risk that appropriate measures are not taken in 
the event of a disaster event, thereby resulting in a loss to core operational services and resulting financial and/or reputational damage. 

Management 
Action 

We will ensure that the Disaster Recovery Plan for BCH is 
finalised, reviewed and approved at an appropriate level. This 
version will then be communicated to staff and uploaded to 
OneNote for staff accessibility. 

Responsible Owner: 
Head of Service Delivery 

Date: 
31 January 2020 

Priority: 
    Medium 
 

 

2. Disaster Recovery Test Process  

Control 
 

A Disaster Recovery Test Process document has been drafted, designed to ensure that the ICT 
disaster recovery plan is tested for all mission and business critical infrastructure. The document sets 
out that two disaster  
However, this document is in draft stage and is yet to be completed with sign off obtained. Moreover, 
we noted in particular that the following sections are incomplete: 

• Roles and Responsibilities for Disaster Recovery Testing; 
• Data Quality arrangements; 

Assessment: 

Design 
 
Compliance 

 

 
 

N/A 
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2. Disaster Recovery Test Process  
• Impact Assessments; and 
• Critical Success factors. 

Findings / 
Implications 

Whilst IT DR testing has occurred during the year, the absence of a complete, approved and implemented ICT the Disaster Recovery Test 
Process risk that disaster recovery in place and being developed will not be effective in practice. 

Management 
Action 

We will ensure that the Disaster Recovery Test Process 
document is updated to include; 

• Roles and Responsibilities for Disaster Recovery Testing; 
• Data Quality arrangements; 
• Impact Assessments; and 
• Critical Success factors. 

 We will also ensure review and sign off at an appropriate level. 
This version will then be communicated to staff and uploaded to 
OneNote for staff accessibility. 

Responsible Owner: 
Head of Service Delivery 

Date: 
31 January 2020 

Priority: 
    Medium 
 

 

3. Disaster Recovery Testing -  Key Systems Testing Schedule  

Control 
 

Whilst a BCH IT Disaster Recovery Test Plan Template has been produced, no completed cyclical IT 
DR Testing schedule setting out the critical systems in place and a corresponding date for IT DR 
testing is in place. 
 

Assessment: 

Design 
 
Compliance 

 

 
 
 

Findings / 
Implications 

Through a review of IT DR testing records, we noted that testing has taken place in July 2019 of the CLIO2 system.  However, no further 
evidence of planned IT systems disaster recovery testing was presented at the time of this audit. For example, evidence of IT DR testing 
of the following systems was not identified; eFinancials, iTrent, Fotoware, i2 iBase, Northgate Compass, and STORM Command and 
Control.   
If the Disaster Recovery Test Plan Schedule does not include testing arranged for key systems, and if disaster recovery arrangements are 
not tested on a regular basis, there is a risk that actual recovery actions for primary systems will not be effective in practice. 

Management 
Action 

Disaster recovery tests will be undertaken in line with the Disaster 
Recovery Test Process and Test Plan Schedule after determining 
the number of monthly tests. 

Responsible Owner: 
Head of Service Delivery 

Date: 
31 March 2020 

Priority: 
    Medium 
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3. Disaster Recovery Testing -  Key Systems Testing Schedule  
We will also update the Disaster Recovery Test Plan Schedule for 
2020/21 to include testing around eFinancials, iTrent, Fotoware, i2 
iBase, Northgate Compass, and STORM Command and Control. 

 

4. Disaster Recovery Test Action Planning  

Control 
 

The Disaster Recovery Test Plan Checklist includes sections designed to detail recovery 
arrangements, recovery procedures, tests to be completed, and pre/post test results. 
Although improvements are recorded on the Disaster Recovery Test Plan Checklist there is no formal 
and central action planning/monitoring process designed to ensure completion of actions in a timely 
manner. 

Assessment: 

Design 
 
Compliance 

 

 
 

N/A 

Findings / 
Implications 

Without formal monitoring of disaster recovery testing actions against a deadline, there is a risk that improvements to disaster recovery 
are not made in a timely manner to ensure effective recovery. 

Management 
Action 

We will ensure actions from disaster recovery testing are recorded 
in a central action plan with assigned action owners and 
completion dates. This will be reviewed and monitored at the 
Performance Review Group on a regular basis. 

Responsible Owner: 
Head of Service Delivery 

Date: 
28 February 2020 

Priority: 
    Medium 
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Categorisation of internal audit findings 

Priority Definition 

Low  There is scope for enhancing control or improving efficiency and quality. 

Medium Timely management attention is necessary.  This is an internal control risk management issue that could lead to: Financial losses which 
could affect the effective function of a department, loss of controls or process being audited or possible reputational damage, negative 
publicity in local or regional media. 

High Immediate management attention is necessary.  This is a serious internal control or risk management issue that may lead to: 
Substantial losses, violation of corporate strategies, policies or values, reputational damage, negative publicity in national or 
international media or adverse regulatory impact, such as loss of operating licences or material fines. 

 

The following table highlights the number and categories of management actions made as a result of this audit. 
 

 

 

 

 

 

 

 

 

* Shows the number of controls not adequately designed or not complied with. The number in brackets represents the total number of controls reviewed in this area. 

 

 

 

APPENDIX A: CATEGORISATION OF FINDINGS 

Risk Control 
design not 
effective*

Non 
Compliance 

with controls*

Agreed actions
Low Medium High 

Contingency arrangements are not sufficiently robust to 
prevent and minimise business disruption in the event of 
a serious incident (operational). 

3 (8) 1 (8) 0 4 0 

Total 0 4 0 
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rsmuk.com 
The matters raised in this report are only those which came to our attention during the course of our review and are not necessarily a comprehensive statement of all the 
weaknesses that exist or all improvements that might be made. Actions for improvements should be assessed by you for their full impact.  This report, or our work, should not 
be taken as a substitute for management’s responsibilities for the application of sound commercial practices. We emphasise that the responsibility for a sound system of 
internal controls rests with management and our work should not be relied upon to identify all strengths and weaknesses that may exist.  Neither should our work be relied 
upon to identify all circumstances of fraud and irregularity should there be any. 

Our report is prepared solely for the confidential use of Police and Crime Commissioner for Bedfordshire and Bedfordshire Police and solely for the purposes set out herein. 
This report should not therefore be regarded as suitable to be used or relied on by any other party wishing to acquire any rights from RSM Risk Assurance Services LLP for 
any purpose or in any context. Any third party which obtains access to this report or a copy and chooses to rely on it (or any part of it) will do so at its own risk. To the fullest 
extent permitted by law, RSM Risk Assurance Services LLP will accept no responsibility or liability in respect of this report to any other party and shall not be liable for any 
loss, damage or expense of whatsoever nature which is caused by any person’s reliance on representations in this report. 

This report is released to you on the basis that it shall not be copied, referred to or disclosed, in whole or in part (save as otherwise permitted by agreed written terms), without 
our prior written consent. 

 

For more information contact 
Dan Harris, Head of Internal Audit 

daniel.harris@rsmuk.com  

Tel: 07792 948767 

 

Suzanne Rowlett, Senior Manager 

Suzanne.rowlett@rsmuk.com 

Tel: 07720 508148 
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