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1. Purpose 
The purpose of this policy is to provide a structured approach to the public release of summary data 
from participants who have consented to their data being used for research purposes. This policy 
has been developed to ensure that Genomic England maximises the benefit that can be derived 
through release of high quality datasets into the public domain to benefit the wider biomedical 
community, whilst appropriately meeting its legal, corporate and ethical obligations, particularly 
with regards to protecting the privacy of individuals and the Intellectual Property of Genomics 
England and its stakeholders. 

2. Scope
This policy applies to:

 The release into the public domain of subsets of data generated from analyses of the 
Genomics England dataset and curated by Genomics England. 

 Data available to third party data initiatives including aggregated databases such as BRCA 
exchange, OpenTargets and ClinVar, and federated query networks such as GA4GH Beacon 
Network, HDR Gateway and MatchMaker.

This policy does not apply to:

 Requests made by researchers to export summary data and results from their own analyses 
carried out inside the Research Environment. Such requests are governed by the Genomics 
England Airlock Policy. 

 Release of data to service providers that are engaged by Genomics England and are covered 
by legal contracts.

 Data release under our diagnostic responsibilities to the NHS Genomics Medicine Service. 

3. Policy Principles
3.1   Data will only be released into the public domain when it is determined to be insufficient to 
enable reidentification of participants. All public data releases will be considered in combination 
with all other public data releases by Genomics England to ensure that they cannot reasonably be 
combined to increase the risk of re-identification. Genomics England will actively review practical 
risks of re-identification in response to emerging technology.

3.2   Multiple criteria will be taken into consideration when deciding whether to release data into 
the public domain including whether the release is in line with the stated aims of Genomics England, 
the extent of the demand for the dataset, the difficulty involved in producing it, risk of re-
identification, and the added value to the biomedical community. 

3.3   Public release of data should avoid significantly devaluing any research projects being planned 
or carried out by GeCIP or Discovery Forum members.

3.4   Genomic data will be released as counts and/or frequencies for genotypes and/or alleles for 
each variant. This approach limits the ability to reconstruct the genotypes of an individual across 
multiple variants. Types of genomic data that are permissible for release include, but are not limited 
to:
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 Release of genotypes that are present in a single individual 
 Release of genotype/allele counts grouped by broad ancestral groupings 
 Release of genotypes grouped by sex
 Release of genotype/allele counts grouped by clinical categories (e.g. disease) on a case by 

case basis in line with clause 3.1 and 3.2
 Uploads to matchmaker databases that specify the gene, the mechanism of inheritance (e.g. 

dominant/recessive), the functional effect of the variant (e.g. protein truncating, missense) 
and very broad clinical phenotype (e.g. “neurological disorder”)

3.6.   Clinicians, GMCs or Genomics England can release into public clinical reference databases 
(such as ClinVar) individual genetic variants with data on likely pathogenicity. Researchers must not 
release such data, to reduce the risk of duplication of entries. 

3.7.   Researchers can deposit data to ‘matchmaker’ services (such as GeneMatcher) in order for 
others with interest in the same gene to make connections and further explore the potential 
association of the gene with a specific disease. Requests for release of data to matchmaker 
databases must go through the Airlock to ensure that they comply with the Airlock Policy and that 
multiple researchers are not releasing the same genetic variants. 

4.  Governance
4.1. Request of datasets for public release can come from any individual or body and will be made in 
writing to Genomics England.

4.2   Requests will be reviewed according to the Data Release Guidelines. Proposals/requests will be 
reviewed and approved by all necessary regulatory bodies including the Chief Scientist, the Caldicott 
Guardian, the Data Protection Officer, the Senior Information Risk Owner, the Genomics England 
Science Advisory Committee and the Genomics England Access Review Committee who will ensure 
that all relevant legal agreements will be in place prior to release.

4.3   Genomics England will inform GeCIP and Discovery Forum members and NHSE what data is 
planned for release. The timing of the data release will be assessed on a case by case basis.  Releases 
may be delayed by up to 6 months to allow researchers with relevant registered research projects to 
complete their analysis.

4.5   Data will only be released under terms compatible with:
4.5.1. The Genomics England Protocol and relevant Genomics England policies 
4.5.2. UK & European Union Data Protection legislation including the Data Protection Act 
2018 (DPA (2018) and the General Data Protection Regulation (GDPR)
4.5.3. Signed data release agreements with data providers (where relevant). 

4.6   Data and databases will be released into the public domain under an appropriate licensing 
arrangement. 

4.7   Attribution for the use of publicly released Genomics England data must align with the 
Publication Policy protocol. 
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5. Supporting Documents

The following documents are available for download from 
https://www.genomicsengland.co.uk/about-gecip/for-gecip-members/documents/

Genomics England Protocol

Genomics England Airlock Policy

Genomics England Publication Policy

Available upon request from Genomics England managed file system:

Genomics England De-Identification Policy

Wright CF, Ware JS, Lucassen AM et al. Genomic variant sharing: a position statement [version 1; 
peer review: 1 approved, 1 approved with reservations]. Wellcome Open Res 2019, 4:22 
(https://doi.org/10.12688/wellcomeopenres.15090.1)

Data.europa.eu. (2016). Regulation (EU) 2016/679 of the European Parliament and of the Council of 
27 April 2016 on the protection of natural persons with regard to the processing of personal data 
and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection 
Regulation) (Text with EEA relevance). [online] Available at: 
http://data.europa.eu/eli/reg/2016/679/2016-05-04 [Accessed 18 Jul. 2019].

Legislation.gov.uk. (2019). Data Protection Act 2018. [online] Available at: 
http://www.legislation.gov.uk/ukpga/2018/12/contents/enacted [Accessed 18 Jul. 2019].

6. Definitions & Abbreviations

Term/Abbreviation Definition/Expansion
Caldicott Guardian A senior person within Genomics England who ensure patient-

identifiable data is used appropriately.
Clinical Data Data concerning the Participant’s health derived from episodes of 

ongoing patient care.  For the purposes of this policy it excludes 
genomic data.

De-identification The processing of personal data in such a way that the data can no 
longer be attributed to a specific data subject without the use of 
additional information, as long as such additional information is kept 
separately and subject to technical and organizational measures to 
ensure non-attribution to an identified or identifiable individual.

Discovery Forum Companies within the Discovery Forum work in a pre-competitive 
environment with access to a selection of whole genome sequences, 
utilising industry expertise to maximise patient benefit through the 
100,000 Genomes Project.

DPA (2018) Data Protection Act (2018)
GDPR General Data Protection Regulation

https://www.genomicsengland.co.uk/about-gecip/for-gecip-members/documents/
https://doi.org/10.12688/wellcomeopenres.15090.1
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GeCIP Genomics England Clinical Interpretation Partnership. The aim of 
GeCIP is to help Genomics England better interpret genomic data, 
which will lead to better clinical understanding and better patient 
outcomes.

Genomics England 
dataset

The data held within the Genomics England Data Centre about 
participants from the 100,000 Genomes Project and individuals who 
consented to research participation from the Genomics Medicine 
Service.

Genomic Data Data derived from analysis of all or part of the Participant’s genome.
GMCs Genomic Medicine Centres. 13 NHS Genomic Medicine Centres 

(GMCs) were established by NHS England to support the delivery of 
the 100,000 Genomes Project.

Participant A person who has given appropriate consent for inclusion in the 
Genomics England Dataset. This includes but is not restricted to 
individuals recruited to the 100,000 Genomes Project and the option 
for research consent as part of the NHS Genomic Medicine Service.

Personal data Any information relating to an identified or identifiable natural 
person (‘data subject’); an identifiable natural person is one who can 
be identified, directly or indirectly, in particular by reference to an 
identifier such as a name, an identification number, location data, an 
online identifier or to one or more factors specific to the physical, 
physiological, genetic, mental, economic, cultural or social identity of 
that natural person.

Personally, Identifiable 
Data (PID)

Personal data that can lead to reidentification of a participant (see 
below). For this policy, individual level, limited and specific variant 
allele data paired with limited phenotypic and/or clinical information 
will not be defined as personally identifiable data for the purposes of 
clinical data release to databases such as ClinVar, GeneMatcher or 
Decipher. This is because re-identification from this data would 
require the bringing together of multiple data points to the extent that 
realistically only a patient themselves or their clinician would be able 
to easily re-identify a participant. [1]

Re-Identification Identifying an individual person and being able to link this to sensitive 
personal data, such as name, address, and clinical information. In 
some circumstances, with sufficient information about an individual 
e.g. a whole genome sequence, it will be possible to find out that 
that individual is part of the Genomics England dataset. This does not 
constitute re-identification for the purposes of this policy.

Summary data Data calculated from observations across multiple participants or 
measurements within the Genomics England dataset, presented in a 
written or graphical format.  This data is suitable for public 
distribution although the risk of re-identification has to be 
understood on a case by case basis.


