
E-MAIL SECURITY
TRAINING

1. Introduction
Email attacks are one of the most common ways for criminals to gain access to sensitive information or 
breach company network and in some cases, demand a ransom.

These types of attacks are commonly known as Phishing, Spear Phishing, and Ransomware.

Phishing E-mails appear in different forms but will all contain at least one HOOK. Use BAIT to assess the 
threat and take the appropriate action.

2. Hooks Checklist
Work through this list to make sure you identify malicious E-mails 

☐ Sender

Does the sender name or E-mail address appear to be a person or organisation you know? If so, are  
there spelling mistakes and/or an unusual email address?  If you do not know who the sender is, is the 
E-mail address accurate or does it appear to be made-up and created to imitate a genuine sender?

☐ Subject

Is the subject line intriguing or too good to be true?  Has a compelling and captivating subject line been 
used to persuade you to open the E-mail?

☐ Date and Time

Does the E-mail appear to be from someone you know but was sent at a suspicious time, for example 
02:14 in the morning?
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☐ Wording

Is the wording unfamiliar and not in the style you would expect the sender to write?  Are the choice of 
words and the way sentences structured unusual?

☐ Spelling

Does the email contain spelling and grammatical errors?  However, be aware that not all Phishing E-mails 
have errors.  Spear Phishing attacks are often crafted more professionally

☐ Urgency

Is the E-mail asking you take immediate action?  For example, the E-mail may ask you to ‘Click Here’ or 
send on urgent payment.  Is the demand made with a sense of urgency, to trick you into acting?

☐ Links

Is there a link in the E-mail and is it going to where it says?  Always check by hovering over the link to 
reveal the destination.  If the destination is not what you are expecting, do not click.  Always check all 
links.

☐ Attatchments

Is the E-mail asking you to open an attachment?  Attachments can install malware onto your machine.  
Do not open attachments from suspicious E-mails.

When you spot a HOOK, apply BAIT

   Beware – Always be vigilant when checking E-mails at work and at home.

   Analyse – Use the handy HOOK checklist to fully analyse the E-mail.

   Identify – If you identify a HOOK do not act or click on the email

   Terminate – Delete the E-mail and/or report  to MET or a line Manager. Do not forward the E-mail.


