
Volunteer Guidance for GDPR 
compliance:

- Holding / Collecting Data
- Personal Data Breach
- Requests for Data from Head Office



Overview 

This pack provides information on:

1. Definition of personal data

2. CSSC’s GDPR/Data Principles (from our Compliance Statement)

3. Volunteers Holding / Collecting Data

4. Handling a Personal Data Breach

5. Volunteers requesting data from Head Office, via a new proforma:

• Section 1: Completion of the data request by volunteers

• Section 2: Completion by head office staff



Definition of Personal Data

Personal Data (also known as personal information) is defined by the following:

• Personal data includes any information relating to an identified or identifiable natural person.

• Put simply, this includes data which either by itself or with other data held by, or available to CSSC, 
that can be used to identify you.

• Personal data also includes special or sensitive categories of personal data. 

• Personal data may include but is not limited to the following:

• Full name, date of birth, CSSC number, postal address, email address, employer/business, 
professional information, job titles, next of kin and dietary requirement or national, regional, or 
area conference, telephone numbers

• Bank and card details

• Any other personal data which is voluntarily provided to CSSC from time to time



CSSC’s GDPR/Data Principles

As part of CSSC, all volunteers are expected to adhere to the 
CSSC Data Principles:

1. We will process all personal data fairly and lawfully.

2. We will only process personal data for specified and lawful purposes.

3. We will endeavor to hold relevant and accurate personal data, and where practical 
we will keep it up to date.

4. We will not keep personal data for longer than is necessary.

5. We will keep all personal data secure.

6. We will endeavor to ensure that personal data is not transferred to countries 
outside of the European Economic Area (EEA) without adequate protection.



Volunteer Guidance – Holding / Collecting Data

• Volunteers must focus on the following questions when 
managing the data they hold:

- Why do you need the data?

- What data do you need?

- When is it required?

- How long do you need to keep the 
data?

- How will the data be destroyed?

- Where is it stored?

- Who has access to the data?

- How is it accessed?

- How is it obtained?



Volunteer Guidance – Holding / Collecting Data

When HOLDING / COLLECTING
data you must be able to answer 

the following questions (you MUST
consider all existing information 

you currently HOLD):

Why do you 
need the 

data?

What data do 
you need?

When is it 
required and 
for how long? 

Where do 
you store the 

data?

Who has access 
to the data?

How / when 
will you destroy 

the data?

You need to have a valid 
reason for holding the 

members’ data. If you do 
not, you should NOT hold 

the data.

Where you have a 
reason for holding data, 
ensure you hold only the 
MINIMUM information 

required.

You should have 
answers for WHEN the 
data is required and for 
HOW LONG you need 

it.
Know WHO has access 

and REMOVE their 
access where they don’t 
have a business reason 
for HOLDING the data Make sure you 

know WHERE the 
data is stored and is 
STORED SECURELY

Have a plan for 
getting rid of the data 

and ensure you 
complete this by  
DESTROYING the 

data after use

To be used in conjunction with the 
“Data Security for Volunteers”

Further guidance can be obtained from Head 
Office to help volunteers manage the current / 
historic position for the data they hold. Please 
contact the volunteer team at 
volunteer.support@cssc.co.uk

If any volunteer seeks to obtain any information 
about members in their area, they should 
complete the proforma to be found at xx



Volunteer Guidance Example - Holding / Collecting Data for 

a Theatre Trip

Why do you 
need the 

data?

What data do 
you need?

When is it 
required and 
for how long? 

Where do 
you store the 

data?

Who has access 
to the data?

How will you 
destroy the 

data?

For the theatre trip 
you collect a list of all 
members who will be 
attending to manage 

who is going

You hold the first name, 
surname, email address, contact 

phone number, CSSC number, 
gender, dietary / medical 

requirements, Next of Kin name 
and contact number

PRE-TRIP: Advertising of the event 
begins one month prior to the trip, so 

you collect and hold this list during this 
period. 

POST-TRIP: It is recommended that you 
keep ONLY the membership number 

and name in case of any need for this, 
for up to 12 months (maximum). Any 
further information can be gathered 

from the members database 

This trip is being run with 
one other volunteer who 

also has access to the 
data. He/she will store 
this securely on their 

laptop.
You store the data on 

your laptop SECURELY, 
as a password protected 

file

If you have a valid reason to 
retain the data for a period of 

time, you will DELETE all 
unnecessary information. The file 

will be completely DESTROYED 
when no longer required



Volunteer Guidance Example - Holding / Collecting Data for 

a Prize Draw

Why do you 
need the 

data?

What data do 
you need?

When is it 
required and 
for how long? 

Where do 
you store the 

data?

Who has access 
to the data?

How will you 
destroy the 

data?

You will be compiling a list 
of members who enter the 
prize draw so the winner(s) 

can be selected and 
contacted

You will be emailing the 
winners. Therefore the full 
name, CSSC Number and 

email address are the ONLY 
pieces of data required

You will share this data 
with 1 colleague who will 
also store it securely on 

their laptop as a 
password protected file You store the data on 

your laptop SECURELY, 
as a password protected 

file

PRE-DRAW: You are conducting the draw 
this weekend, so you only need it for a 

day or two before the draw, and until the 
winners are notified. 

POST-DRAW: It is recommended that you 
keep ONLY the membership number and 
name in case of any need for this, for up 

to 6 months (maximum). Any further 
information can be gathered from the 

members database 

If you have a valid reason to 
retain the data for a period of 

time, you will DELETE all 
unnecessary information. The file 

will be completely DESTROYED 
when no longer required



Volunteer Guidance – Handling a Personal Data Breach

The following slides will outline:

a) What is a personal data breach?

b) Why is it important and what types of data does it apply to?

c) What to do in the event of a personal data breach?



Volunteer Guidance – Handling a Personal Data Breach

What is a Personal Data Breach?
A personal data breach is any event that has the potential to affect the confidentiality of personal data held by CSSC 
in any format.  Personal data security breaches can happen for a number of reasons, including:

a) The disclosure of confidential data to unauthorised individuals.

b) The loss or theft of portable devices or equipment containing identifiable personal data, e.g. PC’s, USB, mobile 
phones, laptops, disks etc.

c) The loss, theft, or careless disposal of paper records

d) Inappropriate access controls allowing unauthorised use of information

e) A suspected breach of the IT security e.g. unauthorised access to computer systems, hacking, viruses, other 
security attacks, or leaving computer screens unlocked with confidential information on view. 

f) Records altered or deleted without authorisation from the data ‘owner’

g) Breaches of physical security e.g. Forcing of doors or windows into secure room or filing cabinet containing 
confidential information

h) Confidential information left unlocked in accessible areas

i) Misdirected emails, faxes or publications on the internet, containing identifiable personal data



Volunteer Guidance – Handling a Personal Data Breach

Why is it important?
• There are serious financial and legal repercussions of data breaches under GDPR. Particularly for the 

more serious breaches there are immediate and stringent reporting requirements. In essence, the 
Information Commissioner’s Office (ICO) will have to be informed within 72 hours by the Data 
Protection Office (DPO) of a serious personal data breach occurring.

What types of data does this apply to?
This applies to:

• all personal data created or received by CSSC in any format (including paper records) whether used 
in the meeting place, stored on portable devices and media, transported from the meeting place 
physically or electronically or accessed remotely

• Personal data held on CSSC IT systems

• Any other IT systems on which CSSC data is held or processed



Volunteer Guidance – Handling a Personal Data Breach

What to do in the event of a personal data breach?

• Identification and initial assessment of the incident

• Important :  The ICO will have to be informed within 72 hours by the 
DPO of a serious breach occurring

• Email Head office at databreach@cssc.co.uk with details of the breach 
using the personal data breach notification form (found below)

mailto:databreach@cssc.co.uk


Volunteer Guidance – Requesting Data from Head Office

• Guidance to assist volunteers with requests for new data from 
Head Office

• Creation of a document for volunteers to complete with their 
requests for data - see ‘Volunteer Guidance – Data Request 
Proforma’

• The proforma also includes a section for back office 
completion, with a decision to be made whether to provide 
the data or not



Volunteer Guidance – Requesting Data from Head Office

• When REQUESTING data from Head Office, volunteers will 
need to complete the following questions:

Question Information

Why do you need the data? Provide a clear business reason for requesting the data 
from Head Office

What data do you need? Be as specific as possible and request only the minimum 
amount in order to complete your task

When is it required and for how long? Be clear about when you require the data and for how 
long you plan to keep it

Where will you store the data? Provide information about where you will store the data

Who will have access to the data? Be specific about who will have access to the data

How will you destroy the data? Provide details of the plan to destroy the data



Volunteer Guidance – Requesting Data from Head Office

• When RECEIVING data requests, Head Office will consider the 
following:

Question Information

Why does the volunteer need the data? Has a clear and acceptable business reason been provided for requesting the 
data?

What data is required? Have they been specific about exactly what data is required, and is this the 
minimum amount required? If you feel they have asked for more than they 
require, contact them to suggest why a more restricted amount could be 
provided

When is it required and for how long? Is it clear from the request WHEN they need it and HOW LONG it will be 
needed?

Where will you store the data? Are they clear about where the data will be stored?

Who will have access to the data? Have details been clearly provided about who will have access to the data?

How will they destroy the data Have they provided clear information about how they will destroy the data?


