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GDPR Data Security FAQ  

for CSSC Volunteers 

 

Email Use 

Emailing groups of people 

Please use the affiliate comms service at HO for sending out emails to large groups of people.  

Otherwise please ensure you use the bcc function not the cc function so email addresses are 

prevented from being viewed by others 

I don’t use our CSSC email account but one from another provider (such as Hotmail or Gmail).  Is 

this okay? 

All email communications on our behalf should be via your CSSC email account.  If this not 

practicable (ie. not yet provided) please speak to the Volunteer Team Leader for your area. 

Why should we use our CSSC email account?  

CSSC email accounts are managed securely and so meet the ICO’s requirements.  We cannot verify 

the security of information in other accounts.  Recipients may also be confused about whether an 

email via another account (such as Hotmail) is genuinely from a CSSC volunteer and if they are wary 

of identity theft, may not want to open it. 

All emails in old accounts should be deleted so we are sure personal information about our people is 

not held anywhere but in our own managed systems. 

I have one password for all my files and documents.  Should I have a different password for each? 

It is fine to have a single, strong password for all files and documents held on your own computer, as 

long as only you have access to this password.  Strong passwords should consist of a phrase that 

includes symbols, numbers and letters.  Avoid birthdays or other special dates, names or family 

members or your address. 

Why does Head Office now send out the newsletters? 

It is important to use the Affiliate Communications service at Head Office for sending out 

newsletters so we can ensure that we abide by member’s contact preferences and only send out to 

those who have opted into communications from CSSC.  The HO database is the authoritative record 

on recorded contact preferences. 

Data storage and Sharing 

I have contact lists in hard copy and electronically kept at home, some going back many years.  

What do I do with them? 

Old contact lists containing personal information that are no longer current or in use must be 

permanently deleted ie. deleted from files and then recycle bin emptied or, if in paper form 

shredded or burned before recycling. 
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Details held on paper should be locked away in a place with no public access, and held in an 

electronic file should be stored on your computer’s hard drive and must be password protected.  

I have contact lists in hard copy and electronically kept at home.  How do I handle (process) them? 

Whenever you send information out to your contacts you must use the affiliate comms service at 

HO.  This will keep information secure as well as making sure we do not contact people who no 

longer wish to receive information from us.  If it is necessary for you to hold data, please ensure: 

• Details held on paper should be locked away in a place with no public access. 

• Lists held in an electronic file should be stored on your computer’s hard drive. 

• The file should be password protected if your computer is not encrypted.   

Updating Personal Preferences 

Can I update members’ contact preferences on the website? 

This must only be done by members themselves.  

Data Breach and Subject Access Request 

What happens if there is a data breach? 

If you think there could have been a data breach, even if it is a possibility, please tell us straight 

away.  By law we have to deal with these  quickly so do not delay and email databreach@cssc.co.uk . 

How do I respond to a subject access request? 

If you receive a Subject Access Request, do not reply and please notify adrienne.davies@cssc.co.uk 

within 24 hours who will advise on next steps. 
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