
   
 

Copyright © 2018 Beauty Directors Club  beautydirectorsclub.com 

Am I a data controller or a data processor? 
 
The GDPR will apply to data ‘controllers’ and ‘processors’. In general, processing is defined as any 
operation performed on personal data, such as storing, collecting, recording, organising, sharing, 
erasure, consulting, etc. A controller is a data processor too, but they will also decide the purpose of 
the data processing activities. 
For example, if you’re a small business offering a plumbing service and your customer details are 
managed using a contacts management app on your phone, hosted by a third party, this would 
generally make you the controller and the third party the processor. If on the other hand, you 
manage all of your data on a spreadsheet you’ve built yourself, you’re both controller and processor. 
 
If you’re a data processor 
 
For processors, the GDPR carries a specific set of legal obligations some of which will require you to: 

• Keep up-to-date personal data records and details of your processing activities and 
categories, including details of your ‘data subject categories’ (customers, employees, 
suppliers, etc), the categories of processing carried out (transferring, hosting, altering 
receiving, disclosing, etc) 

• Keep details of any transfers to countries outside the European Economic Area (EEA) 
• Implement appropriate security measures, which may include pseudonymisations and 

encryption, and prove you’re regularly testing these measures. 
• Be ready with a general description of the technical and organisational security measures 

you keep in place. 
If responsible for a breach, you’ll definitely have more legal liability than under the DPA. If a data 
subject, (maybe one of your customers), has suffered as a result of a data breach, they could make a 
claim against the data processor directly. 
As a data processor, the level of fine imposed will reflect how serious the consequence of your 
failure to comply with your obligations placed on you by the GDPR are, or how much you followed or 
fail to follow the instructions of your data controller. You will have additional penalties imposed if 
you fail to report the breach within the given time frame (a maximum 72 hours). 
As well as this, if you’re a data processor and have paid compensation that the controller is partly or 
fully responsible for, you may be entitled to claim back the relevant damages from the controller 
themselves if you have a contract in place that states this. 
 
If you’re a controller 
 
All controllers are by nature also processors and therefore subject to the same basic requirements. 
As a controller, the GDPR places obligations on you and your business to ensure any contracts you 
have with processors are compliant. Take a look at the section for processors above – it may be 
worth checking that their security measures and processes are GDPR-compliant before signing or 
renewing any contract. 
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