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Privacy Notice for Members of Constituent Associations and Crew
Members on board Vessels Undertaking Work for SFFSL

WHAT IS THE PURPOSE OF THIS DOCUMENT?

SFF Services Limited (SFFSL) is committed to protecting the privacy and security of your personal information.

This privacy noticedescribes howwe collectand use personal information aboutyou inaccordancewith the General Data
Protection Regulation (GDPR).

SFFSL is a “data controller”. This means thatwe areresponsiblefor decidinghow we hold and use personal information about
you. We are required under data protection legislation to notify you of the information contained in this privacy notice.

This notice applies to members of Scottish Fishermen’s Federation Constituent Associations and crew members on board

vessels undertaking work for SFFSL. We may update this notice at any time but if we do so, we will provide you with an
updated copy of this notice as soon as reasonably practical.

It is important that you read and retain this notice, together with any other privacy notice we may provide on specific
occasions when we are collecting or processing personal information about you, so that you are aware of how and why we
are using such information and what your rights are under the data protection legislation.

DATA PROTECTION PRINCIPLES

We will comply with data protection law. This says that the personal information we hold about you must be:
1. Used lawfully, fairlyandinatransparentway.

2. Collected onlyfor valid purposes thatwe have clearly explained to you and not used inany way thatis incompatible
with those purposes.

3. Relevant to the purposes we have told you about and limited only to those purposes.
4. Accurate and kept up to date.
5. Kept onlyas longas necessary for the purposes we have told you about.

6. Kept securely.
THE KIND OF INFORMATION WE HOLD ABOUT YOU
Personal data, or personal information, means anyinformation about anindividual fromwhich that person can be

identified. It does not include data where the identity has been removed (anonymous data).

There are “special categories” of more sensitive personal data which requirea higher level of protection, such as
information abouta person’s health.
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We will collect, store, and use the following categories of personal information about you:

e Personal contact details such as name, title, addresses, telephone numbers, and personal email addresses.
e Date of birth.

¢ Nationality.

e Training certificate details, records and rank.

e Next of kin and emergency contact information.

e Prescription medication details.

e ENG1 or other medicals.

e Constituent Association of which you are a member.

e Vessel name, PLN and agent, if applicable.

HOW IS YOUR PERSONAL INFORMATION COLLECTED?

We collectpersonal information about members of our constituent organisations either directly from the members or from
the constituent organisations. We may sometimes collectadditional information fromthird parties including:vessel agents,
training providers/certifying bodies and medical practices.

HOW WE WILL USE INFORMATION ABOUT YOU

We will only useyour personal information when the law allows us to. Most commonly, we will useyour personal
informationinthe followingcircumstances:

1. Where we need to perform the contractwe have entered into with you.
2. Where we need to comply with a legal obligation.

3. Where itis necessaryforour legitimateinterests (or those of a third party) and your interests and fundamental rights
do not overridethose interests.

We may alsouseyour personal informationin the followingsituations, which arelikelyto be rare:
1. Where we need to protect your interests (or someone else’s interests).

2. Where itis needed inthe publicinterestor for official purposes.

Situations in which we will use your personal information

We need all the categories of information in the list above primarily to allow us to comply with legal obligations. In some
cases wemay useyour personal information to pursuelegitimateinterests of our own or those of third parties, provided your
interests and fundamental rights do not override those interests. The situationsin which we will process your personal
information are listed below.

e Maintaining a database.

e Forvessel inspection reports.

e For preparing contractual documents for SFFSL vessel work.

e For preparingsailing crew lists for SFFSL vessel work.
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e Provision of information to Clients/Marine Scotland/Coastguard.
e Invitations to SFFSL events.

e Distributing equipment.

e To arrange Fisheries Observer trips and obtain feedback.

e Inrelation to Guard/Chase/Trawl Sweep/Other Vessel contracts.

If you fail to provide personal information

If you fail to provide certain information when requested, we may be prevented from complying with our legal obligations
(such as to ensure the health and safety of workers or others).

Change of purpose

We will only useyour personal information for the purposes for which we collected it, unless we reasonably consider thatwe
need to useitfor another reason and thatreason is compatible with the original purpose. If we need to use your personal
information for an unrelated purpose, we will notify you and we will explain the legal basis which allows us to do so.

Please note that we may process your personal information without your knowledge or consent, in compliance with the
above rules, where this is required or permitted by law.

HOW WE USE PARTICULARLY SENSITIVE PERSONAL INFORMATION
”Special categories” of particularly sensitive personal information require higher levels of protection. We need to have
further justification for collecting, storingand usingthis type of personal information. Wehave in placean appropriate
policy document and safeguards which we are required by lawto maintain when processingsuch data. We may process
special categories of personal informationin the following circumstances:
1. In limited circumstances, with your explicitwritten consent.

2. Where we need to carryout our legal obligations or exerciserights in connection with employment.

3. Where itis needed inthe publicinterest,such as for equal opportunities monitoring.

Our obligations with sensitive personal information
We will use your particularly sensitive personal information in the following ways:

e To assess your fitness to work on certain projects to meet Client requirements.

e To assess your fitness to work if selected for random drugs and alcohol testing.

Do we need your consent?

We do not need your consent if we use special categories of your personal informationin accordance with our written policy
to carryout ourlegal obligations or exercisespecific rights in thefield of employment law. In limited circumstances, we may
approach you for your written consent to allow us to process certain particularly sensitivedata. If we do so, we will provide
you with full details of the information that we would like and the reason we need it, so that you can carefully consider
whether you wishto consent. You should be aware that itis not a condition of your contract with us that you agree to any
request for consent from us.
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INFORMATION ABOUT CRIMINAL CONVICTIONS
We do not envisage that we will hold information about criminal convictions.
AUTOMATED DECISION-MAKING

We do not envisagethat any decisions will betaken about you using automated means, however we will notify you in writing
if this position changes.

DATA SHARING

We may have to shareyour data with third parties, including third-party service providers and other entities in the group.
We requirethird parties to respect the security of your data andto treatitinaccordancewiththe law.
We may transfer your personal information outsidethe EU.

If we do, you can expect a similar degree of protection inrespect of your personal information.

Why might you share my personal information with third parties?

We will share your personal information with third parties where required by law, where itis necessary to administer the
working relationship with you or where we have another legitimate interest in doing so.

Which third-party service providers process my personal information?

“Third parties” includes third-party service providers (including contractors and designated agents) and other entities within
our group. The following third-party service providers process personal information about you for the following purposes:
Clients as a contracting party; Marine Scotland for fisheries management purposes; Vessel Agents to ensure consistency of
information; the Coastguard and Emergency Services for the purposes of health and safety; and foreign tax authorities for
compliance purposes.

How secure is my information with third-party service providers and other entities in our group?

All our third-party service providers and other entities in the group arerequired to take appropriate security measures to
protect your personal information in line with our policies. We do not allow our third-party service providers to use your
personal data for their own purposes. We only permit them to process your personal data for specified purposes and in
accordance with our instructions.

What about other third parties?

We may also need to share your personal information with a regulator or to otherwise comply with the law.

Transferring information outside the EU

We may transfer the personal information we collectabout you to the followingcountries outside the EU: United States of
America,in order to perform our contractwith you. There is notan adequacy decision by the European Commissionin respect

of that country. This means that the country to which we transfer your data are not deemed to provide anadequate level of
protection for your personal information.
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However, to ensure that your personal information does receive an adequate level of protection we have put in place the
following appropriate measures to ensure that your personal information is treated by those third parties in a way thatis
consistentwith and which respects the EU and UK laws on data protection: model clauses.|fyourequirefurther information
about these protective measures, you can request it from our Data Privacy Manager.

DATA SECURITY

We have putinplacemeasures to protect the security of your information. Details of these measures are availableupon
request.

Third parties will only process your personal information on our instructions and where they have agreed to treat the
information confidentially and to keep it secure.

We have putinplaceappropriatesecurity measures to prevent your personal information frombeing accidentally lost, used
or accessedinan unauthorised way, altered or disclosed.Inaddition, we limitaccess to your personal information to those
employees, agents, contractors and other third parties who have a business need to know. They will only process your
personal information onour instructions and they are subjectto a duty of confidentiality. Details of these measures may be
obtained from our Data Privacy Manager.

We have put in place procedures to deal with any suspected data security breach and will notify you and any applicable
regulator of a suspected breach where we are legally required to do so.

DATA RETENTION
How long will you use my information for?

We will only retain your personal information for as longas necessary to fulfil the purposes we collected it for, including for
the purposes of satisfyinganylegal,accounting, or reporting requirements. Details of retention periods for different aspects
of your personal information areavailablein our retention procedure whichis availablefrom the Data Privacy Manager. To
determine the appropriateretention period for personal data, we consider theamount, nature, and sensitivity ofthe personal
data, the potential risk of harm fromunauthorised useor disclosure of your personal data, the purposes for which we process
your personal data and whether we can achievethose purposes through other means, and the applicablelegal requirements.

RIGHTS OF ACCESS, CORRECTION, ERASURE, AND RESTRICTION
Your duty to inform us of changes

It is important that the personal information we hold about you is accurate and current. Please keep us informed if your
personal information changes during your working relationship with us.

Your rights in connection with personal information
Under certain circumstances, by law you have the right to:

e Request access to your personal information (commonly known as a “data subject access request”). This enables you
to receive a copy of the personal information we hold about you and to check that we are lawfully processing it.

¢ Request correction of the personal information that we hold about you. This enables you to have any incomplete or
inaccurate information we hold about you corrected.

¢ Request erasure of your personal information. This enables you to ask us to delete or remove personal information
where there is nogood reason for us continuingto process it. You also havetherightto ask us to delete or remove your
personal information where you have exercised your right to object to processing (see below).
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e Object to processing of your personal information where we are relying on a legitimate interest (or those of a third
party) and there is something about your particular situation which makes you want to object to processing on this
ground. You also have the right to object where we are processing your personal information for direct marketing
purposes.

e Request the restriction of processing of your personal information. This enables you to ask us to suspend the processing
of personal information aboutyou, for example if you want us to establishits accuracy or thereason for processing it.

¢ Request the transfer of your personal information to another party.

If you want to review, verify, correct or request erasure of your personal information, object to the processing of your
personal data, or request that we transfer a copy of your personal information to another party, please contact the Data
Privacy Manager in writing.

No fee usually required

You will nothave to pay a fee to access your personal information (or to exerciseany of the other rights). However, we may
charge areasonablefee if your request for access is clearly unfounded or excessive. Alternatively, we may refuse to comply
with the request in such circumstances.

What we may need from you

We may need to request specificinformation fromyou to help us confirm your identity and ensure your right to access the
information (or to exercise any of your other rights). This is another appropriate security measure to ensure that personal
information is not disclosed to any person who has no right to receive it.

RIGHT TO WITHDRAW CONSENT

In the limited circumstances where you may have provided your consent to the collection, processing and transfer of your
personal information for a specific purpose, you have the right to withdraw your consent for that specific processingatany
time. To withdraw your consent, pleasecontactour Data Privacy Manager. Oncewe have received notification thatyou have
withdrawn your consent, we will no longer process your information for the purpose or purposes you originally agreed to,
unless we have another legitimate basis for doing soin law.

DATA PRIVACY MANAGER

We have appointed a Data Privacy Manager to oversee compliancewith this privacy notice. If you have any questions about
this privacy notice or how we handleyour personal information, pleasecontactthe Data Privacy Manager.You have the right
to make a complaintat any time to the Information Commissioner’s Office (ICO), the UK supervisory authority for data
protection issues.

CHANGES TO THIS PRIVACY NOTICE

We reserve the right to update this privacy notice at any time, and we will provideyou with a new privacy notice when we
make any substantial updates. Wemay also notify you in other ways from time to time about the processingof your personal
information.

If you have any questions about this privacy notice, please contact our Data Privacy Manager at s.gove @sff.co.uk or +44
(0)1224 646966.
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