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Overview

Most developments that pose a threat to a company can be controlled through routine channels and procedures
but there are situations that require rapid and far-reaching action by management to avert significant damage to
the organization. An emergency can strike anytime, anywhere and significantly affect everyone and every aspect of
the business cycle.

Crisis management is an organization’s established guidelines for preparing and responding to emergency events in
a safe and effective manner. A crisis management plan allows an organization to react and be better prepared to
handle unforeseen events that may cause damage to the organization. The plan should be designed to effectively
coordinate resources to protect consumers and the business interests of organizational members following a major
crisis. Investment in the form of management leadership, commitment, and financial support is necessary to have a
realistic and executable crisis management plan.

Definitions

A Crisis can be defined as an unexpected set of circumstances, which represents an immediate and significant threat
to a company, the consumers of its products, employees and/or community. This may include threats to products
or services, damage to public image and reputation of a company or its products, or disruption of the alcoholic
beverage production process.

The development of a set of model procedures that can be followed in the event of a crisis or escalating incident
helps characterize key responsible individuals, command and control decision points, action items and external
communications strategies.

The purpose of these guidelines is to provide a model process flow that can be followed in an escalating incident or
crisis related to issues of:

e alcoholic beverage contamination from agrichemical risk;

e alcoholic beverage contamination from physical, biological or (other) chemical risk;
e deliberate product tampering or extortion

e product fraud

No single set of guidelines can claim to cover all possible circumstances. While every crisis is different, they share to
some extent the characteristic of surprise, insufficient information when it is most needed, intense scrutiny from
regulators and outsiders and the disruption of regular-decision making processes. As such it is important that each
company or industry body develop their own Crisis Management Plan that takes into account local circumstances
and legislative obligations.

Crisis Management Plans should set out tasks to be carried out before, during and after a crisis. At times of crises,
it is essential that individuals understand their specific responsibilities. The Crisis Management Team must drive all
decision making toward achieving two essential outcomes:

e Policy actions to fix the problem
e Communication actions to keep the public, media and stakeholders informed of what you are doing
and why.

The Crisis Management Team should be a cross-functional team of company’s executive management
encompassing legal, communications, marketing, operations, financial and technical functions. They will collectively
evaluate potential incidents and determine the appropriate course of action, involve the relevant authorities when
appropriate, minimize or eliminate any danger to consumers and to the employees, assets and reputation of the
company.

In the event of a crisis expanding in scope outside the corporate/company concern, due consideration should be

given to the briefing and involvement of your national industry association or FIVS to assist in any key
communication strategy to protect industry reputation and maintain consumer assurance.
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EXTORTION / PRODUCT TAMPERING
THREAT

Receipt of Communication

4 Y Y Y Y \ 4
Telephone Mail Email Via Authorities Via Media Via Retail
- direct to designated - keep handling to a - The exact time of - Police will make - a precedure should - Advice of potential
individual minimum and isolate receipt, time and initial contact with be developed to tampering may come
-time, content of as evidence date sent and the company. The ensure that all from a trading
threat, line number, - seek police advice address of both head of the Crisis contacts from the partner. Such
accent, sex should be immediately on sender and recipient Management Team media are directed contact should be
recorded handling procedure should be written should be informed to designated and referred immediately
- caller should be -place in manila down. immediately. media trained to the designated
kept on line as long folder (not plastic), - provide a copy to - Aonfidentiality members of the member of the Crisis
as possible and not do not seal the company Cnisls must be maintained Crisis Management Management Team.
put on hold - record date/time of Management Team and all relevant Team immediately.
-obtain as much persons who have - do not delete from information
detail as possible to handled evidence recipients computer recorded.
nature of threat -keep secure - print out back up
copy

1

i}

Initial Assessment Conducted by
key members of Company Crisis
Management Team

y

A
Investigation of threat

Convene Whole Company Crisis <
Management Team « | Place Stock On Hold
|- Conduct Track & Trace of Supply

Y

Involve Authorities through Crisis
P Reference Group

Chain for volumes/distribution
- Undertake investigation for

packaging breaches
- Undertake investigation for > No Crisis
contamination ~ adopt normal procedures
- follow up if required
- file and record incident
A

Verification of Crisis

1. Communications Strategy
- Before: company spokesperson & trade/government liaisons identified & trained
- During: ensure all media & trade enquiries channelled to spokesperson or designated

A

liaison

- After: debrief staff and affected customers/trade, assess the need for ongoing support

2. Activate Recall Procedures

3. Notification of relevant Government Authorities Revlew;r;g il
3. Notification of Trading Partners (where appropriate)

4. Notification of Public & Consumers (where appropriate) 7

5. Briefing to relevant Industry Associations (National & FIVS)

Y Y
Crisis not
Crisis Resolved resotved
Y
Crisis Debrief
Follow Up
File & Record
Review Crisis Management Plan
Implement Market PR & Resupply Plan
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PRODUCT FRAUD
Market/Trade Intelligence or
Notification from Authorities
I
Y Y Y Y
Counterfeiting Substitution Dilution Grey Market/Theft
- copies of wine - authorised original - supplied bulk wine - stolen product
packaging (labels, packaging but Intentionally diluted supplied into market
bottles, closures, diversion of intended with water or - product intended
barcodes) bulk wine and another grape for one market sold
- unauthorised replacement with product outside into another without
original packaging unauthorised bulk permitted GMP rules authorisation and
materials utilised but wine may breach food
substituted wine - intentional supply legislation for
of bulk wine/grapes composition or
with different labelling
provenance, varietal
or vintage than
contracted
Initial Assessment Conducted by
key members of Company Crisis
Management Team
A
1e Whole Company Crisis |« K taation of i »| Involve Authorities through Crisis
Plsogarnant Taso - Conduct Track & Trace of Supply |« Ratamice Ghoty
Chain for volumes/distribution
- Undertake investigation for
packaging integrity
- Undertake Investigation for i
formulation integrity No Crisls
{contamination, MRLs, ~ adopt normall proc_edures
dacumentation trail, statutory - follow up if regu!red
declarations, analysis) - file and record incident
A
Verification of Crisis

1. Communications Strategy

- Before: company spokesperson & trade/government liaisons identified & trained

- During: ensure all media & trade enquiries channelled to spokesperson or designated

liaison

- After: debrief staff and affected customers/trade, assess the need for ongoing support

2. Activate Recall Procedures !
d d

3. Notification of relevant Government Authorities Rewew;r;namen

3. Notification of Trading Partners (where appropriate)

4. Notification of Public & Consumers (where appropriate) 7

5. Briefing to relevant Industry Associations (National & FIVS)

3

Y Y
Crisis not
Crisis Resolved et
Y
Crisis Debrief
Follow Up
File & Record
Review Crisis Management Plan
Implement Market PR & Resupply Plan
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AGROCHEMICAL CONTAMINATION
RISK

Reports of agrochemical
residues in finished wine

Y

Confirm MRL in country of sale/
report,

A4

Request/Review data
(published/unpublished)

h 4

Review
1. Are the results from an accredited laboratory?
2. Was analysis conducted according to compendia test
methods and/or validated test methods?
3. Can the integrity of test samples be questioned or were they
at risk of adulteration?
4.5 the Interpretation of the data correct?
5. Can additional independent analysis be undertaken to
replicate results?

Concern
bstantiated

Investigation
1.!dentify affected wine parcels,
packaged stock Lots
2. Check agricultural spray diaries
3. Check grape intake analysis
4, Test wine retention samples
5. Seek independent analysis

A 4
Confirmation of Issue

1. Evaluate Health Risks

2, Prepare communication strategy

3. Activate Recall/Withdrawal

No
ubstantiatio

Follow Up
1. Consider testing retention samples
as further evidence
2. Prepare communication strategy
3. Brief national industry association

Protocols & relevant government
authority

4, Brief national industry association
for local management

5. Brief FIVS for international
management

6. Review Quality Management
Systems
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Disputed Outcome
1. Prepare communication strategy
2. Brief any relevant government
authority
3. Brief national industry association
for local management
4. Brief FIVS for any international
enquiries
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PHYSICAL OBJECT/CHEMICAL/

MICROBIOLOGICAL CONTAMINATION RISK

Reports of contamination in
finished wine

v 1 v
Legitimate Winemaking pobantial psickin/olyect Exogenous substance/
co 5 from packaging material 2 5 ”
Additive or Processing z object/pest/microbial
Aid? or wine production contamination
) environment
h 4
Review

1. Accredited laboratory
certified for relevant test
method or identification?

2.Validated test methods
3. Integrity of samples

4. Correct Interpretation
of data

Verification and
replication by retention
samples

Isolated incident
1. Communication
P strategy for costumer

y

Does it consistently
exceed known legal
MRL's or limits of
addition or presence?

relationship
2. Review GMP/HACCP

Not exceeding limits
. | 1.No action

4

Does It pose serious
acute health risks to
consumers?

7| 2.Review GMP/HACCP

No Health Risk to

Y

Potential Health Risk to Consumers

1. Evaluate Health Risks

2. Prepare communication strategy
3. Activate Recall/Withdrawal Protocols & relevant

gavernment authority

4. Brief national industry association for local

management

5, Brief FIVS for International management
6. Review Quality Management Systems

Y

Consumers

No Health Risk

1. Perform track & trace to document
volume of wine affected

2. Evaluate likely stock turnover rate

3. Prepare communication strategy

4 Work with relevant government authority
to determine whether no action/limited
trade withdrawal/consumer recall most
appropriate strategy.

5. Review Quality Management Systems
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