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1	Definitions and Interpretation
1.1 In these terms and conditions, unless the context otherwise requires, the following words and phrases shall have the following meanings:
1.1.1 “Advance HE Data”: the (i) Personal Data (as defined in clause 13.1) and (ii) the data, text, diagrams, images or sounds (together with any database made up of these) which are embodied in any electronic, magnetic, optical or tangible media, and which are:
(a)	supplied to the Associate by or on behalf of Advance HE; and/or
(b)	which the Associate is required to generate, process, store or transmit pursuant to this Contract;
1.1.2 “Advance HE Requirements”: the instructions, requirements, policies, codes of conduct, guidelines, forms (including, but not limited to the Conflict of Interest form) and other documents of Advance HE notified to the Associate;
1.1.3 “Associates Handbook”: A resource guide providing Associates with information about Advance HE (including key contacts), the Associate role (incl. roles and responsibilities, key terms and conditions, and payment policy) and the delivery management process;;
1.1.4 “Background IPR”: any Intellectual Property Rights in items or materials developed and owned by the Associate or any third party and which were pre-existing prior to the Commencement Date or were developed by the Associate independently from Advance HE including without limitation the items listed as identified Background IPR at Schedule 1; 
1.1.5 “Business Opportunities”: any opportunities which the Associate becomes aware of during the Term which relate to the business of Advance HE or which the Senior Leadership Team at Advance HE reasonably considers might be of benefit to Advance HE;
1.1.6 “Commencement Date”: as defined in the Letter;
1.1.7 “Confidential Information”: any information which has been designated as confidential by either party in writing or that ought to be considered as confidential (however it is conveyed or on whatever media it is stored) including but not limited to information which relates to the business, affairs, finances, properties, assets, trading practices, Services, products, marketing, developments, trade secrets, technical data, Intellectual Property Rights, know-how relating to the business of Advance HE, personnel, and customers of Advance HE or the Associate (as the case may be), information that the Associate creates, develops or receives or obtains in connection with this Contract and all personal data and sensitive personal data within the meaning of the Data Protection Legislation, which is in each case provided or obtained by one party, to or for the other party. For the avoidance of doubt, any information that is shared by Advance HE to the Associate shall be deemed Confidential Information, unless explicitly deemed otherwise;
1.1.8 “Associate”: as defined as the Advance HE Associate in the Letter;
1.1.9 “Associate’s Equipment”: any equipment, including tools, systems (including laptops), cabling or facilities provided by the Associate or the Associate’s Sub-Contractors and used directly or indirectly in the supply of the Services which are not the subject of a separate agreement between the parties under which title passes to Advance HE;
1.1.10 “Associate’s Sub-Contractor”: a sub-contractor permitted in accordance with clause 21;
1.1.11 “Control”: the ability to direct the affairs of another party whether by virtue of the ownership of shares, contract or otherwise (and “Controlled” shall be construed accordingly);
1.1.11	“Data Protection Legislation” shall mean the DPA, the UK GDPR, and any other laws relating to the protection of personal data and the privacy of individuals;
1.1.12	“Deliverables”: deliverables described at Schedule 1 of the Letter including (without limitation) any and all materials, documents, designs, presentation materials, products, data, information, devices, processes, reports, graphics, logos, hardware, software or other material to be provided by the Associate to Advance HE as part of the Services, whether part of the specific deliverables listed at Schedule 1 or otherwise and which are in any physical form or electronic media;
1.1.13 “DPA” means the UK Data Protection Act 2018, as revised and superseded from time to time;
1.1.14 “End Date”: as defined in the Letter;
1.1.15 “Equality Legislation”: any and all legislation, applicable guidance and statutory codes of practice relating to diversity, equality, non-discrimination and human rights as may be in force from time-to-time in 
England and Wales or in any other territory in which, or in respect of which, the Associate provides the Services;
1.1.16 “UK GDPR” means a revised version of Regulation (EU) 2016/679 (General Data Protection Regulation), which comes into force in the UK upon exit from the European Union on 1 January 2021 by virtue of the Data Protection, Privacy and Electronic Communications (Amendments etc.) (EU Exit) Regulations 2019;
1.1.17 “Good Industry Practice”: the exercise of that degree of care, skill, diligence, prudence, efficiency, foresight and timeliness which would be reasonably expected at the time of relevant performance from a leading and expert consultant, consultancy or business of services similar to the Services to a customer like Advance HE, such consultant, consultancy or business seeking to comply with its contractual obligations in full and complying with all applicable laws;
1.1.18 “Intellectual Property Rights”: any copyright and related rights, patents, rights to inventions, registered designs, database rights, design rights, topography rights, trade marks, service marks, trade names and domain names, trade secrets, rights in unpatented know-how, rights of confidence and any other intellectual or industrial property rights of any nature including all applications (or rights to apply) for, and renewals or extensions of such rights and all similar or equivalent rights or forms of protection which subsist or will subsist now or in the future in any part of the world;
1.1.19 “Letter”: the letter sent by Advance HE to the Associate detailing the Services to be provided; 
1.1.20 “Malicious Software”: any software program or code intended to destroy, interfere with, corrupt, or cause undesired effects on program files, data or other information, executable code or application software macros, whether or not its operation is immediate or delayed, and whether the malicious software is introduced wilfully or without knowledge of its existence;
1.1.21 “Schedule 1”: the Statement of Work appended to the Letter;
1.1.22 “Services”: as defined in the Letter;
1.1.23 “Term”: as defined in the Letter; and
1.1.24 “Working Day”: a day (other than a Saturday or Sunday or public holiday) on which banks are generally open for business in London.
1.2 In this Contract, unless otherwise indicated, references to clauses and Schedule(s) are to the clauses and Schedule(s) of this Contract. 
1.3 Where the words “include(s)” or “including”, or words of a similar nature, are used in this Contract, they are deemed to have the words “without limitation” following them and are illustrative and shall not limit the sense of the words preceding them.
1.4 Unless otherwise stated, a reference in this Contract to a statute or statutory provision is a reference to the relevant UK statute or statutory provision as it is in force during the Term, taking account of any amendment, extension, or re-enactment and includes any subordinate legislation made under such statute or statutory provision and in force during the Term.
1.5 In the event and only to the extent of any conflict between these terms and conditions and the Letter and/or Schedule 1, these terms and conditions shall prevail except where the Letter or Schedule 1 (as applicable) specifically states that its terms are to prevail over these terms and conditions.
1.6 The headings in this Contract are inserted for convenience only and shall not affect its construction. 
1.7 The Schedule(s) form part of this Contract and shall have effect as if set out in full in the body of this Contract. Any reference to this Contract includes the Schedule(s) and references to paragraphs are to paragraphs of the relevant Schedule.
1.8 Any obligation on a party not to do something includes an obligation not to allow that thing to be done.
1.9 A reference to writing or written includes fax.

2 Term and Scope of Contract 
2.1 Notwithstanding anything to the contrary elsewhere in this Contract, Advance HE shall be entitled to terminate this Contract by serving not less than 14 days’ written notice on the Associate.
2.2 If Advance HE terminates this Contract under clause 2.1 above, Advance HE shall reimburse the Associate for all reasonable costs which the Associate can demonstrate to Advance HE’s satisfaction (acting reasonably) are necessarily and properly incurred by the Associate in relation to the orderly cessation of the Services, including any commitments, liabilities or expenditure which are reasonably incurred, and would represent an unavoidable loss by the Associate by reason of the termination of this Contract.  For the avoidance of doubt: 
2.2.1 Advance HE shall not indemnify the Associate against, or otherwise be liable to the Associate for, loss of profit or any indirect or consequential loss arising out of such termination; and
2.2.2 Advance HE shall not in any case be liable to pay any sum under this clause 2.2 which, when taken together with any sums paid or due or becoming due to the Associate under this Contract, exceed the total Charges paid or payable under this Contract.

1. [bookmark: _Toc207776102][bookmark: _Toc207776250]Associate’s responsibilities
3.1 The Associate shall provide the Services in accordance with the timetable in Schedule 1 (and time for delivery of the Services shall be of the essence), and deliver the Deliverables to Advance HE:
3.1.1 with reasonable skill, care and ability in accordance with the terms of this Contract (and, in particular, Schedule 1); 
3.1.2 in accordance with Good Industry Practice; and
3.1.3 using its best endeavours to promote the interests of Advance HE, 
and the Associate shall allocate sufficient resources to the Services to enable it to comply with this obligation.
3.2 Advance HE shall be entitled to alter the mode of delivery from face-to-face to online and vice versa by serving no less than 14 days’ notice. If any changes in the Charges occur due to the aforementioned alteration, the Charges shall be amended accordingly. The Associate shall ensure that it has access to suitable equipment, software, and a stable internet connection to be able to deliver the Services both face-to-face and online. It is the sole responsibility of the Associate to be able to deliver the Services in the agreed format.
3.3 The Associate shall comply with, and complete and return any forms or reports from time-to-time required by Advance HE Requirements.
3.4 If the Associate is unable to provide the Services due to illness or injury, the Associate shall advise Advance HE of that fact as soon as reasonably practicable. For the avoidance of doubt, no fee shall be payable in accordance with clause 6 in respect of any period during which the Services are not provided.
3.5 Where interim/final report(s) (the “Report(s)”) form part or all of the Deliverables, the Associate shall ensure that each Report provided to Advance HE as part of the Services shall be clear, concise and written to a high standard of English and set out clear, unambiguous and reasoned conclusions.
3.6 The Associate shall use its best endeavours to verify the accuracy of all contents and data provided to Advance HE in the Report(s) referred to in this clause 3 (and any other data provided in connection with the Services) prior to submitting such data to Advance HE.
3.7 [bookmark: _Ref205894480][bookmark: _Ref211221415]The Associate shall:
3.7.1 [bookmark: _Ref172690328]observe, and ensure that, where applicable, the Associate’s Sub-Contractor observes, any applicable security policy or health and safety policy notified to the Associate and any reasonable verbal or written instructions or policies issued to the Associate at any time and shall comply with the legal requirements of any country in which the Services are being provided and, if the Associate fails to do so, Advance HE reserves the right to refuse the Associate (and where applicable, the Associate’s Sub-Contractor), access to Advance HE’s premises where such access is required to deliver the Services and/or to suspend the provision of the Services until such time as the Associate (and, where applicable, the Associate’s Sub-Contractor) is compliant with such policies, instructions or requirements and Advance HE shall not be required to pay the Charges in respect of the period of such suspension; and
3.7.2 before the date on which the Services are to start, obtain and at all times maintain and comply with all licences and consents required to enable the Associate to provide the Services in accordance with this Contract.
3.8 The Associate shall not at any time during the Term do or say anything which damages or which could reasonably be expected to damage the interests or reputation of Advance HE or its officers, employees, agents, contractors, funders or owners.
3.9 The Associate shall use all reasonable endeavours to ensure that in the performance of its obligations under this Contract it does not disrupt the operations of Advance HE, its employees or any other contractor engaged by Advance HE.
3.10 The Associate shall use all reasonable endeavours to ensure that it is available at all times on reasonable notice to provide such assistance or information as Advance HE may require.
3.11 The Associate warrants that the Associate’s Equipment shall be of satisfactory quality and fit for the purpose of providing the Services in accordance with this Contract. In the event Advance HE does not deem the Associate’s Equipment of satisfactory quality, the Associate shall, upon notice thereof from Advance HE, replace such equipment as soon as reasonably possible.
3.12 [bookmark: _Ref300904136]The Associate acknowledges that it:
3.12.1 has made and shall make its own enquiries to satisfy itself as to the accuracy and adequacy of any information supplied to it by or on behalf of Advance HE and has entered into this Contract in reliance on its own due diligence alone; and
3.12.2 has received sufficient information required by it in order to determine whether it is able to provide the Services in accordance with the terms of this Contract.
3.13 If requested by Advance HE, the Associate shall provide documentary evidence of their (and/or the Associate’s Sub-Contractors) eligibility to work in the UK.  Where applicable, Advance HE shall not be held responsible for securing work permits for the Associate’s Sub-Contractors who come from overseas.
3.14 Without relieving the Associate of its duty to deliver the Services, Advance HE reserves the right to refuse the Associate’s Sub-Contractors access to Advance HE's premises where, in Advance HE’s absolute discretion, such person’s behaviour is unacceptable or they do not have the requisite eligibility to work in the UK.
3.15 If required by Advance HE, the Associate shall replace the Associate’s Sub-Contractors that have not satisfied the requirements set out in clause 3.13 with another suitably qualified person and ensure that the provision of the Services continues without interruption in accordance with the terms of this Contract.
3.16 Unless specifically authorised to do so by Advance HE in writing, the Associate shall not:
3.16.1 have any authority to incur any expenditure in the name of or for the account of Advance HE; or
3.16.2 hold themselves out as having authority to bind Advance HE.
3.17 Nothing in this clause 3 shall operate to exclude fraud or fraudulent misrepresentation.
3.18 During the period commencing on the Commencement Date and ending six (6) months following the End Date, the Associate shall not, without Advance HE’s prior written consent, directly or indirectly (i) call upon, accept business from, or solicit the business of any person or company who is, or who had been at any time during the preceding twelve months, a customer or supplier of Advance HE, (ii) otherwise divert or attempt to divert any business from Advance HE, or (iii) interfere in any way with the business relationships between Advance HE and any of its customers, suppliers or others with whom it has a business relationship.

4 [bookmark: a267819][bookmark: _Toc242083844][bookmark: _Toc244068925]Quality, performance and recordings
4.1 The Associate shall comply with any quality assurance procedure and provide any feedback or other form of reporting in connection with the Services that is reasonably requested by Advance HE from time-to-time.
4.2 The Associate shall meet with representatives of Advance HE upon request to discuss matters relating to the Services and to review the quality of the Services and Deliverables provided.
4.3 Advance HE reserves the right to reject or require re-performance (at no additional cost to Advance HE) of any Services which are defective, or which are otherwise not in accordance with the requirements of this Contract. It is in the sole discretion of Advance HE to decide whether Services are not delivered in accordance with the requirements of this Contract.
4.4 Advance HE reserves the right to record and to request the recording of the delivery of the Services for the purposes of internal use and to share the recordings with its member institutions and customers. The Associate shall use all reasonable endeavours to ensure the ability to record the delivery of the Services upon receiving such request from Advance HE.

5 Status
5.1 The relationship of the Associate to Advance HE will be that of independent contractor and nothing in this Contract shall render the Associate or the Associate’s Sub-Contractors, an employee, worker, agent or partner of Advance HE and the Associate shall not hold itself out as such.
5.2 This Contract constitutes a contract for the provision of services and not a contract of employment and accordingly the Associate shall be fully responsible for and shall indemnify Advance HE for and in respect of:
5.2.1 any income tax, National Insurance and social security contributions and any other liability, deduction, contribution, assessment or claim arising from or made in connection with the performance of the Services, where the recovery is not prohibited by law. The Associate shall further indemnify Advance HE against all reasonable costs, expenses and any penalty, fine or interest incurred or payable by Advance HE in connection with or in consequence of any such liability, deduction, contribution, assessment or claim other than where the latter arise out of the Advance HE’s negligence or wilful default; and
5.2.2 any liability arising from any employment-related claim, or any claim based on worker status (including reasonable costs and expenses) brought by the Associate or the Associate’s Sub-Contractor against Advance HE arising out of or in connection with the provision of the Services.
5.3 [bookmark: _Ref266716476]The Associate shall be fully responsible for and shall indemnify Advance HE for and in respect of any liability for any employment-related claim or any claim based on worker status (including reasonable costs and expenses) brought by the Associate (or, where applicable, the Associate’s Sub-Contractors) against Advance HE arising out of or in connection with the provision of the Services, except where such claim is as a result of any act or omission of Advance HE.
5.4 Advance HE may at its own discretion satisfy the indemnity set out in clause 5.3 above (in whole or in part) by way of deduction from any outstanding Charges or other payments due to the Associate.
5.5 The Associate acknowledges that in entering into this Contract no form of exclusivity or future volume guarantee has been granted by Advance HE for Services from the Associate and that Advance HE is at all times entitled to enter into other contracts and arrangements with other providers for the provision of any or all services which are the same as or similar to the Services. For the avoidance of doubt, Advance HE is not obliged to and therefore does not warrant or guarantee that the Associate will be providing any provision of Services upon entering into this Contract. Associates will be granted work solely based on demand, expertise and availability.

6 [bookmark: _Ref262222645][bookmark: _Toc207776105][bookmark: _Toc207776253]Price and payment
6.1 In consideration for the provision of the Services, the Associate shall be entitled to issue invoices in accordance with the requirements of clause 6.6 for the sums payable by Advance HE as stated in Schedule 1 and on those dates/milestones specified in Schedule 1 (the “Charges”). Where Schedule 1 does not detail payment stages, the Associate shall invoice for the Charges monthly in arrears. All Charges should have been invoiced within 1 month of completion of the Services. 
6.2 The Charges set out in Schedule 1 are an all-inclusive fee except for those additional expenses specifically stated in Schedule 1, and covers all travel and expenses, travel time and all preparation, report writing and all other work which is carried out under this Contract. 
6.3 The Associate shall pay all bank charges applicable to payments made by Advance HE under this Contract (and shall reimburse Advance HE, upon the Advance HE’s request, for the sum of any such bank charges incurred by Advance HE).
6.4 Subject to clause 8, the Charges are fixed for the duration of the Contract. 
6.5 [bookmark: _Ref403480246]Where value added tax (VAT) or any equivalent sales tax in any applicable jurisdiction is properly chargeable and identified in Schedule 1, the Associate shall issue a valid and accurate tax invoice (including the Associate’s VAT registration number).  In the event that Advance HE is required by the laws or regulations of any applicable jurisdiction to deduct any withholding tax or similar taxes from the Charges, Advance HE shall deduct and account for such taxes before paying the remainder of the Charges to the Associate and shall notify the Associate in writing of all such sums properly deducted.
6.6 All invoices submitted in accordance with clause 6.1 shall be accompanied by a statement setting out the Services supplied in the relevant month in sufficient detail to justify the Charges charged (including any timesheets or other information required by, and to be provided in the format set out in, Advance HE Requirements). In the event Advance HE does not agree with the invoice, Advance HE reserves the right to dispute the invoice within 30 days of receipt, and the Associate shall be obligated to provide further information regarding the contents of the invoice within 14 days of such dispute. If the Associate fails to provide further information regarding the invoice in a timely fashion, the disputed amount of the invoice shall be deemed invalid and shall not be payable by Advance HE to the Associate.
6.7 [bookmark: _Ref266464540]Subject to clauses 6.8 to 6.10 below, Advance HE shall in consideration of the provision of the Services during the Term, unless agreed otherwise by the parties in writing, pay each of the Associate’s valid, undisputed and accurate invoices by automated transfer into the Associate’s nominated bank account no later than 30 days after the invoice is received.
6.8 [bookmark: _Ref266464543]Provided that it notifies the Associate in writing in advance and works in good faith to resolve any issues or disputes within 30 days, Advance HE shall be entitled to withhold payment of any sums in respect of any Services or Deliverables which have not been provided by the Associate to Advance HE’s satisfaction and in accordance with the terms of this Contract.

6.9 [bookmark: _Ref343504268][bookmark: _Ref381101221][bookmark: _Toc337626299]In the event that Advance HE makes any overpayment in connection with this Contract (or any other agreement between the parties), Advance HE may, upon written notice to the Associate, deduct the amount of such overpayment from any future invoice or require repayment of such sum within 30 days after the date on which it serves written notice on the Associate.
6.10 Without prejudice to the other rights and remedies available to Advance HE under this Contract, Advance HE shall be entitled (but not obliged) at any time or times without notice to the Associate to set off any liability of the Associate to Advance HE against any liability of Advance HE to the Associate (in any case howsoever arising and whether any such liability is present or future) and may for such purpose convert or exchange any currency.
6.11 Any requirement under applicable law to account for the Services in Euro (€) (or to prepare such accounting), instead of and/or in addition to Sterling (£), shall be implemented by the Associate at no additional cost to Advance HE.
6.12 The Charges, together with any applicable VAT or equivalent sales tax, shall be the full and exclusive remuneration of the Associate in respect of the supply of the Services (unless otherwise agreed in writing by Advance HE).

7 [bookmark: _Ref172367282][bookmark: _Toc207776107][bookmark: _Toc207776255]Audit
7.1 The Associate will fully co-operate with and assist Advance HE in meeting its audit and regulatory requirements by providing access for Advance HE, its internal auditors (which shall include for the purposes of this Contract Advance HE’s internal audit, security and operational risk functions), its external auditors or any agents appointed by Advance HE to conduct appropriate reviews and inspections of the activities and records of the Associate (and to take copies of records and documents) and interview the Associate (and where applicable, the Associate’s Sub-Contractors) relating to the performance of the Services and to the accuracy of the Charges.  The Associate shall maintain all records relating to this Contract (including the provision of the Services and the payment of all Charges and expenses) for a period of six (6) years following the year in which the provision of the Services under this Contract is completed or such longer period as Advance HE may notify to the Associate in writing from time-to-time.
7.2 [bookmark: _Ref364760540]If the results of an audit demonstrate that the Associate has claimed any sums in respect of Charges or reimbursable expenditure in excess of their entitlement under the terms of the Contract, the Associate shall within 28 days after a written demand by Advance HE make reimbursement in full in respect of any such overpayment.
7.3 Where any audit reveals any breach or non-compliance by the Associate, the Associate shall also bear the costs of Advance HE carrying out such audit.

8 [bookmark: _Ref381201210]Change control and variation
8.1 If either party wishes to change the scope or provision of the Services, it shall submit details of the requested change to the other in writing and such change shall only be implemented if agreed in accordance with the remainder of this clause 8 or by mutual agreement in writing between the parties.
8.2 If Advance HE requests a change to the scope or provision of the Services: 
8.2.1 [bookmark: _Ref172690486]the Associate shall, within a reasonable time (and in any event not more than 10 Working Days after receipt of Advance HE’s request), provide a written estimate to Advance HE of:
8.2.1.1 the likely time required to implement the change; 
8.2.1.2 any reasonable variations to the Charges arising directly as a result of the proposed change; and
8.2.1.3 any other impact of the change on the terms of this Contract;
8.2.2 if, following receipt of the Associate’s written estimate submitted in accordance with clause 8.2.1, Advance HE does not wish to proceed, there shall be no change to this Contract; and
8.2.3 if Advance HE wishes the Associate to proceed with the change, the Associate shall do so after agreement on the necessary variations to the Charges, the Services and any other relevant terms of this Contract to take account of the change following which this Contract shall be varied by the parties setting out in writing, and signing, the agreed changes.
8.3 If the Associate requests a change to the scope or provision of the Services, it shall send such request to Advance HE in writing, accompanied by a written statement of the matters referred to in clause 8.2.1, and Advance HE shall withhold or give its consent to such change in its sole discretion.  If Advance HE wishes the Associate to proceed with the change, the Associate shall do so, following a variation of this Contract in writing signed by (or on behalf of) each of the parties.

9 [bookmark: _Ref261618226][bookmark: _Ref381102749][bookmark: _Ref403481518][bookmark: _Toc207776110][bookmark: _Toc207776258][bookmark: _Ref364760243]Intellectual Property Rights  
9.1 The Associate and its licensors (as the case may be) shall own and retain all Intellectual Property Rights in and to the Background IPR. The Associate hereby grants to Advance HE a non-exclusive, royalty-free and perpetual licence to use the Background IPR, including the rights to use, copy, amend, modify, adapt, publish, or distribute the Background IPR for Advance HE’s internal business and training purposes, and for the purposes of receiving and using the Services in accordance with this Contract. 
9.2 Subject to clause 9.1, the parties acknowledge and agree that the Intellectual Property Rights in the Deliverables shall become the absolute property of and shall vest and remain vested with Advance HE. In consideration of the Charges paid by Advance HE under this Contract, the Associate hereby assigns to Advance HE with full title guarantee for the whole term of such rights together with any and all reversion, extensions or renewals, the following rights throughout the world:
9.2.1 all title to and rights and interest in the Intellectual Property Rights in the Deliverables including all preliminary or earlier versions of the Deliverables; and
9.2.2 all related rights and powers arising or accrued, including the right to sue for damages and other remedies for any infringement of any of the rights listed above which occurred prior to the Commencement Date.
9.3 The assignment under clause 9.2 shall take effect either on the date of signature of this Contract or as a present assignment of future rights that will take effect immediately on the coming into existence of the relevant Deliverables (as appropriate).
9.4 The Associate shall procure the waiver in favour of Advance HE of all moral rights arising under the Copyright, Designs and Patents Act 1988 and, so far as is legally possible, any broadly equivalent rights such authors may have in any territory of the world, relating to the Deliverables. 
9.5 Subject to the terms and conditions of this Contract, Advance HE hereby grants to the Associate a personal, non-exclusive and royalty-free licence to exercise the rights in the Deliverables subject to the terms set out below (“Licence”):
9.5.1 the Associate may use the Deliverables for its own academic teaching and academic research purposes only; for the avoidance of doubt the Associate may not distribute, publish or make available the Deliverables to the public, whether for commercial advantage or otherwise, in any media or format whether now known or hereafter devised; and 
9.5.2 under the terms of the Licence, the Associate may not make adaptations of the Deliverables (including any translation, adaptation, derivative work or other alteration derived from the original Deliverables); without the prior written consent of Advance HE. 
9.6 As a condition of the Licence granted to the Associate, the Associate must keep intact all copyright notices for the Deliverables together with any other attribution notices as directed by Advance HE from time-to-time. 
9.7 The Intellectual Property Rights in any items, materials and/or documents provided by Advance HE to the Associate in connection with this Contract (“Advance HE Materials”) shall belong to Advance HE or its licensors (as the case may be). Advance HE hereby grants to the Associate a non-exclusive, personal, non-transferable licence to use Advance HE Materials solely for the purpose of providing the Services to Advance HE and producing the Deliverables as set out in this Contract and for no other purpose whatsoever. 
9.8 Nothing in this Contract shall operate to grant any licence or rights to the Associate to use Advance HE’s names, trademarks or logos whether in connection with the Deliverables or otherwise without Advance HE’s prior written consent. 
9.9 All rights that are not expressly granted by Advance HE are reserved by Advance HE. 
9.10 [bookmark: _Ref404842746]The Associate shall, at Advance HE’s request, execute all deeds and documents which may reasonably be required to give effect to this clause 9.
9.11 The Associate warrants to Advance HE to the best of its knowledge and belief that:
9.11.1 the performance of the Services by the Associate will not result in the infringement of any Intellectual Property Rights of any third party;
9.11.2 any documents or other materials created by the Associate in the provision of the Services for use by Advance HE will be original and created specifically for Advance HE;
9.11.3 the Deliverables contain nothing libellous, obscene or unlawful and respect the privacy of any individual(s) named therein; and
9.11.4 all statements in the Deliverables purporting to be facts are, to the best of the Associate’s knowledge and belief, true and accurate.
9.12 [bookmark: _Ref364760355]The Associate agrees to indemnify Advance HE, and to keep Advance HE indemnified, together with its officers, directors, employees and agents, against all actions, claims, proceedings and all damages, losses, costs and expenses arising out of or in connection any infringement of the third party’s rights, including any infringement of the Intellectual Property Rights of any third party, occurring as a result of or in the course of or in connection with the performance of the Services (a “Claim”), except to the extent that such claims arise directly from the use in accordance with Advance HE’s instructions of any data, information or other resources provided by Advance HE to the Associate.
9.13 Without prejudice to clause 9.12, if a Claim is brought and relates to any Deliverable(s), the Associate shall have the right (at its own expense):
9.13.1 to procure the right for Advance HE to continue using the relevant Deliverable(s) in accordance with the terms of this Contract;
9.13.2 to make such modifications to the relevant Deliverable(s) so that it/they become non infringing; or
9.13.3 to replace the relevant Deliverable(s) with non-infringing documents, products, data, information, devices, processes, hardware, software or other material, provided that if the Associate modifies or replaces the relevant Deliverable(s), the modified or replacement Deliverable(s) must comply with the terms of this Contract (including the warranties contained in clause 9.11).
9.14 Nothing in this Contract shall prevent the Associate from using any techniques, ideas or know-how gained during the performance of this Contract in the course of its normal business, to the extent that it does not result in a disclosure of Advance HE’s Confidential Information or an infringement of Intellectual Property Rights.
9.15 The provisions of this clause 9 shall survive the termination or expiry of this Contract, however arising.

10 [bookmark: _Ref172690718][bookmark: _Toc207776112][bookmark: _Toc207776260]Limitation of liability
10.1 [bookmark: _Ref205952944][bookmark: _Ref211221467][bookmark: _Ref172690799][bookmark: _Ref289085430]Nothing in this Contract shall exclude or restrict the liability of either party to the other: 
10.1.1 for death or personal injury resulting from negligence; or
10.1.2 for fraudulent misrepresentation; or
10.1.3 in any other circumstances where liability may not be limited under any applicable law.
10.2 [bookmark: _Ref381106500][bookmark: _Toc337626255][bookmark: _Ref172690804]Nothing in this Contract shall exclude or restrict the liability of the Associate to Advance HE
10.2.1 for any breach by the Associate of :
10.2.1.1 clause 11 (Confidentiality); or
10.2.1.2 clause 13 (Protection of Personal Data); or
10.2.1.3 clause 17 (Prevention of fraud, corruption and bribery); or
10.2.2 under clause 9.12 (Intellectual Property Rights).
10.3 Subject to clauses 10.1 and 10.2: 
10.3.1 neither party shall be liable to the other whether in contract, tort, negligence, breach of statutory duty or otherwise for any indirect loss or damage, costs or expenses whatsoever or howsoever arising out of or in connection with this Contract; and
10.3.2 the liability of the Associate to Advance HE, whether in contract, tort, negligence, breach of statutory duty or otherwise, in respect of any one claim or series of linked claims under or in connection with this Contract shall be limited to the sum equal to 200% of the Charges properly paid and payable (plus any late payment interest properly chargeable thereon) during the period of 12 months immediately preceding the relevant claim; and 
10.3.3 the liability of Advance HE to the Associate, whether in contract, tort, negligence, breach of statutory duty or otherwise, in respect of any one claim or series of linked claims under or in connection with this Contract shall be limited to the sum equal to the Charges properly paid and payable (plus any late payment interest properly chargeable thereon) during the period of 12 months immediately preceding the relevant claim.
10.4 Except where otherwise expressly stated in this Contract, all remedies available to either party for breach of this Contract are cumulative and may be exercised concurrently or separately, and the exercise of one remedy shall not be deemed an election of such remedy to the exclusion of other remedies.
10.5 The Associate shall ensure that it (and where applicable, the Associate’s Sub-Contractors who may act as supplier of services under this Contract) has adequate insurance taken out with a reputable insurance company on terms no less favourable than those generally available to a prudent contractor in respect of risks insured in the international insurance market from time-to-time.  This must cover any actions, claims or demands which may be brought or made against the Associate or any other organisation by any persons injured or suffering damage or loss in connection with the Associate’s or the other organisation’s activities in carrying out this Contract and any sub-contract to this Contract.  The Associate, or the other organisation, shall give to Advance HE not less than 30 days’ notice in writing of any alteration or cancellation of such insurance cover.  The Associate shall forward to Advance HE within 7 days of request a copy of such policy of insurance together with such evidence as Advance HE may reasonably require evidencing that such insurance cover is in place and effective.	
10.6 The Associate shall ensure that it has adequate travel insurance taken out with a reputable insurance company. In no circumstance is Advance HE liable towards the Associate for any losses or expenses regarding the necessary travel under the Contract, however arising. The Associate shall give no less than 30 days’ notice to Advance HE in writing of any alteration or cancellation of such insurance cover.  The Associate shall forward to Advance HE within 7 days of request a copy of such policy of insurance together with such evidence as Advance HE may reasonably require evidencing that such insurance cover is in place and effective.

10.7 The provisions of this clause 10 shall survive the termination or expiry of this Contract, however arising.

11 [bookmark: _Ref381106246][bookmark: _Ref205953761][bookmark: _Toc207776117][bookmark: _Toc207776265]Confidentiality
11.1 [bookmark: _Ref205953182]For the purposes of this clause 11:
11.1.1 the “Disclosing Party” is the party which discloses Confidential Information to, or in respect of which Confidential Information comes to the knowledge of, the other party; and
11.1.2 the “Receiving Party” is the party which receives Confidential Information relating to the other party.
11.2 [bookmark: _Ref208381333]The Receiving Party shall take all necessary precautions, and apply the same security measures and degree of care to the Confidential Information as the Receiving Party applies to its own confidential information (which the Receiving Party warrants as providing adequate protection from unauthorised disclosure, copying or use) to ensure that all Confidential Information it receives under or in connection with this Contract:
11.2.1 is given only to such of its staff (or, in the case of the Associate, the Associate’s Sub-Contractor) and funders, owners, professional advisors or consultants engaged to advise it in connection with this Contract as is strictly necessary for the performance of this Contract and only to the extent necessary for the performance of this Contract; and
11.2.2 is treated as confidential and not disclosed (without the prior written consent of the Disclosing Party) or used by the Receiving Party or any member of its staff (or, in the case of the Associate, the Associate’s Sub-Contractors) or its funders, owners, professional advisors or consultants otherwise than for the purposes of this Contract.
11.3 [bookmark: _Ref208381470]Where applicable, the Associate shall ensure that the Associate’s Sub-Contractors or professional advisors are aware of the Associate’s confidentiality obligations under this Contract and shall immediately notify Advance HE if the Associate becomes aware of any unauthorised disclosure of any Confidential Information.  The Associate shall co-operate with Advance HE in any investigation that Advance HE considers necessary to undertake as a result of any such unauthorised disclosure of Confidential Information.
11.4 The provisions of clauses 11.2 and 11.3 shall not apply to any Confidential Information which:
11.4.1 is or becomes public knowledge (otherwise than by breach of this clause 11);
11.4.2 was in the possession of the Receiving Party, without restriction as to its disclosure, before receiving it from the Disclosing Party;
11.4.3 is received from a third party who lawfully acquired it and who is under no obligation restricting its disclosure;
11.4.4 is independently developed without access to the Confidential Information; or
11.4.5 is required to be disclosed by any applicable law or regulation, or any court, or governmental or administrative or regulatory authority competent to require such disclosure, provided that the Receiving Party has given the Disclosing Party reasonable notice (where legally permissible to do so) in writing of such required disclosure so that the Disclosing Party has had an opportunity to defend or apply to limit or protect such Confidential Information from disclosure and the provisions of this clause 11 shall not apply to that Confidential Information to the extent only that it is so required to be produced or disclosed.
11.5 The Confidential Information supplied by Advance HE will be supplied solely to assist the Associate to carry out the Services and will be accepted by the Associate on the basis that although Advance HE has made reasonable efforts to ensure that such Confidential Information will be helpful, Advance HE gives no assurance as to its accuracy, completeness or adequacy for that purpose.
11.6 This clause 11 shall remain in full force and effect in the event of any termination or the expiry of this Contract, however arising.

12 [bookmark: _Ref395026074][bookmark: _Toc389714712]Advance HE Data and security requirements
12.1 [bookmark: _Ref458425961][bookmark: _Toc139080258]The Associate shall not delete or remove any proprietary notices contained within or relating to Advance HE Data.
12.2 [bookmark: _Toc139080259]The Associate shall not store, copy, disclose, or use Advance HE Data except as necessary for the performance by the Associate of its obligations under this Contract or as otherwise expressly authorised in writing by Advance HE.
12.3 [bookmark: _Toc139080261]The Associate shall preserve the integrity of all Advance HE Data held and/or processed by the Associate and prevent the corruption or loss of all Advance HE Data at all times that the relevant Advance HE Data is under its control.
12.4 [bookmark: _Toc139080262]The Associate shall perform secure back-ups of all Advance HE Data and shall ensure that up-to-date back-ups are stored off-site.  The Associate shall ensure that such back-ups are available to Advance HE (or to such other person as Advance HE may direct) at all times upon request and are delivered to Advance HE at no less than six monthly intervals (or such other intervals as may be agreed in writing between the parties).
12.5 [bookmark: _Toc139080263]The Associate shall ensure that any system on which the Associate holds any Advance HE Data, including back-up data, is a secure system that complies with Advance HE Requirements reasonably notified to the Associate.
12.6 [bookmark: _Toc139080264][bookmark: _Ref451208541]If the Advance HE Data is corrupted, lost or sufficiently degraded as a result of the Associate's breach of its obligations (including abandonment of this Contract in breach of its terms, repudiatory breach or breach of a fundamental term) or any other default, act or omission, negligence or statement of any of the Associate’s Sub-Contractors, in connection with or in relation to the subject-matter of this Contract and in respect of which the Associate is liable to Advance HE, so as to make Advance HE Data unusable, Advance HE may:
12.6.1 [bookmark: _Toc139080265]require the Associate (at the Associate's expense) to restore or procure the restoration of Advance HE Data and the Associate shall do so as soon as practicable but not later than five Working Days from the date of receipt of Advance HE’s notice; and/or
12.6.2 [bookmark: _Toc139080266]itself restore or procure the restoration of Advance HE Data, and shall be repaid by the Associate any reasonable expenses incurred in doing so.
12.7 [bookmark: _Toc139080267]If at any time the Associate suspects or has reason to believe that Advance HE Data has or may become corrupted, lost or sufficiently degraded in any way for any reason, then the Associate shall notify Advance HE immediately and inform Advance HE of the remedial action the Associate proposes to take.
12.8 [bookmark: _Ref72400550][bookmark: _Ref87962629][bookmark: _Toc139080389][bookmark: _Ref395018524]The Associate shall, as an enduring obligation throughout the Term, use the latest versions of anti-virus definitions and software available from an industry accepted anti-virus software vendor (unless otherwise agreed in writing between the parties) to check for, contain the spread of, and minimise the impact of Malicious Software in Advance HE’s computing environment (consisting of hardware, software and, or telecommunications networks or equipment used by Advance HE or the Associate in connection with this Contract and the information and communications technology system used by the Associate in implementing and performing the Services) (or as otherwise agreed by the parties).
12.9 [bookmark: _Ref72400648][bookmark: _Toc139080390]Notwithstanding clause 12.8, if Malicious Software is found, the parties shall co-operate to reduce the effect of the Malicious Software and, particularly if Malicious Software causes loss of operational efficiency or loss or corruption of Advance HE Data, assist each other to mitigate any losses, liabilities, damages, costs and expenses and to restore the Services to their desired operating efficiency.  
12.10 [bookmark: _Ref87962651][bookmark: _Toc139080391]Any cost arising out of the actions of the parties taken in compliance with the provisions of clause 12.9 shall be borne by the parties as follows:
12.10.1 [bookmark: _Toc139080392]by the Associate where the Malicious Software originates from the Associate Software, third party software supplied by the Associate (except where Advance HE has waived the obligation set out in clause 12.8) or Advance HE Data (whilst Advance HE Data was under the control of the Associate) unless the Associate can demonstrate that such Malicious Software was present and not quarantined or otherwise identified by Advance HE when provided to the Associate; and 
12.10.2 [bookmark: _Toc139080393]otherwise by Advance HE.  

13 [bookmark: _Ref381106461]Protection of Personal Data
13.1 The provisions of Schedule 1 of these terms and conditions shall apply.
13.2 Under the circumstances where the Associate is based outside the EEA region, schedule 3 will apply.
13.3 For further information on how Advance HE will use the Associates personal data, please see the Associates Privacy Notice. 

14 [bookmark: _Ref381107599]Force majeure
14.1 Neither party shall be in breach of this Contract if it is prevented from or delayed in carrying on its business by acts, events, omissions or accidents beyond its reasonable control (“Force Majeure”) including (insofar as beyond such control but without prejudice to the generality of the foregoing expression) strikes, lock-outs or other industrial disputes, epidemics or pandemics, failure of a utility service or transport network, act of God, war, riot, civil commotion, malicious damage, volcanic ash, earthquake, explosion, terrorist act, compliance with any law or governmental order, rule, regulation or direction, accident, breakdown of plant or machinery, fire, flood, storm, rejection of a visa application (insofar neither party is at fault thereof) or default of Associates or sub-contractors (save that the Associate shall be liable for, and shall not be excused non-performance of this Contract due to, any breach by the Associate’s Sub-Contractors).
14.2 For the avoidance of doubt, no payments shall be due under this Contract in respect of any period where the Associate is prevented from or delayed in performing the Services as a result of force majeure.

15 [bookmark: _Ref172691842][bookmark: _Toc207776115][bookmark: _Toc207776263]Termination
15.1 Without prejudice to any other rights or remedies which Advance HE may have, Advance HE may terminate this Contract immediately on giving notice to the Associate with no liability to make any further payment to the Associate (other than in respect of sums accrued before the date of termination, if applicable) if:
15.1.1 the performance of the Services is delayed, hindered or prevented by circumstances of force majeure (as defined in clause 14) for a period in excess of 28 days;
15.1.2 at any time the Associate commits any gross misconduct (including failing to report any Conflicts of Interest in a timely manner) affecting the business of Advance HE;
15.1.3  at any time the Associate is convicted of any criminal offence (other than an offence under any road traffic legislation in the United Kingdom or elsewhere for which a fine or non-custodial penalty is imposed);
15.1.4 at any time the Associate is in the reasonable opinion of the Senior Leadership Team at Advance HE, negligent or incompetent in the performance of the Services; or
15.1.5 at any time the Associate is declared bankrupt or makes any arrangement with or for the benefit of the Associate’s creditors or a county court administration order made against the Associate under the County Court Act 1984.
15.2 [bookmark: _Ref266713809][bookmark: a660795]Either party may give notice to the other terminating this Contract with immediate effect if:
15.2.1 the other party commits any material breach of any of the terms of this Contract and that breach (if capable of remedy) is not remedied within 30 days after notice being given requiring it to be remedied (and where such breach is not capable of remedy, the terminating party shall be entitled to terminate the Contract with immediate effect).  For the avoidance of doubt, any breach of clause 3.7 and clause 17 (Prevention of fraud, corruption and bribery) shall be deemed to be a material breach of this Contract which is incapable of remedy; or
15.2.2  the other party ceases, or threatens to cease, to carry on business.
15.3 [bookmark: _Ref205893735][bookmark: _Ref172691806]Advance HE may at any time by notice terminate this Contract with immediate effect if the Associate is in persistent breach of any of its obligations under this Contract, whether or not such breach is capable of remedy.  For the purposes of this clause 15.3, three or more non-material breaches of the terms of this Contract may together constitute a persistent breach.
15.4 [bookmark: BookmarkToReturnToPrintingOutTheDoc]In any circumstances where Advance HE has the right to terminate this Contract it may instead, by serving notice on the Associate, opt to suspend the provision of the Services for a reasonable period and Advance HE shall not be required to pay any Charges in respect of such period of suspension.
15.5 [bookmark: _Ref205953834]On termination of this Contract for any reason the Associate shall immediately delete or return to Advance HE, at Advance HE’s request, all documents, materials, information and other resources provided by Advance HE to the Associate for the purposes of or in connection with this Contract, including any Confidential Information and any Personal Data, except that:
15.5.1 [bookmark: _Ref403541352]where expressly agreed in writing by Advance HE, the Associate shall be entitled to retain one copy of such documents, materials, information and other resources for audit purposes only; and
15.5.2 [bookmark: _Ref403541367]the Associate shall not be required to return or destroy any such documents, materials, information and other resources stored in its automatically archived electronic files, provided that such files are accessible only to those persons engaged by the Associate to be responsible for the safe and secure storage of such files,
and in each case the provisions of clause 11 (Confidentiality) shall continue to apply to such retained documents, materials, information and other resources.
15.6 If the Associate fails to fulfil its obligations under clause 15.5, Advance HE may enter the Associate's premises and take possession of any items which should have been returned under it.  Until they have been returned or repossessed, the Associate shall be solely responsible for their safe keeping.
15.7 During the period between service of a notice of termination and the effective date of termination, the Associate shall provide Advance HE with all reasonable assistance and information to enable an efficient handover to a new service provider (or to Advance HE).
15.8 Termination of this Contract, however it arises, shall not affect or prejudice the accrued rights of the parties as at termination or the continuation of any provision expressly stated to survive, or implicitly surviving, termination.
15.9 Upon the termination of this Contract, Advance HE shall pay the Charges (or such percentage of the Charges) properly incurred but previously unpaid up to the effective date of termination.
15.10 [bookmark: _Ref205953963][bookmark: _Toc207776118][bookmark: _Toc207776266]Advance HE reserves the right to cancel a programme or individual cohort at any time prior to its scheduled date (face-to-face or online). 
15.10.1 If Advance HE cancels a programme or cohort more than 28 days prior to the scheduled date delivery date, Advance HE shall not be obliged to pay any Charges to the Associate for the cancelled programme or cohort;
15.10.2 If Advance HE provides between 14 to 28 days’ notice of cancellation prior to the scheduled date delivery date, it will pay the Associate a cancellation fee equal to the sum of 20% of the Charges of the cancelled programme or cohort, and reimburse the Associate for all reasonably made expenses (upon production of valid receipts);
15.10.3 If Advance HE provides less than 14 days’ notice of cancellation, it will pay the Associate a cancellation fee equal to the sum of 50% of the Charges of the cancelled programme or cohort, and reimburse the Associate for all reasonably made expenses (upon production of valid receipts); and
15.10.4 If Advance HE provides less than 7 days’ notice of cancellation, it will pay the Associate a cancellation fee equal to the sum of 100% of the Charges of the cancelled programme or cohort and reimburse the Associate for all reasonably made expenses (upon production of valid receipts).
	Clauses 8.1 to 8.3 (inclusive) shall not apply in respect of this clause 15.10.

16 Health and Safety
16.1 The Associate shall promptly notify Advance HE of any health and safety hazards which may arise in connection with the performance of this Contract, take such steps as are reasonably necessary to ensure the health and safety of persons likely to be affected by the performance of the Services and notify Advance HE of any incident occurring on Advance HE’s premises or otherwise in connection with the provision of the Services of which the Associate becomes aware and which causes or could give rise to significant personal injury.
16.2 The Associate shall take all necessary measures to comply with the requirements of the Health & Safety at Work Etc Act 1974 (or any equivalent legislation in any applicable jurisdiction) and any other acts, orders, regulations and codes of practice (including any approved codes of practice) relating to health and safety, which may apply to the performance of this Contract.

17 [bookmark: _Ref403481618]Prevention of fraud, corruption and bribery
17.1 The Associate undertakes and warrants that neither it nor, where applicable, the Associate’s Sub-Contractors, have offered, given or agreed to give (and that it will not offer or give or agree to give) to any person, company or firm any gift or consideration of any kind as an inducement or reward for doing or forbearing to do anything in relation to the obtaining of this Contract or the performance of the Associate’s obligations under this Contract.
17.2 The Associate warrants that it has in place, and undertakes that it will comply with, policies and procedures to avoid the risk of bribery (as set out in the Bribery Act 2010) and fraud within its organisation and in connection with its dealings with third parties.
17.3 [bookmark: _Ref266466231]The Associate warrants that it has not colluded, and undertakes that it will not at any time collude, with any third party in any way in connection with this Contract (including in respect of pricing under this Contract).  Nothing under this clause 17.3 is intended to prevent the Associate from discussing the terms of this Contract and the Associate’s pricing with the Associate’s professional advisors.


18 Conflicts of interest
18.1 Advance HE understands and accepts that the Associate is entitled to seek, apply for, accept and perform contracts to supply goods and services to third parties. However, the Associate undertakes not to accept contracts to supply goods or services to third parties during the period which they are registered as a Associate with Advance HE where this could result in a Conflict of Interest. A Conflict of Interest must be reported to Advance HE when:
18.1.1 the Associate provides goods or services to competitors of Advance HE where this could (in Advance HE’s reasonable opinion) have a commercially harmful effect on Advance HE; or
18.1.2 the third-party contract would result in a breach of the terms of this Contract, in specific the Associate’s obligations under clause 11 (Confidentiality).
18.2 The Associate undertakes to Advance HE that during the registration as an Associate, it will not accept any third-party contracts that could result in a Conflict of Interest, without the prior written consent of Advance HE.
18.3 The Associate undertakes to Advance HE that during registration as an Associate, it will take all reasonable steps to report all Conflicts of Interest to Advance HE as soon as the Associate becomes reasonably aware of such conflicts. Prior to the commencement of any agreement with Advance HE, the Associate shall review the Conflict of Interest section in the Handbook and share any known conflicts via the Associates registration form at the point of onboarding. 
18.4 It is the sole responsibility of the Associate to timely report any changes in Conflicts of Interest during their time as an Associate. The Associate hereby indemnifies Advance HE and keeps Advance HE indemnified against all actions, claims, proceedings and all damages, losses, costs and expenses arising out of or in connection any unreported or incompletely reported Conflicts of Interest.
18.5 Nothing in this clause shall prevent or restrict the Associate from pursuing business opportunities whereby pre-existing business relationships exist between the Associate and a third party, and such arrangements have been properly and duly reported to Advance HE in accordance with the Conflict of Interest guidance, or for those relationships for which Advance HE has given explicit written consent.

19 [bookmark: _Ref381108581]Responsible business
19.1 [bookmark: _Ref318788672][bookmark: _Toc303950111][bookmark: _Toc303950878][bookmark: _Toc303951658][bookmark: _Toc304135741]The Associate shall:
19.1.1 demonstrate a commitment to equality and diversity, and ensure that it does not engage in any act or omission that would contravene the Equality Legislation and comply with all its obligations as a provider of Services as set out in the Equality Legislation;
19.1.2 demonstrate environmental responsibility and comply in all material respects with applicable environmental laws and regulations in force from time-to-time in relation to the provision of the Services.  Where the provisions of any such legislation are implemented by the use of voluntary agreements or codes of practice, the Associate shall comply with such agreements or codes of practice as if they were incorporated into English law; and
19.1.3 impose on all the Associate’s Sub-Contractors obligations substantially similar to those imposed on the Associate by this clause 19.
19.2 [bookmark: _Toc303950117][bookmark: _Toc303950884][bookmark: _Toc303951664][bookmark: _Toc304135747]The Associate shall meet all reasonable requests by Advance HE for information evidencing the Associate’s compliance with the provisions of clause 19.1.

20 Publicity
20.1 The Associate shall not publicise the terms of this Contract or use the name of Advance HE or any trade name or trademark used by Advance HE or refer to Advance HE in any other way in any press release, promotional literature, publications or advertising material, including any website, “blogs”, social media or other online services, without the prior written consent of Advance HE.

21 [bookmark: _Ref381108830]Assignment and sub-contracting
21.1 [bookmark: _Ref205953866]The Associate shall not, without the prior written consent of Advance HE, assign, transfer, charge, create a trust in, or deal in any other manner with all or any of its rights or obligations under this Contract.
21.2 [bookmark: _Ref381108731]Advance HE may assign or novate this Contract to: (i) any separate entity Controlled (by the direction of the affairs of Advance HE by virtue of ownership of shares, contract or otherwise), by Advance HE; or (ii) anybody or department which succeeds to those functions of Advance HE to which this Contract relates.  The Associate warrants and represents that it will (at Advance HE’s reasonable expense) execute all such documents and carry out all such acts, as reasonably required to give effect to this clause 21.2.
21.3 [bookmark: _Ref205953879]The Associate may not sub-contract the provision of any material part of the Services without the prior written consent of Advance HE, such consent not to be unreasonably withheld or delayed.  
21.4 Notwithstanding any sub-contracting permitted under clause 21.3, the Associate shall remain wholly liable and responsible for all acts and omissions (howsoever arising) of the Associate’s Sub-Contractors in the performance of the Services.
21.5 The Associate shall pay any valid invoice received from any of the Associate’s Sub-Contractors within 30 days following receipt of the invoice.
21.6 Advance HE reserves the right to request the replacement of any of the Associate’s Sub-Contractors on reasonable grounds.

22 [bookmark: _Ref205954210][bookmark: _Toc207776123][bookmark: _Toc207776271]Third party rights
22.1 This Contract does not create any rights or benefits enforceable by any person not a party to it (within the meaning of The Contracts (Rights of Third Parties) Act 1999) except that a person who under clause 21 is a permitted successor or assignee of the rights or benefits of a party may enforce such rights or benefits.
22.2 The parties agree that no consent from any such permitted successor or assignee is required for the parties to vary or rescind this Contract (whether or not in a way that varies or extinguishes rights or benefits in favour of such third parties).

23 Entire agreement
23.1 [bookmark: _Ref286323079][bookmark: _Toc337626329]This Contract contains all the terms agreed between the parties regarding its subject matter and supersedes any prior agreement, understanding or arrangement between the parties, whether oral or in writing, provided that nothing in this clause 23.1 shall operate to limit or exclude either party’s liability for fraudulent misrepresentation.

24 Waiver
24.1 A waiver of any right under this Contract is only effective if it is in writing and it applies only to the party to whom the waiver is addressed and the circumstances for which it is given.

25 Severability
25.1 If any provision (or part of a provision) of this Contract is found by any court or administrative body of competent jurisdiction to be invalid, unenforceable or illegal, the other provisions shall remain in force.
25.2 If any invalid, unenforceable or illegal provision would be valid, enforceable or legal if some part of it were deleted, the provision shall apply with whatever modification is necessary to give effect to the commercial intention of the parties.

26 Governing law
26.1 [bookmark: _Ref211056692]This Contract and any dispute or claim (including any non-contractual dispute or claim) arising out of or in connection with it or its subject matter, shall be governed by, and construed in accordance with, the laws of England and Wales.

27 [bookmark: _Ref381109506][bookmark: _Ref266467572]Dispute resolution procedure and jurisdiction
27.1 [bookmark: _Ref400353125][bookmark: _Ref381109626]Subject to the remainder of this clause 27, the parties agree irrevocably that the courts of England and Wales shall have exclusive jurisdiction to settle any dispute or claim (including any non-contractual dispute or claim) that arises out of or in connection with this Contract or its subject matter.
27.2 [bookmark: _Ref400353176]If any dispute or claim arises out of or in connection with this Contract, the parties shall, following service of written notice by one party on the other, attempt to resolve amicably by way of good faith negotiations and discussions any such dispute or claim as soon as reasonably practicable (and in any event within 10 Working Days after such notice or by such later date as the parties may otherwise agree in writing).  
27.3 If the parties are unable to resolve the dispute or claim in accordance with clause 27.2, the parties shall seek settlement of that dispute or claim by mediation in accordance with the LCIA Mediation Rules (as at the date of such mediation), and those Rules are deemed to be incorporated by reference into this clause 27.
27.4 If the dispute or claim is not settled by mediation within 30 days of the commencement of the mediation, or such further period as the parties shall agree in writing, either party may commence proceedings in accordance with clause 27.1.
27.5 Nothing in this clause 27 shall prevent either party from applying at any time to the court for injunctive relief on the grounds of infringement, or threatened infringement, of the other party's obligations of confidentiality contained in this Contract or infringement, or threatened infringement, of the applicant's Intellectual Property Rights.

28 Notices
28.1 [bookmark: Schedule3][bookmark: _Toc207776237][bookmark: _Ref381200241][bookmark: _Ref172432067]Notice given under this Contract shall be in writing, sent for the attention of the person, and to the address, given in the Letter (or such other address or person as the relevant party may notify to the other party) and shall be delivered either personally, by courier, or by recorded delivery.  Subject to clause 28.2, a notice is deemed to have been received on signature of a delivery receipt by an individual at the correct address for notices, or at the time the notice is left at such correct address.
28.2 [bookmark: _Ref381200157]If deemed receipt under clause 28.1 is not within the hours of 09:00 to 17:00 on a Working Day the notice will be deemed to be received at 09:00 on the first subsequent Working Day.

29 Warranties
29.1 Each party warrants to the other party that it has full power and authority to carry out the actions contemplated under this Contract, and that its entry into and performance under the terms of this Contract will not infringe the rights of any third party or cause it to be in breach of any obligations to a third party.  

30 [bookmark: a547966][bookmark: _Toc381267613]Counterparts
30.1 This Contract may be executed in any number of counterparts, each of which when executed shall constitute a duplicate original, but all the counterparts shall together constitute the one agreement.

32	Non-Solicitation
32.1	Neither party shall (except with the prior written consent of the other) during the Term of this Contract, and for a period of one year thereafter, solicit the services of any senior staff of the other party who have been engaged in the provision of the Services or the management of this Contract or any significant part thereof either as principal, agent, employee, independent contractor or in any other form of employment or engagement other than by means of an open national advertising campaign and not specifically targeted at such staff of the other party.
Schedule 1 – Protection of Personal Data

1 Parties 

This Data Protection Agreement is between Advance HE, and the Associate as specified in the Terms and Conditions for Provision of Services by an Advance HE Associate, referred to as (“Main Agreement”). 

For the purposes of this Agreement, Advance HE is known as the (“Controller”) and the Associate is known as the (“Processor”), collectively referred to as (“Parties”). 

For the purposes of providing the services outlined in the Main Agreement, both Parties may receive and share personal data and by entering into this Agreement acknowledges the sharing of personal data for the permitted purposes.

For further information on how the Controller will process the Processors personal data can be found in the Associates Privacy Notice. 

This Schedule covers the extent that the Processor collects, processes, or otherwise uses personal data in the context of performing services, the provision of this Agreement.  This Agreement is entered in to for the provision of the Processor offering consultancy services on behalf of the Controller and is applicable during the course of the services being provided.

The Parties acknowledge that for the purposes of this Schedule, each party will be acting as a Controller in respect of the Personal Data and will be responsible for compliance with the Data Protection Legislation in respect of its Processing of the Personal Data

The Controller shall be responsible for ensuring that the relevant Data Subjects have been provided with privacy information in respect of this data sharing arrangement. 

2 Definitions

	“Data Protection Law”
	means: (a) any law, statute, declaration, decree, directive, legislative enactment, order, ordinance, regulation, rule or other binding restriction (as amended, consolidated or re-enacted from time to time) which relates to the protection of individuals with regards to the processing of Personal Data to which a Party is subject, including but not limited to the UK General Data Protection Regulation (“UK GDPR”), Data Protection Act 2018 ("DPA") and the EU GDPR; and (b) any code of practice or guidance published by a Regulatory Body from time to time;

	“Sub-processor”
	relates to any third party who the Processor may engage with to support with the carrying out of services. 

	“Data Subject Request”
	means an actual or purported request, notice or complaint from (or on behalf of) a data subject exercising his rights under the Data Protection Legislation;

	“Personal Data Breach”
	means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise processed;

	“Regulatory Body”
	means any competent governmental, statutory, regulatory or enforcement authority or regulator concerned with the activities carried on by any Party or any part, division or element thereof, in respect of the activities carried out pursuant to this Agreement including but not limited to the UK Information Commissioner, and their relevant successors (for the avoidance of doubt, this does not include any regulator whose authority arises pursuant to any voluntary code of conduct);

	“UK GDPR”
	means the UK data protection law that came into effect on 1st January 2021 to replace the EU GDPR and which will sit alongside the Data Protection Act 2018.




2.1 For the purposes of this Agreement, “controller”, “processor”, “data subject”, "Personal Data" and "process" shall have the meanings set out in the UK GDPR and "process" and "processed" when used in relation to the processing of Client’s Data, will be construed accordingly, and will include both manual and automatic processing. Any reference to "Personal Data" includes a reference to "special categories of personal data”, as applicable, whereby "special categories of personal data” means Client’s Data that incorporates such categories of data as are listed in Article 9(1) of the UK GDPR.

3 Processors Obligations

3.1 In consideration of being granted access to the Personal Data, the Processor shall:

3.1.1 implement appropriate technical and organisational measures in accordance with the Data Protection Legislation to ensure a level of security appropriate to the risks presented by such Processing, in particular from accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to Personal Data, taking into account the state of the art, the costs of implementation, the nature, scope, context and purposes of processing and the likelihood and severity of risk to the rights and freedoms of the Data Subjects.

3.1.2 comply with all applicable laws including but not limited to the Data Protection Legislation in relation to all processing of the Personal Data.

3.1.3 not Process the Personal Data for any purposes other than the Purposes.

3.1.4 not disclose the Personal Data to any third parties other than any Third-Party Recipients and ensure that any Third-Party Recipients are subject to obligations equivalent to those of the Recipient under this Contract.

3.1.5 permit the Controller (subject to reasonable and appropriate confidentiality undertakings) to inspect and audit the Processor’s data Processing and/or controlling activities and comply with all reasonable requests or directions by the Controller to enable the Controller to verify and/or procure that the Processors is in full compliance with its obligations under this Contract.

3.2 Each party shall only retain the Personal Data for as long as is necessary for the Purposes.

4 Processing Personal Data

4.1 The Processor must comply with all Data Protection Laws when processing the personal data on behalf of the Controller.

4.2 The Processor may only process personal data in line with the Controller’s documented instructions unless Processing is required by any applicable law to which the Processor is subject to which the Processor must inform the Controller of.

5 Security


5.1 The Processor will establish data security in relation to the processing of personal data and in line with the Controller’s technical and organisational measures, including Information Security Policies and Data Protection Policies.

5.2 Measures must be taken to guarantee protection of the confidentiality, integrity, availability, and resilience of the systems.

5.3 The Processor acknowledges that they shall assist the Controller in implementing any appropriate technical and organisational measures, insofar as this is possible for the fulfilment of the Controller’s obligations under UK GDPR.

6 Sub Processors

6.1 The Processor is not authorised to appoint any sub-processors to carry out the services on their behalf.

7 Data Subject Rights


7.1 The Processor is required to ensure that they follow the Controller’s technical and organisational measures to ensure the Controller can fulfil their obligations to respond to requests for exercising data subject rights under the Data Protection Law.

7.2 The Processor is required to promptly (within 24 hours) notify the Controller of any data subject request and fully cooperate with and assist the Controller in relation to the request.

7.3 The Controller shall take overall responsibility for ensuring that the Data Subjects may gain access to the Personal Data in the event of any Subject Request.

7.4 Where either Party receives a Subject Request in relation to the Personal Data (“Request Recipient”), it shall as soon as reasonably practicable after receipt and in any event within five calendar days of receipt, forward the Subject Request to the other party and the other party shall:

7.4.1 provide the Request Recipient with a copy of all such information in the form that the Request Recipient requires as soon as practicable and in any event within 10 calendar days (or such other period as the Request Recipient acting reasonably may specify) of the Request Recipient’s request; and

7.4.2 provide all necessary assistance as reasonably requested by the Request Recipient to enable the Request Recipient to respond to the Subject Access Request within the time for compliance set out in the Data Protection Legislation.

7.5 Where either Party receives a complaint or query from any member of the public, that Party shall promptly notify the other party and shall deal with the complaint or query without undue delay and shall not do anything that is likely to damage the reputation of the other party.



8 Personal Data Breaches


8.1 The Processor shall notify the Controllers without undue delay (within 24 hours) upon becoming aware of any personal data breach that effects the personal data processed on behalf of the Controller.

8.2 The Processor shall provide sufficient information to enable the Controller to evaluate the impact of such personal data breach and to meet any obligations on the Controller to report the personal data breach to the appropriate supervisory authority and/ or notify the affected data subjects in accordance with the Data Protection Law.

8.3 The Processor shall provide and assist the Controller the investigation, mitigation, and remediation of each personal data breach.

9 Data Protection Impact Assessment and Prior Consultation


9.1 The Processor shall provide reasonable support to the Controller in the completion of any Data Protection Impact Assessments and prior consultations with supervisory authorities or other organisations which the Controllers considers necessary pursuant to Articles 35 and 36 of the UK GDPR. 

10 Return and Deletion of Personal Data


10.1 Subject to the subsequent clause, the Processor shall promptly and in any event, within 30 days of the expiry or termination of the Agreement, return all copies of personal data held on behalf of the Controller and delete any copies made.

10.2 The Processor may retain personal data processed under this Agreement to the extent required by any applicable laws to which the Processor is subject and only to the extent and for such period as required by applicable law.

10.3 Where applicable the Processor shall notify the Controller of any applicable laws.

10.4 The Processor is required to provide written confirmation of the return and deletion of the personal data.

11 Audits


11.1 The Processor shall make available to the Controller on request all information necessary to demonstrate compliance with this Agreement and the applicable Data Protection Law.

11.2 The Processor shall allow for an contribute to audits, including inspections, by the Controller in relation to the processing under this Agreement.

11.3 The Controller shall give the Processor sufficient notice of any audit or inspections.

12 Warranties and Liabilities


12.1 There is nothing under this Agreement that limits or excludes either Parties liability for death of personal injury caused by its negligence, or fraudulent misrepresentation.

12.2 Subject to the preceding clause, the total liability of either party to the other for any non-compliance under this Agreement shall be subject to any limitation regarding monetary damages.

12.3 The Processor warrants and undertakes that in carrying out its obligations under this Contract it will not breach the Data Protection Legislation or do or omit to do anything that might cause the Controller to be in breach of the Data Protection Legislation.

12.4 The Processor shall indemnify the Controller against any costs, claims, expenses (including but not limited to reasonable legal costs) damages, liabilities, actions and proceedings brought against the Controller by any third party (including but not limited to the Data Subjects) arising out of a breach of this Contract by the Processor.

13 General Terms 


13.1 Except in respect of any provision under this Agreement that expressly or by implication is intended to come into or continue in force on or after the expiry or termination of the Main Agreement, this Agreement shall be coterminous.

13.2 Neither parties may assign, transfer or subcontract to any third party the benefit and/ or burden of this Agreement without the prior written consent, which will not be unreasonably withheld, of the other party.

13.3 Variations to this Agreement will not be valid or binding unless it is recorded in writing and agreed by both Parties.

13.4 The Contracts (Rights of Third Parties) Act 1999 does not apply to this Agreement and no third party has any right to enforce or rely on any provision under this Agreement.

13.5 Unless otherwise agreed, no delay, act or omission by a Party in exercising any right or remedy will be deemed a waiver of that, or any other, right or remedy.

13.6 If any court or competent authority find that any provision (or part) of this Agreement is invalid, illegal or unenforceable, that provision or part-provision will, to the extent required, be deemed to be deleted, and the validity and enforceability of the other provisions of the Agreement will not be affected. 

13.7 Any notice (other than in legal proceedings) to be delivered under this Agreement must be in writing and delivered by pre-paid first-class post to or left by hand delivery at the other party’s registered address or place of business. Notices:

a) Sent by post will be deemed to have been received, where posted from and to addressed in the United Kingdom, on the second working day, and where posted from or to addresses outside of the United Kingdom, on the tenth working date following the date of posting. 

b) Delivered by hand will be deemed to have been received at the time the notice is left at the proper address.

13 Governing Law

13.1 This Agreement will be governed by and interpreted according to the law of England and Wales and all disputes arising under this Agreement, including non-contractual disputes or claims, shall be subject to the exclusive jurisdiction of the English and Welsh Courts.

14 Information Governance

14.1 Each Party shall monitor the Personal Data to ensure that it is accurate and up to date and shall destroy any Personal Data that is inaccurate or out of date.
14.2 The Parties shall agree the following details to the extent that these are not covered in this Agreement:
· the prescribed format for datasets (to ensure datasets are compatible).
· common rules for the retention and deletion of Personal Data; and
· common technical and organisational security arrangements including for the transmission of the Personal Data.

14.3 The Parties shall hold a six-monthly review meeting (or such other frequency as may be agreed by the parties in writing) to review the ongoing effectiveness of the data sharing activities under this Agreement and agree any appropriate changes.

14.4 Where the Controller reasonably suspects that the Processor is not in full compliance with its obligations under this Agreement, the Controller may:
· terminate this Agreement with immediate effect; and/or 
· require the Processor to attend a meeting between the Parties at which the Processor will be expected to present, and gain acceptance for, a plan to avoid repetition of the failure, which the Processor shall promptly implement following such meeting.

14.5 [bookmark: _Ref445907543]The Parties may by prior written agreement include any additional Third-Party Recipients within the scope of this Agreement or elect to exclude any Third-Party Recipients from receiving any Personal Data.


Advance HE is a company limited by guarantee registered in England and Wales no. 04931031. Registered as a charity in England and Wales no. 1101607. Registered as a charity in Scotland no. SC043946. Advance HE words and logo should not be used without our permission. VAT registered no. GB 152 1219 50.
Advance HE is a company limited by guarantee registered in England and Wales no. 04931031. Registered as a charity in England and Wales no. 1101607. Registered as a charity in Scotland no. SC043946. Advance HE words and logo should not be used without our permission. VAT registered no. GB 152 1219 50.
Schedule 2 – Processing Activities

This schedule includes certain details of the Processing of Personal Data as required by Article 28(3) UK GDPR. The subject matter and duration of the Processing of Personal Data are set out in the Main Agreement and this Agreement.

Nature and Purpose of Processing

As an Associate of Advance HE, the Processor will process a variety of personal data as necessary to provide the services pursuant to the Main Agreement, and as further instructed by the Controller in its use of services.

Types of Personal Data

The Controller may submit a variety of personal data to the Processor for processing, the extent of which, is determined and controlled by the Controller in its sole discretion, and which may include, but is not limited to the following types of personal data: 
· Personal Details
· Family, lifestyle and social circumstances
· Employment Data
· Education and Training Details
· Special Category Data
· Financial Infrastructure
· Free Text
· Application Data

Categories of Personal Data

The Controller may submit a variety of personal data to the Processor, the extent of which is determined and controlled by the Controller in its sole discretion, and which my include, but is not limited to personal data relating to the follow categories of Data Subjects:
· Fellowship Applicants
· Apprentices
· Equality Charters Applicants
· Customers (including their staff)
· Institutional Members
· Employees of Advance HE
· Suppliers of Advance HE (including their staff)
· General Public


Schedule 3 – International Data Transfer Agreement
[bookmark: _Hlk90932095]Standard Data Protection Clauses to be issued by the Commissioner under S119A(1) Data Protection Act 2018
[image: Logo

Description automatically generated]International Data Transfer Agreement
VERSION A1.0, in force 21 March 2022
[bookmark: _Toc79405427]This IDTA has been issued by the Information Commissioner for Parties making Restricted Transfers. The Information Commissioner considers that it provides Appropriate Safeguards for Restricted Transfers when it is entered into as a legally binding contract.

[bookmark: _Toc79405424]Part 1: Tables

Table 1: Parties and signatures
	Start date
	As per the Main Agreement. 

	The Parties
	Exporter (who sends the Restricted Transfer)
	Importer (who receives the Restricted Transfer)

	Parties’ details
	ADVANCE HE, a company limited by guarantee incorporated in England and Wales under company number 4931031 and registered as a charity in England under charity number 1101607 and in Scotland under charity number SC043946, with its registered office at Innovation Way, York Science Park, Heslington, York YO10 5BR.
	Associates name as per the Main Agreement. 

	Key Contact
	Data Protection Officer

Data.protection@advance-he.ac.uk
	Contact Details as per the Main Agreement

	Importer Data Subject Contact
	
	Contact Details as per the Main Agreement

	Signatures confirming each Party agrees to be bound by this IDTA
	Signed for and on behalf of the Exporter set out above
Signed:      
Date of signature:      
Full name:      
Job title:      
	Signed for and on behalf of the Importer set out above
Signed:      
Date of signature:      
Full name:      
Job title:      



Table 2: Transfer Details 
	UK country’s law that governs the IDTA:
	England and Wales


	Primary place for legal claims to be made by the Parties
	England and Wales


	The status of the Exporter
	In relation to the Processing of the Transferred Data:
Exporter is a Controller

	The status of the Importer
	[bookmark: _Hlk73487136]In relation to the Processing of the Transferred Data:
Importer is the Exporter’s Processor or Sub-Processor

	Whether UK GDPR applies to the Importer
	UK GDPR applies to the Importer’s Processing of the Transferred Data

	Linked Agreement

	If the Importer is the Exporter’s Processor or Sub-Processor – the agreement(s) between the Parties which sets out the Processor’s or Sub-Processor’s instructions for Processing the Transferred Data:
Name of agreement: Terms & Conditions of Advance HE Associates
Date of agreement: As per the Main Agreement
Parties to the agreement: Advance HE, and Associate 


	Term
	The Importer may Process the Transferred Data for the period for which the Linked Agreement is in force.

	Ending the IDTA before the end of the Term
	The Parties cannot end the IDTA before the end of the Term unless there is a breach of the IDTA or the Parties agree in writing.

	Ending the IDTA when the Approved IDTA changes
	Which Parties may end the IDTA as set out in Section ‎29.2:
Exporter


	Can the Importer make further transfers of the Transferred Data?
	The Importer MAY NOT transfer on the Transferred Data to another organisation or person (who is a different legal entity) in accordance with Section 16.1 (Transferring on the Transferred Data).

	Specific restrictions when the Importer may transfer on the Transferred Data
	The Importer MAY ONLY forward the Transferred Data in accordance with Section 16.1: 
if the Exporter tells it in writing that it may do so.

	Review Dates 
	No review is needed as this is a one-off transfer and the Importer does not retain any Transferred Data.



Table 3: Transferred Data
	Transferred Data

	The personal data to be sent to the Importer under this IDTA consists of:
The categories of Transferred Data will update automatically if the information is updated in the Linked Agreement referred to. 

	Special Categories of Personal Data and criminal convictions and offences
	The Transferred Data includes data relating to:
· racial or ethnic origin
· political opinions
· religious or philosophical beliefs
· physical or mental health 
· sex life or sexual orientation
And:
The categories of special category and criminal records data will update automatically if the information is updated in the Linked Agreement referred to. 

	Relevant Data Subjects
	The Data Subjects of the Transferred Data are:
The categories of Data Subjects will update automatically if the information is updated in the Linked Agreement referred to. 

	Purpose
	The Importer may Process the Transferred Data for the purposes as instructed by the Exporter.  

In both cases, any other purposes which are compatible with the purposes set out above.
The purposes will update automatically if the information is updated in the Linked Agreement referred to.


Table 4: Security Requirements
	Security of Transmission
	The transmission of the data will be conduct via the Exporters Microsoft programmes, ensuring encryption of the data and provided password protected OneDrive / SharePoint / Dropbox folders. 

	Security of Storage
	Data will be sorted within the Advance HE’s password protected folders and encrypted. 

	Security of Processing
	Importers must adhere to the Advance HE’s information security policies when processing the data.

	Organisational security measures
	As per Advance HE’s Information Security Policy. Cyber Essentials Plus accreditation.

	Technical security minimum requirements
	N/A

	Updates to the Security Requirements
	The Security Requirements will update automatically if the information is updated in the Linked Agreement referred to. 


[bookmark: _Toc79405425]
Part 2: Extra Protection Clauses
	Extra Protection Clauses:
	Transfer Risk Assessment

	(i) Extra technical security protections
	N/A

	(ii) Extra organisational protections
	N/A

	(iii) Extra contractual protections
	N/A


[bookmark: _Toc79405426]
Part 3: Commercial Clauses
	Commercial Clauses
	N/A






Part 4: Mandatory Clauses

Information that helps you to understand this IDTA

1. [bookmark: Section_1]This IDTA and Linked Agreements

1.1 [bookmark: _Toc79405429]Each Party agrees to be bound by the terms and conditions set out in the IDTA, in exchange for the other Party also agreeing to be bound by the IDTA.

1.2 [bookmark: _Toc79405430]This IDTA is made up of:

1.2.1 [bookmark: _Ref77587511]Part one: Tables;

1.2.2 Part two: Extra Protection Clauses; 

1.2.3 Part three: Commercial Clauses; and

1.2.4 Part four: Mandatory Clauses.

1.3 The IDTA starts on the Start Date and ends as set out in Sections 29 or 30.

1.4 [bookmark: _Toc79405432][bookmark: _9kR3WTr2AA45EPG6yimp7PCx36sgH4y8N]If the Importer is a Processor or Sub-Processor instructed by the Exporter: the Exporter must ensure that, on or before the Start Date and during the Term, there is a Linked Agreement which is enforceable between the Parties and which complies with Article 28 UK GDPR (and which they will ensure continues to comply with Article 28 UK GDPR). 

1.5 [bookmark: _Toc79405433]References to the Linked Agreement or to the Commercial Clauses are to that Linked Agreement or to those Commercial Clauses only in so far as they are consistent with the Mandatory Clauses.

2. [bookmark: Section_2][bookmark: _Ref77596149][bookmark: _Toc79405434]Legal Meaning of Words 

2.1 [bookmark: _Toc79405435]If a word starts with a capital letter it has the specific meaning set out in the Legal Glossary in Section 36.

2.2 [bookmark: _Toc79405436]To make it easier to read and understand, this IDTA contains headings and guidance notes. Those are not part of the binding contract which forms the IDTA.

3. [bookmark: Section_3][bookmark: _Ref76414657][bookmark: _Toc79405437][bookmark: _Ref70642920]You have provided all the information required:

3.1 [bookmark: _Toc79405438]The Parties must ensure that the information contained in Part one: Tables is correct and complete at the Start Date and during the Term. 

3.2 [bookmark: _Toc79405439]In Table 2: Transfer Details, if the selection that the Parties are Controllers, Processors or Sub-Processors is wrong (either as a matter of fact or as a result of applying the UK Data Protection Laws) then:

3.2.1 the terms and conditions of the Approved IDTA which apply to the correct option which was not selected will apply; and

3.2.2 the Parties and any Relevant Data Subjects are entitled to enforce the terms and conditions of the Approved IDTA which apply to that correct option.

3.3 [bookmark: _Toc79405440]In Table 2: Transfer Details, if the selection that the UK GDPR applies is wrong (either as a matter of fact or as a result of applying the UK Data Protection Laws), then the terms and conditions of the IDTA will still apply to the greatest extent possible.

4. [bookmark: Section_4][bookmark: _Toc79405441]How to sign the IDTA

4.1 [bookmark: _Toc79405442]The Parties may choose to each sign (or execute):

4.1.1 the same copy of this IDTA; 

4.1.2 two copies of the IDTA. In that case, each identical copy is still an original of this IDTA, and together all those copies form one agreement; 

4.1.3 a separate, identical copy of the IDTA. In that case, each identical copy is still an original of this IDTA, and together all those copies form one agreement,

unless signing (or executing) in this way would mean that the IDTA would not be binding on the Parties under Local Laws.

5. [bookmark: Section_5][bookmark: _Ref77138474][bookmark: _Toc79405443]Changing this IDTA

5.1 [bookmark: _Toc79405444]Each Party must not change the Mandatory Clauses as set out in the Approved IDTA, except only:

5.1.1 to ensure correct cross-referencing: cross-references to Part one: Tables (or any Table), Part two: Extra Protections, and/or Part three: Commercial Clauses can be changed where the Parties have set out the information in a different format, so that the cross-reference is to the correct location of the same information, or where clauses have been removed as they do not apply, as set out below;

5.1.2 to remove those Sections which are expressly stated not to apply to the selections made by the Parties in Table 2: Transfer Details, that the Parties are Controllers, Processors or Sub-Processors and/or that the Importer is subject to, or not subject to, the UK GDPR. The Exporter and Importer understand and acknowledge that any removed Sections may still apply and form a part of this IDTA if they have been removed incorrectly, including because the wrong selection is made in Table 2: Transfer Details;

5.1.3 so the IDTA operates as a multi-party agreement if there are more than two Parties to the IDTA. This may include nominating a lead Party or lead Parties which can make decisions on behalf of some or all of the other Parties which relate to this IDTA (including reviewing Table 4: Security Requirements and Part two: Extra Protection Clauses, and making updates to Part one: Tables (or any Table), Part two: Extra Protection Clauses, and/or Part three: Commercial Clauses); and/or

5.1.4 to update the IDTA to set out in writing any changes made to the Approved IDTA under Section 5.4, if the Parties want to. The changes will apply automatically without updating them as described in Section 5.4;

provided that the changes do not reduce the Appropriate Safeguards.

5.2 [bookmark: _Ref75671126][bookmark: _Toc79405445]If the Parties wish to change the format of the information included in Part one: Tables, Part two: Extra Protection Clauses or Part three: Commercial Clauses of the Approved IDTA, they may do so by agreeing to the change in writing, provided that the change does not reduce the Appropriate Safeguards.

5.3 [bookmark: _Ref92477298][bookmark: _Ref89699068]If the Parties wish to change the information included in Part one: Tables, Part two: Extra Protection Clauses or Part three: Commercial Clauses of this IDTA (or the equivalent information), they may do so by agreeing to the change in writing, provided that the change does not reduce the Appropriate Safeguards.

5.4 [bookmark: _Ref92478018]From time to time, the ICO may publish a revised Approved IDTA which: 

5.4.1 makes reasonable and proportionate changes to the Approved IDTA, including correcting errors in the Approved IDTA; and/or

5.4.2 reflects changes to UK Data Protection Laws.

[bookmark: _Ref89703302]The revised Approved IDTA will specify the start date from which the changes to the Approved IDTA are effective and whether an additional Review Date is required as a result of the changes. This IDTA is automatically amended as set out in the revised Approved IDTA from the start date specified. 

6. [bookmark: Section_6][bookmark: _Ref71912501][bookmark: _Toc79405446]Understanding this IDTA

6.1 [bookmark: _Toc79405447][bookmark: _Hlk71144875]This IDTA must always be interpreted in a manner that is consistent with UK Data Protection Laws and so that it fulfils the Parties’ obligation to provide the Appropriate Safeguards. 

6.2 [bookmark: _Toc79405448]If there is any inconsistency or conflict between UK Data Protection Laws and this IDTA, the UK Data Protection Laws apply.

6.3 [bookmark: _Toc79405449]If the meaning of the IDTA is unclear or there is more than one meaning, the meaning which most closely aligns with the UK Data Protection Laws applies. 

6.4 [bookmark: _Toc79405450]Nothing in the IDTA (including the Commercial Clauses or the Linked Agreement) limits or excludes either Party’s liability to Relevant Data Subjects or to the ICO under this IDTA or under UK Data Protection Laws.

6.5 [bookmark: _Toc79405451]If any wording in Parts one, two or three contradicts the Mandatory Clauses, and/or seeks to limit or exclude any liability to Relevant Data Subjects or to the ICO, then that wording will not apply.

6.6 [bookmark: _Ref77587516]The Parties may include provisions in the Linked Agreement which provide the Parties with enhanced rights otherwise covered by this IDTA. These enhanced rights may be subject to commercial terms, including payment, under the Linked Agreement, but this will not affect the rights granted under this IDTA. 

6.7 [bookmark: _Toc79405452]If there is any inconsistency or conflict between this IDTA and a Linked Agreement or any other agreement, this IDTA overrides that Linked Agreement or any other agreements, even if those agreements have been negotiated by the Parties. The exceptions to this are where (and in so far as):

6.7.1 the inconsistent or conflicting terms of the Linked Agreement or other agreement provide greater protection for the Relevant Data Subject’s rights, in which case those terms will override the IDTA; and

6.7.2 a Party acts as Processor and the inconsistent or conflicting terms of the Linked Agreement are obligations on that Party expressly required by Article 28 UK GDPR, in which case those terms will override the inconsistent or conflicting terms of the IDTA in relation to Processing by that Party as Processor.

6.8 [bookmark: _Toc79405453]The words “include”, “includes”, “including”, “in particular” are used to set out examples and not to set out a finite list.

6.9 [bookmark: _Toc79405454]References to:

6.9.1 singular or plural words or people, also includes the plural or singular of those words or people; 

6.9.2 legislation (or specific provisions of legislation) means that legislation (or specific provision) as it may change over time. This includes where that legislation (or specific provision) has been consolidated, re-enacted and/or replaced after this IDTA has been signed; and 
[bookmark: _Ref314043014]
6.9.3 any obligation not to do something, includes an obligation not to allow or cause that thing to be done by anyone else. 

7. [bookmark: Section_7][bookmark: _Ref77596221][bookmark: _Toc79405455]Which laws apply to this IDTA

7.1 [bookmark: _Toc79405456]This IDTA is governed by the laws of the UK country set out in Table 2: Transfer Details. If no selection has been made, it is the laws of England and Wales. This does not apply to Section 35 which is always governed by the laws of England and Wales. 

[bookmark: _Ref73395603][bookmark: _Ref73509944]How this IDTA provides Appropriate Safeguards

8. [bookmark: Section_8][bookmark: _Toc79405457][bookmark: _Ref76506360]The Appropriate Safeguards 

8.1 [bookmark: _Toc79405458][bookmark: _Ref73393180]The purpose of this IDTA is to ensure that the Transferred Data has Appropriate Safeguards when Processed by the Importer during the Term. This standard is met when and for so long as:

8.1.1 both Parties comply with the IDTA, including the Security Requirements and any Extra Protection Clauses; and 

8.1.2 the Security Requirements and any Extra Protection Clauses provide a level of security which is appropriate to the risk of a Personal Data Breach occurring and the impact on Relevant Data Subjects of such a Personal Data Breach, including considering any Special Category Data within the Transferred Data. 

8.2 [bookmark: _Toc79405459]The Exporter must: 

8.2.1 ensure and demonstrate that this IDTA (including any Security Requirements and Extra Protection Clauses) provides Appropriate Safeguards; and

8.2.2 (if the Importer reasonably requests) provide it with a copy of any TRA.

8.3 [bookmark: _Toc79405460][bookmark: _Ref71838603][bookmark: _Ref71494812]The Importer must: 
[bookmark: _Ref89216844][bookmark: _Ref77697079]
8.3.1 before receiving any Transferred Data, provide the Exporter with all relevant information regarding Local Laws and practices and the protections and risks which apply to the Transferred Data when it is Processed by the Importer, including any information which may reasonably be required for the Exporter to carry out any TRA (the “Importer Information”);
[bookmark: _Ref77674137]
8.3.2 co-operate with the Exporter to ensure compliance with the Exporter’s obligations under the UK Data Protection Laws; 

8.3.3 review whether any Importer Information has changed, and whether any Local Laws contradict its obligations in this IDTA and take reasonable steps to verify this, on a regular basis. These reviews must be at least as frequent as the Review Dates; and

8.3.4 inform the Exporter as soon as it becomes aware of any Importer Information changing, and/or any Local Laws which may prevent or limit the Importer complying with its obligations in this IDTA. This information then forms part of the Importer Information.

8.4 The Importer must ensure that at the Start Date and during the Term:

8.4.1 the Importer Information is accurate; 

8.4.2 it has taken reasonable steps to verify whether there are any Local Laws which contradict its obligations in this IDTA or any additional information regarding Local Laws which may be relevant to this IDTA.

8.5 [bookmark: _Toc79405461]Each Party must ensure that the Security Requirements and Extra Protection Clauses provide a level of security which is appropriate to the risk of a Personal Data Breach occurring and the impact on Relevant Data Subjects of such a Personal Data Breach.

9. [bookmark: Section_9][bookmark: _Ref76414795][bookmark: _Toc79405462]Reviews to ensure the Appropriate Safeguards continue

9.1 [bookmark: _Ref70733657][bookmark: _Ref71154021][bookmark: _Ref71912768][bookmark: _Toc79405463]Each Party must: 

9.1.1 review this IDTA (including the Security Requirements and Extra Protection Clauses and the Importer Information) at regular intervals, to ensure that the IDTA remains accurate and up to date and continues to provide the Appropriate Safeguards. Each Party will carry out these reviews as frequently as the relevant Review Dates or sooner; and

9.1.2 inform the other party in writing as soon as it becomes aware if any information contained in either this IDTA, any TRA or Importer Information is no longer accurate and up to date.

9.2 [bookmark: _Ref73503791][bookmark: _Toc79405464]If, at any time, the IDTA no longer provides Appropriate Safeguards the Parties must Without Undue Delay: 

9.2.1 pause transfers and Processing of Transferred Data whilst a change to the Tables is agreed. The Importer may retain a copy of the Transferred Data during this pause, in which case the Importer must carry out any Processing required to maintain, so far as possible, the measures it was taking to achieve the Appropriate Safeguards prior to the time the IDTA no longer provided Appropriate Safeguards, but no other Processing; 

9.2.2 agree a change to Part one: Tables or Part two: Extra Protection Clauses which will maintain the Appropriate Safeguards (in accordance with Section 5); and

9.2.3 where a change to Part one: Tables or Part two: Extra Protection Clauses which maintains the Appropriate Safeguards cannot be agreed, the Exporter must end this IDTA by written notice on the Importer.

10. [bookmark: Section_10]The ICO

10.1 [bookmark: _Ref73503682][bookmark: _Toc79405466][bookmark: _Ref73503245]Each Party agrees to comply with any reasonable requests made by the ICO in relation to this IDTA or its Processing of the Transferred Data.

10.2 [bookmark: _Toc79405467]The Exporter will provide a copy of any TRA, the Importer Information and this IDTA to the ICO, if the ICO requests.

10.3 [bookmark: _Toc79405468]The Importer will provide a copy of any Importer Information and this IDTA to the ICO, if the ICO requests.

The Exporter 

11. [bookmark: Section_11]Exporter’s obligations

11.1 [bookmark: _Toc79405470][bookmark: _Ref77596401][bookmark: _Ref70725023][bookmark: _Ref77317945]The Exporter agrees that UK Data Protection Laws apply to its Processing of the Transferred Data, including transferring it to the Importer.

11.2 [bookmark: _Ref71148417]The Exporter must:

11.2.1 comply with the UK Data Protection Laws in transferring the Transferred Data to the Importer;

11.2.2 comply with the Linked Agreement as it relates to its transferring the Transferred Data to the Importer; and 

11.2.3 carry out reasonable checks on the Importer’s ability to comply with this IDTA, and take appropriate action including under Section 9.2, Section 29 or Section 30, if at any time it no longer considers that the Importer is able to comply with this IDTA or to provide Appropriate Safeguards.

11.3 [bookmark: _Toc79405471]The Exporter must comply with all its obligations in the IDTA, including any in the Security Requirements, and any Extra Protection Clauses and any Commercial Clauses.

11.4 [bookmark: _Ref71912596][bookmark: _Ref77596482][bookmark: _Toc79405472][bookmark: _Ref71515290]The Exporter must co-operate with reasonable requests of the Importer to pass on notices or other information to and from Relevant Data Subjects or any Third Party Controller where it is not reasonably practical for the Importer to do so. The Exporter may pass these on via a third party if it is reasonable to do so. 

11.5 [bookmark: _Toc79405473]The Exporter must co-operate with and provide reasonable assistance to the Importer, so that the Importer is able to comply with its obligations to the Relevant Data Subjects under Local Law and this IDTA.

[bookmark: _Ref73503819]The Importer

12. [bookmark: Section_12]General Importer obligations

12.1 [bookmark: _Ref73506248][bookmark: _Ref73507610][bookmark: _Toc79405475]The Importer must: 

12.1.1 only Process the Transferred Data for the Purpose;
[bookmark: _Ref77596530][bookmark: _Ref71495862]
12.1.2 comply with all its obligations in the IDTA, including in the Security Requirements, any Extra Protection Clauses and any Commercial Clauses;
[bookmark: _Ref77596560]
12.1.3 comply with all its obligations in the Linked Agreement which relate to its Processing of the Transferred Data;
[bookmark: _Ref77597260]
12.1.4 keep a written record of its Processing of the Transferred Data, which demonstrate its compliance with this IDTA, and provide this written record if asked to do so by the Exporter;
[bookmark: _Ref77597273]
12.1.5 if the Linked Agreement includes rights for the Exporter to obtain information or carry out an audit, provide the Exporter with the same rights in relation to this IDTA; and
[bookmark: _Ref77318003]
12.1.6 if the ICO requests, provide the ICO with the information it would be required on request to provide to the Exporter under this Section 12.1 (including the written record of its Processing, and the results of audits and inspections).

12.2 [bookmark: _Toc79405476]The Importer must co-operate with and provide reasonable assistance to the Exporter and any Third Party Controller, so that the Exporter and any Third Party Controller are able to comply with their obligations under UK Data Protection Laws and this IDTA. 

13. [bookmark: Section_13]Importer’s obligations if it is subject to the UK Data Protection Laws

13.1 [bookmark: _Ref76468174][bookmark: _Toc79405478]If the Importer’s Processing of the Transferred Data is subject to UK Data Protection Laws, it agrees that:

13.1.1 UK Data Protection Laws apply to its Processing of the Transferred Data, and the ICO has jurisdiction over it in that respect; and

13.1.2 it has and will comply with the UK Data Protection Laws in relation to the Processing of the Transferred Data.

13.2 If Section 13.1 applies and the Importer complies with Section 13.1, it does not need to comply with:

· [bookmark: _Toc79405480]Section 14 (Importer’s obligations to comply with key data protection principles);

· [bookmark: _Toc79405481]Section 15 (What happens if there is an Importer Personal Data Breach);

· [bookmark: _Toc79405482]Section 15 (How Relevant Data Subjects can exercise their data subject rights); and
· [bookmark: _Toc79405483]Section 21 (How Relevant Data Subjects can exercise their data subject rights – if the Importer is the Exporter’s Processor or Sub-Processor).

14. [bookmark: Section_14]Importer’s obligations to comply with key data protection principles

14.1 [bookmark: _Toc79405485][bookmark: _Ref71147662][bookmark: _Ref73375872]The Importer does not need to comply with this Section 14 if it is the Exporter’s Processor or Sub-Processor.  

14.2 [bookmark: _Toc79405486]The Importer must: 

14.2.1 ensure that the Transferred Data it Processes is adequate, relevant and limited to what is necessary for the Purpose; 

14.2.2 ensure that the Transferred Data it Processes is accurate and (where necessary) kept up to date, and (where appropriate considering the Purposes) correct or delete any inaccurate Transferred Data it becomes aware of Without Undue Delay; and

14.2.3 ensure that it Processes the Transferred Data for no longer than is reasonably necessary for the Purpose. 

15. [bookmark: Section_15]What happens if there is an Importer Personal Data Breach

15.1 [bookmark: _Toc79405488]If there is an Importer Personal Data Breach, the Importer must:

15.1.1 take reasonable steps to fix it, including to minimise the harmful effects on Relevant Data Subjects, stop it from continuing, and prevent it happening again. If the Importer is the Exporter’s Processor or Sub-Processor: these steps must comply with the Exporter’s instructions and the Linked Agreement and be in co-operation with the Exporter and any Third Party Controller; and

15.1.2 ensure that the Security Requirements continue to provide (or are changed in accordance with this IDTA so they do provide) a level of security which is appropriate to the risk of a Personal Data Breach occurring and the impact on Relevant Data Subjects of such a Personal Data Breach.

15.2 [bookmark: _Toc79405490]If the Importer is a Processor or Sub-Processor: if there is an Importer Personal Data Breach, the Importer must: 

15.3 If the Importer is a Controller: if the Importer Personal Data Breach is likely to result in a risk to the rights or freedoms of any Relevant Data Subject the Importer must notify the Exporter Without Undue Delay after becoming aware of the breach, providing the following information:

15.3.1 a description of the nature of the Importer Personal Data Breach;

15.3.2 (if and when possible) the categories and approximate number of Data Subjects and Transferred Data records concerned;

15.3.3 likely consequences of the Importer Personal Data Breach;

15.3.4 steps taken (or proposed to be taken) to fix the Importer Personal Data Breach (including to minimise the harmful effects on Relevant Data Subjects, stop it from continuing, and prevent it happening again) and to ensure that Appropriate Safeguards are in place; 

15.3.5 contact point for more information; and

15.3.6 any other information reasonably requested by the Exporter.
If it is not possible for the Importer to provide all the above information at the same time, it may do so in phases, Without Undue Delay. 

15.4 [bookmark: _Toc79405491]If the Importer is a Controller: if the Importer Personal Data Breach is likely to result in a high risk to the rights or freedoms of any Relevant Data Subject, the Importer must inform those Relevant Data Subjects Without Undue Delay, except in so far as it requires disproportionate effort, and provided the Importer ensures that there is a public communication or similar measures whereby Relevant Data Subjects are informed in an equally effective manner.

15.5 [bookmark: _Toc79405492]The Importer must keep a written record of all relevant facts relating to the Importer Personal Data Breach, which it will provide to the Exporter and the ICO on request. 
[bookmark: _Toc79405493]This record must include the steps it takes to fix the Importer Personal Data Breach (including to minimise the harmful effects on Relevant Data Subjects, stop it from continuing, and prevent it happening again) and to ensure that Security Requirements continue to provide a level of security which is appropriate to the risk of a Personal Data Breach occurring and the impact on Relevant Data Subjects of such a Personal Data Breach.

16. [bookmark: Section_16]Transferring on the Transferred Data

16.1 [bookmark: _Ref73509865][bookmark: _Ref76462681][bookmark: _Toc79405495][bookmark: _Ref71148876]The Importer may only transfer on the Transferred Data to a third party if it is permitted to do so in Table 2: Transfer Details Table, the transfer is for the Purpose, the transfer does not breach the Linked Agreement, and one or more of the following apply:

16.1.1 the third party has entered into a written contract with the Importer containing the same level of protection for Data Subjects as contained in this IDTA (based on the role of the recipient as controller or processor), and the Importer has conducted a risk assessment to ensure that the Appropriate Safeguards will be protected by that contract; or

16.1.2 the third party has been added to this IDTA as a Party; or 

16.1.3 [bookmark: _9kR3WTr2AA45FQG6yimp9PAx36sgH4y8N]if the Importer was in the UK, transferring on the Transferred Data would comply with Article 46 UK GDPR; or

16.1.4 if the Importer was in the UK transferring on the Transferred Data would comply with one of the exceptions in Article 49 UK GDPR; or

16.1.5 the transfer is to the UK or an Adequate Country.

16.2 [bookmark: _Toc79405496]The Importer does not need to comply with Section 16.1 if it is transferring on Transferred Data and/or allowing access to the Transferred Data in accordance with Section 23 (Access Requests and Direct Access).

17. [bookmark: Section_17]Importer’s responsibility if it authorises others to perform its obligations

17.1 [bookmark: _Ref77145736][bookmark: _Toc79405498]The Importer may sub-contract its obligations in this IDTA to a Processor or Sub-Processor (provided it complies with Section 16). 

17.2 If the Importer is the Exporter’s Processor or Sub-Processor: it must also comply with the Linked Agreement or be with the written consent of the Exporter. 

17.3 [bookmark: _Toc79405499]The Importer must ensure that any person or third party acting under its authority, including a Processor or Sub-Processor, must only Process the Transferred Data on its instructions. 

17.4 [bookmark: _Toc79405500]The Importer remains fully liable to the Exporter, the ICO and Relevant Data Subjects for its obligations under this IDTA where it has sub-contracted any obligations to its Processors and Sub-Processors, or authorised an employee or other person to perform them (and references to the Importer in this context will include references to its Processors, Sub-Processors or authorised persons).

What rights do individuals have?

18. [bookmark: Section_18]The right to a copy of the IDTA

18.1 [bookmark: _Toc79405502][bookmark: _Ref70633760][bookmark: _Ref70742074]If a Party receives a request from a Relevant Data Subject for a copy of this IDTA:

18.1.1 it will provide the IDTA to the Relevant Data Subject and inform the other Party, as soon as reasonably possible;

18.1.2 it does not need to provide copies of the Linked Agreement, but it must provide all the information from those Linked Agreements referenced in the Tables; 
[bookmark: _Ref70633491]
18.1.3 it may redact information in the Tables or the information provided from the Linked Agreement if it is reasonably necessary to protect business secrets or confidential information, so long as it provides the Relevant Data Subject with a summary of those redactions so that the Relevant Data Subject can understand the content of the Tables or the information provided from the Linked Agreement.

19. [bookmark: Section_19]The right to Information about the Importer and its Processing

19.1 [bookmark: _Toc79405504][bookmark: _Ref71901146]The Importer does not need to comply with this Section 19 if it is the Exporter’s Processor or Sub-Processor.

19.2 [bookmark: _Ref73506323]The Importer must ensure that each Relevant Data Subject is provided with details of: 

the Importer (including contact details and the Importer Data Subject Contact);

· the Purposes; and

· any recipients (or categories of recipients) of the Transferred Data;

The Importer can demonstrate it has complied with this Section 19.2 if the information is given (or has already been given) to the Relevant Data Subjects by the Exporter or another party.

The Importer does not need to comply with this Section 19.2 in so far as to do so would be impossible or involve a disproportionate effort, in which case, the Importer must make the information publicly available.

19.3 [bookmark: _Toc79405505]The Importer must keep the details of the Importer Data Subject Contact up to date and publicly available. This includes notifying the Exporter in writing of any such changes.

19.4 [bookmark: _Toc79405506]The Importer must make sure those contact details are always easy to access for all Relevant Data Subjects and be able to easily communicate with Data Subjects in the English language Without Undue Delay. 

20. [bookmark: Section_20]How Relevant Data Subjects can exercise their data subject rights
[bookmark: _Toc79405508][bookmark: _Ref71506220]
20.1 The Importer does not need to comply with this Section 20 if it is the Exporter’s Processor or Sub-Processor.

20.2 [bookmark: _Toc79405509]If an individual requests, the Importer must confirm whether it is Processing their Personal Data as part of the Transferred Data.

20.3 [bookmark: _Toc79405510]The following Sections of this Section 20, relate to a Relevant Data Subject’s Personal Data which forms part of the Transferred Data the Importer is Processing. 

20.4 [bookmark: _Toc79405511][bookmark: _Ref71506226]If the Relevant Data Subject requests, the Importer must provide them with a copy of their Transferred Data:

20.4.1 Without Undue Delay (and in any event within one month);

20.4.2 at no greater cost to the Relevant Data Subject than it would be able to charge if it were subject to the UK Data Protection Laws; 

20.4.3 in clear and plain English that is easy to understand; and

20.4.4 in an easily accessible form 
together with 

20.4.5 (if needed) a clear and plain English explanation of the Transferred Data so that it is understandable to the Relevant Data Subject; and

20.4.6 information that the Relevant Data Subject has the right to bring a claim for compensation under this IDTA.

20.5 [bookmark: _Toc79405512]If a Relevant Data Subject requests, the Importer must:

20.5.1 rectify inaccurate or incomplete Transferred Data;

20.5.2 erase Transferred Data if it is being Processed in breach of this IDTA; 

20.5.3 cease using it for direct marketing purposes; and

20.5.4 [bookmark: _Hlk89227015]comply with any other reasonable request of the Relevant Data Subject, which the Importer would be required to comply with if it were subject to the UK Data Protection Laws. 

20.6 [bookmark: _Ref76411982][bookmark: _Toc79405513]The Importer must not use the Transferred Data to make decisions about the Relevant Data Subject based solely on automated processing, including profiling (the “Decision-Making”), which produce legal effects concerning the Relevant Data Subject or similarly significantly affects them, except if it is permitted by Local Law and:

20.6.1 the Relevant Data Subject has given their explicit consent to such Decision-Making; or 

20.6.2 Local Law has safeguards which provide sufficiently similar protection for the Relevant Data Subjects in relation to such Decision-Making, as to the relevant protection the Relevant Data Subject would have if such Decision-Making was in the UK; or

20.6.3 the Extra Protection Clauses provide safeguards for the Decision-Making which provide sufficiently similar protection for the Relevant Data Subjects in relation to such Decision-Making, as to the relevant protection the Relevant Data Subject would have if such Decision-Making was in the UK. 

21. [bookmark: Section_21][bookmark: _Ref71912859][bookmark: _Toc79405515]How Relevant Data Subjects can exercise their data subject rights– if the Importer is the Exporter’s Processor or Sub-Processor

21.1 [bookmark: _Ref70746087]Where the Importer is the Exporter’s Processor or Sub-Processor: If the Importer receives a request directly from an individual which relates to the Transferred Data it must pass that request on to the Exporter Without Undue Delay. The Importer must only respond to that individual as authorised by the Exporter or any Third Party Controller.

22. [bookmark: Section_22]Rights of Relevant Data Subjects are subject to the exemptions in the UK Data Protection Laws

22.1 [bookmark: _Toc79405517]The Importer is not required to respond to requests or provide information or notifications under Sections 18, 19, 20, 21 and 23 if:

22.1.1 it is unable to reasonably verify the identity of an individual making the request; or
[bookmark: _Ref76978936]
22.1.2 the requests are manifestly unfounded or excessive, including where requests are repetitive. In that case the Importer may refuse the request or may charge the Relevant Data Subject a reasonable fee; or

22.1.3 a relevant exemption would be available under UK Data Protection Laws, were the Importer subject to the UK Data Protection Laws.

[bookmark: _Toc79405518]If the Importer refuses an individual’s request or charges a fee under Section 22.1.2 it will set out in writing the reasons for its refusal or charge, and inform the Relevant Data Subject that they are entitled to bring a claim for compensation under this IDTA in the case of any breach of this IDTA. 

[bookmark: _Ref73390728]How to give third parties access to Transferred Data under Local Laws

23. [bookmark: Section_23][bookmark: _Ref77674408][bookmark: _Toc79405520][bookmark: _Ref76401619][bookmark: _Ref76414977]Access requests and direct access

23.1 In this Section ‎23 an “Access Request” is a legally binding request (except for requests only binding by contract law) to access any Transferred Data and “Direct Access” means direct access to any Transferred Data by public authorities of which the Importer is aware.

23.2 [bookmark: _Toc79405521]The Importer may disclose any requested Transferred Data in so far as it receives an Access Request, unless in the circumstances it is reasonable for it to challenge that Access Request on the basis there are significant grounds to believe that it is unlawful.

23.3 [bookmark: _Toc79405522]In so far as Local Laws allow and it is reasonable to do so, the Importer will Without Undue Delay provide the following with relevant information about any Access Request or Direct Access: the Exporter; any Third Party Controller; and where the Importer is a Controller, any Relevant Data Subjects. 

23.4 [bookmark: _Toc79405523]In so far as Local Laws allow, the Importer must: 

23.4.1 make and keep a written record of Access Requests and Direct Access, including (if known): the dates, the identity of the requestor/accessor, the purpose of the Access Request or Direct Access, the type of data requested or accessed, whether it was challenged or appealed, and the outcome; and the Transferred Data which was provided or accessed; and

23.4.2 provide a copy of this written record to the Exporter on each Review Date and any time the Exporter or the ICO reasonably requests.
24. [bookmark: Section_24]Giving notice

24.1 [bookmark: _Ref70704223][bookmark: _Ref70705576][bookmark: _Toc79405525][bookmark: _Ref70705684][bookmark: _Ref70706136][bookmark: _Ref70705776]If a Party is required to notify any other Party in this IDTA it will be marked for the attention of the relevant Key Contact and sent by e-mail to the e-mail address given for the Key Contact. 

24.2 [bookmark: _Toc79405526]If the notice is sent in accordance with Section 24.1, it will be deemed to have been delivered at the time the e-mail was sent, or if that time is outside of the receiving Party’s normal business hours, the receiving Party’s next normal business day, and provided no notice of non-delivery or bounceback is received.

24.3 [bookmark: _Toc79405527]The Parties agree that any Party can update their Key Contact details by giving 14 days’ (or more) notice in writing to the other Party.

25. [bookmark: Section_25][bookmark: _Toc79405529]General clauses

25.1 In relation to the transfer of the Transferred Data to the Importer and the Importer’s Processing of the Transferred Data, this IDTA and any Linked Agreement:

25.1.1 contain all the terms and conditions agreed by the Parties; and 

25.1.2 override all previous contacts and arrangements, whether oral or in writing. 

25.2 [bookmark: _Toc79405530]If one Party made any oral or written statements to the other before entering into this IDTA (which are not written in this IDTA) the other Party confirms that it has not relied on those statements and that it will not have a legal remedy if those statements are untrue or incorrect, unless the statement was made fraudulently. 

25.3 [bookmark: _Toc79405531]Neither Party may novate, assign or obtain a legal charge over this IDTA (in whole or in part) without the written consent of the other Party, which may be set out in the Linked Agreement. 

25.4 [bookmark: _Toc79405532]Except as set out in Section 17.1, neither Party may sub contract its obligations under this IDTA without the written consent of the other Party, which may be set out in the Linked Agreement. 

25.5 [bookmark: _Toc79405533]This IDTA does not make the Parties a partnership, nor appoint one Party to act as the agent of the other Party.

25.6 [bookmark: _Toc79405534]If any Section (or part of a Section) of this IDTA is or becomes illegal, invalid or unenforceable, that will not affect the legality, validity and enforceability of any other Section (or the rest of that Section) of this IDTA.

25.7 [bookmark: _Toc79405535]If a Party does not enforce, or delays enforcing, its rights or remedies under or in relation to this IDTA, this will not be a waiver of those rights or remedies. In addition, it will not restrict that Party’s ability to enforce those or any other right or remedy in future.

25.8 [bookmark: _Toc79405536]If a Party chooses to waive enforcing a right or remedy under or in relation to this IDTA, then this waiver will only be effective if it is made in writing. Where a Party provides such a written waiver:

25.8.1 it only applies in so far as it explicitly waives specific rights or remedies;

25.8.2 it shall not prevent that Party from exercising those rights or remedies in the future (unless it has explicitly waived its ability to do so); and

25.8.3 it will not prevent that Party from enforcing any other right or remedy in future.
[bookmark: _Ref73484287]
What happens if there is a breach of this IDTA?

26. [bookmark: Section_26]Breaches of this IDTA 

26.1 [bookmark: _Toc79405538][bookmark: _Ref73503353]Each Party must notify the other Party in writing (and with all relevant details) if it:

26.1.1 has breached this IDTA; or 

26.1.2 it should reasonably anticipate that it may breach this IDTA, and provide any information about this which the other Party reasonably requests.

26.2 [bookmark: _Ref76467563][bookmark: _Toc79405539][bookmark: _Ref73503360]In this IDTA “Significant Harmful Impact” means that there is more than a minimal risk of a breach of the IDTA causing (directly or indirectly) significant damage to any Relevant Data Subject or the other Party.

27. [bookmark: Section_27][bookmark: _Toc79405541]Breaches of this IDTA by the Importer

27.1 If the Importer has breached this IDTA, and this has a Significant Harmful Impact, the Importer must take steps Without Undue Delay to end the Significant Harmful Impact, and if that is not possible to reduce the Significant Harmful Impact as much as possible. 

27.2 [bookmark: _Toc79405542]Until there is no ongoing Significant Harmful Impact on Relevant Data Subjects:

27.2.1 the Exporter must suspend sending Transferred Data to the Importer;

27.2.2 If the Importer is the Exporter’s Processor or Sub-Processor: if the Exporter requests, the importer must securely delete all Transferred Data or securely return it to the Exporter (or a third party named by the Exporter); and

27.2.3 if the Importer has transferred on the Transferred Data to a third party receiver under Section 16, and the breach has a Significant Harmful Impact on Relevant Data Subject when it is Processed by or on behalf of that third party receiver, the Importer must:
27.2.3.1 notify the third party receiver of the breach and suspend sending it Transferred Data; and 
27.2.3.2 if the third party receiver is the Importer’s Processor or Sub-Processor: make the third party receiver securely delete all Transferred Data being Processed by it or on its behalf, or securely return it to the Importer (or a third party named by the Importer). 
27.3 [bookmark: _Toc79405543]If the breach cannot be corrected Without Undue Delay, so there is no ongoing Significant Harmful Impact on Relevant Data Subjects, the Exporter must end this IDTA under Section 30.1.

28. [bookmark: Section_28][bookmark: _Toc79405545]Breaches of this IDTA by the Exporter

28.1 If the Exporter has breached this IDTA, and this has a Significant Harmful Impact, the Exporter must take steps Without Undue Delay to end the Significant Harmful Impact and if that is not possible to reduce the Significant Harmful Impact as much as possible. 
28.2 [bookmark: _Toc79405546]Until there is no ongoing risk of a Significant Harmful Impact on Relevant Data Subjects, the Exporter must suspend sending Transferred Data to the Importer.

28.3 [bookmark: _Toc79405547]If the breach cannot be corrected Without Undue Delay, so there is no ongoing Significant Harmful Impact on Relevant Data Subjects, the Importer must end this IDTA under Section 30.1.

Ending the IDTA

29. [bookmark: Section_29]How to end this IDTA without there being a breach

29.1 [bookmark: _Ref77147052][bookmark: _Toc79405549][bookmark: _Ref73509913]The IDTA will end:

29.1.1 at the end of the Term stated in Table 2: Transfer Details; or
[bookmark: _Ref76397489]
29.1.2 if in Table 2: Transfer Details, the Parties can end this IDTA by providing written notice to the other: at the end of the notice period stated; 

29.1.3 at any time that the Parties agree in writing that it will end; or

29.1.4 at the time set out in Section ‎29.2.

29.2 [bookmark: Section_29_2][bookmark: _Ref93332274]If the ICO issues a revised Approved IDTA under Section ‎5.4, if any Party selected in Table 2 “Ending the IDTA when the Approved IDTA changes”, will as a direct result of the changes in the Approved IDTA have a substantial, disproportionate and demonstrable increase in: 

29.2.1 its direct costs of performing its obligations under the IDTA; and/or 

29.2.2 its risk under the IDTA,

and in either case it has first taken reasonable steps to reduce that cost or risk so that it is not substantial and disproportionate, that Party may end the IDTA at the end of a reasonable notice period, by providing written notice for that period to the other Party before the start date of the revised Approved IDTA.

30. [bookmark: Section_30]How to end this IDTA if there is a breach

30.1 [bookmark: _Ref71909042][bookmark: _Toc79405552]A Party may end this IDTA immediately by giving the other Party written notice if:

30.1.1 the other Party has breached this IDTA and this has a Significant Harmful Impact. This includes repeated minor breaches which taken together have a Significant Harmful Impact, and

30.1.1.1 the breach can be corrected so there is no Significant Harmful Impact, and the other Party has failed to do so Without Undue Delay (which cannot be more than 14 days of being required to do so in writing); or

30.1.1.2 the breach and its Significant Harmful Impact cannot be corrected;
[bookmark: _Ref71511707]
30.1.2 the Importer can no longer comply with Section 8.3, as there are Local Laws which mean it cannot comply with this IDTA and this has a Significant Harmful Impact.

31. [bookmark: Section_31]What must the Parties do when the IDTA ends?

31.1 [bookmark: _Hlk89227792][bookmark: _Ref89205946][bookmark: _Ref71511776][bookmark: _Ref73503922][bookmark: _Hlk89227829]If the parties wish to bring this IDTA to an end or this IDTA ends in accordance with any provision in this IDTA, but the Importer must comply with a Local Law which requires it to continue to keep any Transferred Data then this IDTA will remain in force in respect of any retained Transferred Data for as long as the retained Transferred Data is retained, and the Importer must:

31.1.1 [bookmark: _Hlk89227839]notify the Exporter Without Undue Delay, including details of the relevant Local Law and the required retention period; 

31.1.2 retain only the minimum amount of Transferred Data it needs to comply with that Local Law, and the Parties must ensure they maintain the Appropriate Safeguards, and change the Tables and Extra Protection Clauses, together with any TRA to reflect this; and 

31.1.3 [bookmark: _Hlk89227859]stop Processing the Transferred Data as soon as permitted by that Local Law and the IDTA will then end and the rest of this Section 29 will apply.
[bookmark: _Toc79405554]
31.2 When this IDTA ends (no matter what the reason is):

31.2.1 the Exporter must stop sending Transferred Data to the Importer;  and

31.2.2 if the Importer is the Exporter’s Processor or Sub-Processor: the Importer must delete all Transferred Data or securely return it to the Exporter (or a third party named by the Exporter), as instructed by the Exporter; 

31.2.3 if the Importer is a Controller and/or not the Exporter’s Processor or Sub-Processor: the Importer must securely delete all Transferred Data. 

31.2.4 the following provisions will continue in force after this IDTA ends (no matter what the reason is): 
Section 1 (This IDTA and Linked Agreements);
Section 2 (Legal Meaning of Words);
Section 6 (Understanding this IDTA);
Section 7 (Which laws apply to this IDTA);
Section 10 (The ICO);
Sections 11.1 and 11.4 (Exporter’s obligations);
Sections 12.1.2, 12.1.3, 12.1.4, 12.1.5 and 12.1.6 (General Importer obligations);
Section 13.1 (Importer’s obligations if it is subject to UK Data Protection Laws);
Section 17 (Importer’s responsibility if it authorised others to perform its obligations);
Section 24 (Giving notice);
Section 25 (General clauses);
Section 31 (What must the Parties do when the IDTA ends);
Section 32 (Your liability);
Section 33 (How Relevant Data Subjects and the ICO may bring legal claims);
Section 34 (Courts legal claims can be brought in);
Section 35 (Arbitration); and
Section 36 (Legal Glossary).

How to bring a legal claim under this IDTA

32. [bookmark: Section_32]Your liability

32.1 [bookmark: _Toc79405556][bookmark: _Ref70744805]The Parties remain fully liable to Relevant Data Subjects for fulfilling their obligations under this IDTA and (if they apply) under UK Data Protection Laws.
[bookmark: _Ref76447924][bookmark: _Toc79405557]
32.2 Each Party (in this Section, “Party One”) agrees to be fully liable to Relevant Data Subjects for the entire damage suffered by the Relevant Data Subject, caused directly or indirectly by:

32.2.1 Party One’s breach of this IDTA; and/or 
[bookmark: _Hlk89228164]
32.2.2 where Party One is a Processor, Party One’s breach of any provisions regarding its Processing of the Transferred Data in the Linked Agreement;
[bookmark: _Hlk89228203]
32.2.3 where Party One is a Controller, a breach of this IDTA by the other Party if it involves Party One’s Processing of the Transferred Data (no matter how minimal) 
in each case unless Party One can prove it is not in any way responsible for the event giving rise to the damage.

32.3 [bookmark: _Toc79405558]If one Party has paid compensation to a Relevant Data Subject under Section 32.2, it is entitled to claim back from the other Party that part of the compensation corresponding to the other Party’s responsibility for the damage, so that the compensation is fairly divided between the Parties. 

32.4 [bookmark: _Toc79405559]The Parties do not exclude or restrict their liability under this IDTA or UK Data Protection Laws, on the basis that they have authorised anyone who is not a Party (including a Processor) to perform any of their obligations, and they will remain responsible for performing those obligations. 

33. How Relevant Data Subjects and the ICO may bring legal claims
[bookmark: _Toc79405561][bookmark: _Ref71155220]
33.1 The Relevant Data Subjects are entitled to bring claims against the Exporter and/or Importer for breach of the following (including where their Processing of the Transferred Data is involved in a breach of the following by either Party):
· Section 1 (This IDTA and Linked Agreements);
· Section 3 (You have provided all the information required by Part one: Tables and Part two: Extra Protection Clauses);
· Section 8 (The Appropriate Safeguards);
· Section 9 (Reviews to ensure the Appropriate Safeguards continue);
· Section 11 (Exporter’s obligations);
· Section 12 (General Importer Obligations);
· Section 13 (Importer’s obligations if it is subject to UK Data Protection Laws);
· Section 14 (Importer’s obligations to comply with key data protection laws);
· Section 15 (What happens if there is an Importer Personal Data Breach);
· Section 16 (Transferring on the Transferred Data);
· Section 17 (Importer’s responsibility if it authorises others to perform its obligations);
· Section 18 (The right to a copy of the IDTA);
· Section 19 (The Importer’s contact details for the Relevant Data Subjects);
· Section 20 (How Relevant Data Subjects can exercise their data subject rights);
· Section 21 (How Relevant Data Subjects can exercise their data subject rights– if the Importer is the Exporter’s Processor or Sub-Processor);
· Section 23 (Access Requests and Direct Access);
· Section 26 (Breaches of this IDTA);
· Section 27 (Breaches of this IDTA by the Importer);
· Section 28 (Breaches of this IDTA by the Exporter);
· Section 30 (How to end this IDTA if there is a breach);
· Section 31 (What must the Parties do when the IDTA ends); and
· any other provision of the IDTA which expressly or by implication benefits the Relevant Data Subjects.
[bookmark: _Toc79405562]
33.2 The ICO is entitled to bring claims against the Exporter and/or Importer for breach of the following Sections: Section 10 (The ICO), Sections 11.1 and 11.2 (Exporter’s obligations), Section 12.1.6 (General Importer obligations) and Section 13 (Importer’s obligations if it is subject to UK Data Protection Laws).

33.3 [bookmark: _Toc79405563]No one else (who is not a Party) can enforce any part of this IDTA (including under the Contracts (Rights of Third Parties) Act 1999).
[bookmark: _Toc79405564]
33.4 The Parties do not need the consent of any Relevant Data Subject or the ICO to make changes to this IDTA, but any changes must be made in accordance with its terms. 
[bookmark: _Toc79405565]
33.5 [bookmark: _9kR3WTr277467zrcszv16LPWIDMVVB4ADzWNABi]In bringing a claim under this IDTA, a Relevant Data Subject may be represented by a not-for-profit body, organisation or association under the same conditions set out in Article 80(1) UK GDPR and sections 187 to 190 of the Data Protection Act 2018.

34. [bookmark: Section_34]Courts legal claims can be brought in

34.1 [bookmark: _Ref71508766][bookmark: _Toc79405567]The courts of the UK country set out in Table 2: Transfer Details have non-exclusive jurisdiction over any claim in connection with this IDTA (including non-contractual claims).

34.2 [bookmark: _Toc79405568]The Exporter may bring a claim against the Importer in connection with this IDTA (including non-contractual claims) in any court in any country with jurisdiction to hear the claim. 
[bookmark: _Toc79405569]
34.3 The Importer may only bring a claim against the Exporter in connection with this IDTA (including non-contractual claims) in the courts of the UK country set out in the Table 2: Transfer Details 
[bookmark: _Toc79405570]
34.4 Relevant Data Subjects and the ICO may bring a claim against the Exporter and/or the Importer in connection with this IDTA (including non-contractual claims) in any court in any country with jurisdiction to hear the claim. 
[bookmark: _Toc79405571][bookmark: _Ref73503302][bookmark: _Ref76446334][bookmark: _Ref71509013]
34.5 Each Party agrees to provide to the other Party reasonable updates about any claims or complaints brought against it by a Relevant Data Subject or the ICO in connection with the Transferred Data (including claims in arbitration).

35. [bookmark: Section_35]Arbitration
 
35.1 [bookmark: _Hlk89529727][bookmark: _Toc79405573][bookmark: _Ref76446339][bookmark: _Toc79405574]Instead of bringing a claim in a court under Section 34, any Party, or a Relevant Data Subject may elect to refer any dispute arising out of or in connection with this IDTA (including non-contractual claims) to final resolution by arbitration under the Rules of the London Court of International Arbitration, and those Rules are deemed to be incorporated by reference into this Section ‎35. 
[bookmark: _Toc79405576]
35.2 The Parties agree to submit to any arbitration started by another Party or by a Relevant Data Subject in accordance with this Section ‎‎35.

35.3 There must be only one arbitrator. The arbitrator (1) must be a lawyer qualified to practice law in one or more of England and Wales, or Scotland, or Northern Ireland and (2) must have experience of acting or advising on disputes relating to UK Data Protection Laws. 

35.4 London shall be the seat or legal place of arbitration. It does not matter if the Parties selected a different UK country as the ‘primary place for legal claims to be made’ in Table 2: Transfer Details.

35.5 The English language must be used in the arbitral proceedings.

35.6 English law governs this Section ‎‎35. This applies regardless of whether or not the parties selected a different UK country’s law as the ‘UK country’s law that governs the IDTA’ in Table 2: Transfer Details.
[bookmark: Section_36]
36. Legal Glossary
	Word or Phrase
	Legal definition
(this is how this word or phrase must be interpreted in the IDTA)

	Access Request
	As defined in Section 23, as a legally binding request (except for requests only binding by contract law) to access any Transferred Data.

	Adequate Country
	A third country, or:
a territory;
one or more sectors or organisations within a third country; 
an international organisation; 
which the Secretary of State has specified by regulations provides an adequate level of protection of Personal Data in accordance with Section 17A of the Data Protection Act 2018.

	Appropriate Safeguards
	The standard of protection over the Transferred Data and of the Relevant Data Subject’s rights, which is required by UK Data Protection Laws when you are making a Restricted Transfer relying on standard data protection clauses under Article 46(2)(d) UK GDPR.

	Approved IDTA
	The template IDTA A1.0 issued by the ICO and laid before Parliament in accordance with s119A of the Data Protection Act 2018 on 2 February 2022, as it is revised under Section 5.4.

	Commercial Clauses
	The commercial clauses set out in Part three.

	Controller
	As defined in the UK GDPR.

	Damage
	All material and non-material loss and damage.

	Data Subject
	As defined in the UK GDPR.

	Decision-Making
	As defined in Section 20.6, as decisions about the Relevant Data Subjects based solely on automated processing, including profiling, using the Transferred Data.

	Direct Access
	As defined in Section 23 as direct access to any Transferred Data by public authorities of which the Importer is aware.

	Exporter
	The exporter identified in Table 1: Parties & Signature.

	Extra Protection Clauses
	The clauses set out in Part two: Extra Protection Clauses.

	ICO
	The Information Commissioner.

	Importer
	The importer identified in Table 1: Parties & Signature.

	Importer Data Subject Contact
	The Importer Data Subject Contact identified in Table 1: Parties & Signature, which may be updated in accordance with Section 19.

	Importer Information
	As defined in Section 8.3.1, as all relevant information regarding Local Laws and practices and the protections and risks which apply to the Transferred Data when it is Processed by the Importer, including for the Exporter to carry out any TRA.

	Importer Personal Data Breach
	A ‘personal data breach’ as defined in UK GDPR, in relation to the Transferred Data when Processed by the Importer.

	Linked Agreement
	The linked agreements set out in Table 2: Transfer Details (if any).

	Local Laws
	Laws which are not the laws of the UK and which bind the Importer. 

	Mandatory Clauses
	Part four: Mandatory Clauses of this IDTA.

	Notice Period
	As set out in Table 2: Transfer Details.

	Party/Parties
	The parties to this IDTA as set out in Table 1: Parties & Signature.

	Personal Data
	As defined in the UK GDPR.

	Personal Data Breach
	As defined in the UK GDPR.

	Processing
	As defined in the UK GDPR. 
When the IDTA refers to Processing by the Importer, this includes where a third party Sub-Processor of the Importer is Processing on the Importer’s behalf.

	Processor
	As defined in the UK GDPR.

	Purpose
	The ‘Purpose’ set out in Table 2: Transfer Details, including any purposes which are not incompatible with the purposes stated or referred to.

	Relevant Data Subject
	A Data Subject of the Transferred Data.

	Restricted Transfer
	A transfer which is covered by Chapter V of the UK GDPR

	Review Dates
	The review dates or period for the Security Requirements set out in Table 2: Transfer Details, and any review dates set out in any revised Approved IDTA.

	Significant Harmful Impact
	As defined in Section 26.2 as where there is more than a minimal risk of the breach causing (directly or indirectly) significant harm to any Relevant Data Subject or the other Party.

	Special Category Data
	As described in the UK GDPR, together with criminal conviction or criminal offence data.

	Start Date
	As set out in Table 1: Parties and signature.

	Sub-Processor
	A Processor appointed by another Processor to Process Personal Data on its behalf.
This includes Sub-Processors of any level, for example a Sub-Sub-Processor.

	Tables
	The Tables set out in Part one of this IDTA.

	Term
	As set out in Table 2: Transfer Details.

	Third Party Controller
	The Controller of the Transferred Data where the Exporter is a Processor or Sub-Processor
If there is not a Third Party Controller this can be disregarded.

	Transfer Risk Assessment or TRA
	A risk assessment in so far as it is required by UK Data Protection Laws to demonstrate that the IDTA provides the Appropriate Safeguards

	Transferred Data
	Any Personal Data which the Parties transfer, or intend to transfer under this IDTA, as described in Table 2: Transfer Details 

	UK Data Protection Laws
	[bookmark: _9kR3WTr27745DR2pqNZ58zjz628VF5WRRa]All laws relating to data protection, the processing of personal data, privacy and/or electronic communications in force from time to time in the UK, including the UK GDPR and the Data Protection Act 2018.

	UK GDPR
	As defined in Section 3 of the Data Protection Act 2018.

	Without Undue Delay 
	Without undue delay, as that phase is interpreted in the UK GDPR.



Alternative Part 4 Mandatory Clauses:
	Mandatory Clauses
	Part 4: Mandatory Clauses of the Approved IDTA, being the template IDTA A.1.0 issued by the ICO and laid before Parliament in accordance with s119A of the Data Protection Act 2018 on 2 February 2022, as it is revised under Section ‎5.4 of those Mandatory Clauses.
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