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Target Tracker requires outgoing, stateful access to TCP Port 1433 to allow communication between the client (Target 

Tracker) at the school end and Microsoft SQL Azure at the other. (To test the connection, see the final page in this document).   

Only outbound connections on TCP port 1433 are needed for the application to communicate with SQL Azure database - 

inbound connections on TCP port 1433 should remain blocked.   

All of these will work but the first is the most desirable to ensure that no future changes will ever be needed:   

1 - Enable TCP Port 1433 for outgoing, stateful access   

2 - The following might work on SOME firewalls - enable TCP port 1433 to the address nxxnm6x5dr.database.windows.net 

(this is our server address)   

3 - Enable TCP port 1433 to the specific addresses 40.113.93.91, 13.74.104.113, 52.138.224.1 and 191.235.193.75. These 

are our current IP addresses. Other addresses have been used by Microsoft in the past and Microsoft does not guarantee it 

will remain static. Therefore, option 1 is by far the best.   

Enabling an outbound only firewall rule does not introduce any risks related to unauthorised inbound access through the 

firewall. Any communication passing through this port must be initiated from the internal network - external devices cannot 

make a connection to internal services.   

Outbound traffic is commonly blocked to prevent malicious software that has infected internal devices from transmitting data to 

externally hosted rogue servers. Restricting the outbound rule to a set range of destination IP addresses helps mitigate this 

risk.   

Target Tracker data is held at the Microsoft data centre in Dublin at a single address,  

(nxxnm6x5dr.database.windows.net).   

    



0345 200 8600 

enquiries@junipereducation.org 

junipereducation.org 
For further support contact us at support.tt@junipereducation.org 

                                                        

 

 

 

 

Some features of Target Tracker require upload/download of images. Image transfer is via HTTPS (Secure web transfer). 

Schools will require unfiltered access to ttc.blob.core.windows.net and to primarytracker.blob.core.windows.net.   

Test - try viewing the following in a browser: https://ttc.blob.core.windows.net/public/test.png      

 

Target Tracker’s help includes many video tutorials. Videos are also included within the exemplification. All videos are hosted 

at vimeo.com/targettracker   

Test – try viewing the following video in a browser: https://vimeo.com/targettracker/review/85256286/2deb528ab2     

   

 

While Target Tracker data is held at the Microsoft data centre in Dublin, for business continuity data may be transferred to 

another centre within the European Economic Area.  Target Tracker guarantee that no data will be transferred to, or held 

within, any centre outside of the European Economic Area.    

Data in transit uses SSL encryption and server certificate is validated upon connection to prevent 'man in the middle' attacks.     

Target Tracker is also working to ensure that training informs schools of their responsibilities as data controllers, for example, 

in terms of destruction of redundant data, passwords & security behaviours.     

Two factor login (encrypted login key file and username/password combination) adds additional security. The login key may 

be revoked by Target Tracker if a school feels their own security may have been compromised (e.g. a discontented member 

of staff leaves the setting).     

https://ttc.blob.core.windows.net/public/test.png
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Download and run the Target Tracker Network Connection Test from our Website, 

https://junipereducation.org/targettracker/connectivity/   

  

A more obviously accurate test is to download the latest version of the software from the Website and run it. Browse to your 

school’s Target Tracker login key, if you have it, when prompted by the software. The software will bring up a login screen if 

the connection is successful.     

If these tests fail, there are two most likely reasons:     

• Port 1433 is blocked     

• DNS lookup fails     

Test 1 - In a Command window, type ping nxxnm6x5dr.database.windows.net  

Ignore “Request Timed Out”. Look for the IP Address resolution. DNS is forwarding correctly if the URL resolves to the IP 

Address, 52.138.224.1 

Test 2 - (You may need to install telnet client on the test machine) In a Command window, type telnet 52.138.224.1 1433 and 

press ENTER.  If you arrive at a Telnet Window, port 1433 is NOT blocked.      

  

If the school can connect to Target Tracker, as above, and their Internet connection is reasonably stable, they can use the 

software.     
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